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h
The Ongoing Breach
Notification Debate

Lawmakers continue to wrangle over creation of a national
data breach notification standard. BY MARCIA SAVAGE

HERE WE GO AGAIN. Every year it seems there’s at least one federal bill to create a national
data breach notification standard. This year, there’s at least five in the mix.

The renewed push by lawmakers isn’t surprising given the raft of high-profile security
breaches this year involving Sony, Epsilon and others. But whether any of their bills actually
becomes law is a huge question mark. These proposals always fade away, hammered down
by partisan wrangling that pits business interests against consumer interests.

Movement towards a federal breach notification law started fairly soon after California
enacted its groundbreaking security breach disclosure law, known as SB1386, in 2002.
Since then, 46 states have passed some form of breach notification requirement, creating a
maze of laws that companies must navigate in the event of a breach. A national law would
supersede the patchwork of state laws.

This fall, the Senate Judiciary Committee
approved three bills that would create a
national data breach notification standard.
The Data Breach Notification Act intro-
duced by Sen. Dianne Feinstein (D-CA)—
who has made several previous attempts 
to create a national notification standard—
would require organizations to notify indi-
viduals of a breach involving unencrypted
personal data; companies would be exempted
from the requirement if they can prove to the Federal Trade Commission there is no
significant risk of harm to those affected by the breach.

In addition to creating a national standard for breach notification, the Personal Data
Privacy and Security Act of 2011 incorporates several cybersecurity proposals from the
Obama administration. It would require businesses to implement data privacy and secu-
rity programs to protect consumers’ personal information, and also would impose crimi-
nal penalties for intentionally concealing a data breach. The Personal Data Protection and

ED ITOR’S DESK

46 states have passed
some form of breach 
notification requirement,
creating a maze of laws
that companies must 
navigate in the event 
of a breach.

http://www.judiciary.senate.gov/legislation/upload/Leahy-Sub-ALB11637-S-1151.pdf
http://www.judiciary.senate.gov/legislation/upload/Leahy-Sub-ALB11637-S-1151.pdf
http://www.judiciary.senate.gov/legislation/upload/Substitute-ALB11762-S1408.pdf
http://searchcio.techtarget.com/definition/California-Security-Breach-Information-Act
http://searchsecurity.techtarget.com/news/2240036344/Data-breach-notification-laws-Timing-right-for-breach-notification-bill-experts-say
http://itknowledgeexchange.techtarget.com/security-corner/tag/epsilon-breach/
http://itknowledgeexchange.techtarget.com/security-bytes/report-sony-breach-started-with-attack-from-amazon-ec2/
http://www.judiciary.senate.gov/legislation/upload/ALB11771-Blumenthal-Sub.pdf


Breach Accountability Act proposes strict notification requirements and would require 
companies collecting information on 10,000 or more individuals to implement security 
and privacy programs.

In November, the Senate Commerce Committee continued to debate the Data Security
and Breach Notification Act, which would impose security requirements for companies
retaining sensitive consumer data. Meanwhile, the House Energy and Commerce Committee
argued over a breach notification bill proposed by Rep. Mary Bono Mack (R-Calif.).

Experts monitoring these legislative developments have mixed expectations. Francesca
Wolf, legal counsel and compliance officer at the information security, forensics and data
breach practice of Kroll, thinks a breach notification law is one of the few bipartisan issues
that could get through Congress. By clearing out the patchwork of state laws, a national
breach notification would be business friendly, which appeals to Republicans, while Democ-
rats support the consumer protection element, she says.

It’s been difficult for businesses to keep track of the growing number of state breach
laws, Wolf says: “Especially since it’s not something that comes up until you have a breach,
then all of the sudden you’re having to assess your legal obligations in all the states if you
have a nationwide breach.”

But David Navetta, founding partner of the Information Law Group, is more skeptical.
No breach notification proposal has been able to appease both sides – business advocates
and consumer protection proponents, he says. Businesses often aren’t too happy with the
credit monitoring requirements and fines for violations included in many bills, while 
consumer advocates don’t like risk of harm exemptions.

“There’s a wide gulf between those competing interests,” Navetta says. “I’m not sure it’s
bridgeable on any level.”

In the wake of so many breaches this year, lawmakers need to find a way to overcome 
the odds and get a bill to the president. Clearly businesses need some relief from the maze 
of state breach laws. At the same time, we consumers need to know promptly if a breach
involves our personal data. Let’s hope lawmakers can finally strike the right balance and 
get a law passed that streamlines the notification process for businesses while also providing
the protection consumers need.w

Marcia Savage is editor of Information Security. Send comments on this column to feedback@infosecuritymag.com.
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A Lack of Standards

Cloud computing needs security standards and widely 
adopted security practices in order to become a viable 
choice for the enterprise. BY AMY LARSEN DECARLO

THE CLOUD is inescapable. Headlines catalog every advance and setback in the as-a-service
paradigm with equal fervor. Providers trumpet the model as a panacea for every painful
budget cut and desperate business need. And IT professionals scramble to come up with 
a cloud strategy that will not only help their business slash expenses, but also support the
kind of operational agility their enterprise needs to get ahead in the marketplace.

Yet today, most businesses are still only using the cloud to support a small percentage
of their IT needs. Current Analysis’ recent survey of North American enterprises,
“Enterprise Adoption of Cloud Applications and Services, June 2011” found businesses
are using cloud services to support fewer than 10 percent of their IT requirements today.

While adoption is expected to accelerate
in the coming years, organizations are still
wary of the cloud as the right delivery envi-
ronment for many business applications.
Hands down, the dominant concern is security.
Businesses question whether their data is safe
in the cloud, and how they can employ an 
on-demand service while maintaining 
regulatory and industry compliance.

Organizations are right to balk about
going head first into the cloud without some
guarantees about protection. The potentially
porous nature of the cloud makes for an attractive target and the virtual nature of the model
makes safeguarding on-demand environments a complex, multi-dimensional process.

It doesn’t help there is still no universally accepted definition of what constitutes
effective cloud security. Today, there are no standards or even widely accepted best practices
that outline what safeguards and practices providers and their customers need to have in
place to ensure sufficient security. Rather, cloud providers and enterprises generally are
left to stumble along, relying on a seemingly endless list of auditing specifications, data
center standards, regulatory requirements, and industry mandates to provide some guidance
on how to protect their cloud environments.

PERSPECTIVES
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Businesses question
whether their data is safe
in the cloud, and how they
can employ an on-demand
service while maintaining
regulatory and industry
compliance.

http://www.currentanalysis.com/custom/cloud/


Not only does this make cloud security even more complicated than it needs to be, but this
disjointed approach hardly qualifies as good security. Instead, providers and enterprises alike
need to focus on core elements of cloud security, including virtualization security, identity and
access management, threat management, content security and data privacy.

The industry also should take note of the work on cloud security by the National Institute
of Standards and Technology (NIST) as a good foundation for protecting what in the future
may be very critical business workloads running in the cloud. Though the organization’s
documentation was put together for the express purpose of helping government agencies
make a secure migration to the cloud, the principles are equally relevant for organizations 
in the private sector.

NIST’s guidelines address the fundamental issues of cloud security and privacy including
architecture, identity and access management, trust, software isolation, data protection, com-
pliance, availability and incident response. Additionally, NIST outlines considerations organi-
zations need to keep in mind with regard to public cloud outsourcing. The organization also
has a wiki to allow for comment and feedback on the guidelines. The Cloud Security Alliance
(CSA) is another resource more providers and end customers are turning to for guidance
with respect to best practices for protecting applications running in an on-demand environ-
ment. Through frameworks like the Cloud Controls Matrix, which outlines information
security control requirements for the cloud, the CSA offers businesses a practical way to
judge whether a provider is covering all the necessary bases to adequately safeguard a virtual
online service.

Work done through these and other organizations supplies essential direction to providers
and their customers as they lay the groundwork for secure and stable cloud environments.
What we need to see next is wider adoption of common security principles. This will reassure
current customers as well as  businesses still sitting on the sidelines that the cloud can be a
feasible delivery model for enterprise IT.w

Amy Larsen DeCarlo is principal analyst, security and data center services at Current Analysis, a Washington,
D.C.-based research and advisory firm. Send comments on this column to feedback@infosecuritymag.com.
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RECENT GUIDANCE FROM the U.S. Securities and Exchange Com-
mission on disclosure of cybersecurity risks and incidents puts
the spotlight squarely on enterprise cybersecurity and could
help security professionals at publicly traded companies win
funding for projects, experts say.

Released in October, the guidance from the SEC’s Division of
Corporate Finance makes it clear that companies must factor
cybersecurity risks and incidents into their SEC disclosures.
Companies should disclose “the risk of cyber incidents if
these issues are among the most significant factors that make

an investment in the company speculative or risky,” according to the guidelines.
In order to determine whether disclosure is required, the SEC says companies should

take into account a number of factors, including prior incidents, the potential costs and
consequences of data theft or operational disruption resulting from a breach, and the
adequacy of preventative actions to reduce risk. The SEC advises companies to avoid
generic “boilerplate” disclosure, but notes that detailed disclosures that could compromise
a company’s cybersecurity efforts are not required under federal securities law.

“Companies will have to ask themselves, ‘Are we looking at cybersecurity and cyber-
security incidents in a way that relates to how they might impact us financially?” says
David Navetta, founding partner of the Information Law Group, which focuses on data
security and privacy, among other issues. “It raises the profile of the issue within organi-
zations, and it probably requires a look at existing processes and procedures to make sure
companies are doing a risk assessment and doing it globally.”

The SEC guidance may give security professionals more leverage to do more risk assess-
ments and other security initiatives, he says. “In economies like this, it’s sometimes hard
to get budget, personnel and technology,” Navetta adds. “When the SEC makes a procla-
mation like this and highlights the importance of cybersecurity, there’s a different story
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for CISOs and security professionals to tell.”
Jonathan Gossels, president and CEO of security consulting firm SystemExperts, agrees

that the SEC guidance could help give security professionals leverage in the enterprise.
Overall, the guidelines make sense in an increasingly digital world.

“In this day and age, when everything is run by computers and everything is networked,
how can you not consider [cybersecurity] as every other business risk you have to disclose?”
Gossels asks.

However, he and other experts note the
guidance is just that—guidance. “It doesn’t 
create any new obligations,” says Francesca
Wolf, legal counsel and compliance officer at
the Information Security, Forensics and Data
Breach practice of Kroll, a risk consulting firm.
“It’s focused around existing obligations and
how cybersecurity fits into those existing
requirements.”

Even though the guidance isn’t a binding
rule, it’s something companies definitely need
to consider, she says. “Plaintiffs’ attorney and enforcement agencies will be looking at this
and using this as a standard you should be meeting. If you don’t, it puts you at risk.”

Still, a problem with the guidance has to do with 20/20 hindsight, Wolf says. After a breach,
the material risk is clear, but before a company actually experiences a breach, it’s difficult to
determine how great the risk is, she says.

Companies should conduct comprehensive risk assessments, Wolf says, but many don’t
have a robust enough in-house system. She expects more organizations will turn to outside
experts to perform those assessments, adding that having an outside opinion can help
companies in the event of a breach and liability claims. Wolf also expects more companies
to investigate cyber liability insurance. “Because there is so much financial risk from having
a breach, companies will be looking for ways to mitigate that risk,” she says.

The SEC disclosure guidelines come in a year that’s been one of the worst for breaches,
including the attacks on RSA, Lockheed Martin, Sony, and Epsilon.

In May, Sen. John D. Rockefeller (D-W.Va.), chairman of the Commerce, Science and
Transportation Committee, wrote a letter to the SEC chairman that asked the SEC to clarify
corporate disclosure requirements for cybersecurity breaches.

“This guidance fundamentally changes the way companies will address cybersecurity in
the 21st century,” Rockefeller said in a prepared statement.“For years, cyber risks and incidents
material to investors have gone unreported in spite of existing legal obligations to disclose them.
Intellectual property worth billions of dollars has been stolen by cybercriminals and investors
have been kept completely in the dark. This guidance changes everything. It will allow the
market to evaluate companies in part based on their ability to keep their networks secure.”w

Marcia Savage is editor of Information Security. Send comments on this article to feedback@infosecuritymag.com.
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“In this day and age, 
when everything is run by
computers and everything
is networked, how can you
not consider [cybersecurity]
as every other business
risk you have to disclose?” 

—JONATHAN GOSSELS, president and CEO, SystemExperts
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Zero-Day Mayhem by Information Security staff

The Duqu Trojan, which surfaced this fall, is just the latest threat to use a zero-day
exploit to wreak havoc in cyberspace. Despite a recent report from Microsoft that
found zero-day exploits accounted for less than one percent of all malware in the
first half of this year, enterprises can’t let their guard down, security researchers say.
Zero-days—which exploit vulnerabilities before a vendor can publish a security
update—have been used in several high-profile breaches. Here’s a snapshot of some
of those attacks, along with Microsoft’s findings:

2 Number of groups working on behalf of 
a nation state that carried out the RSA

SecurID breach, which used a zero-day
exploit in a spear phishing attack.

>20 More than 20 companies, 
including Google and Adobe,

were attacked by cybercriminals who exploited
a zero-day in Internet Explorer to gain
access to corporate networks.

4 Number of Microsoft zero-day flaws 
exploited by the sophisticated Stuxnet

Trojan, which was designed to target an
Iranian power generation facility.

0.12% Amount of all exploit activity in 
the first half of 2011 made up 
of zero-days.

45%
Percent of zero-day exploits requiring user interaction in the first half of this year.

“
”

If it weren’t for zero-days and your company
practiced good security, you could sleep
well at night, but nobody sleeps well these
days. There are so many problems with the
current operating systems we use that it’s
unlikely there will be a comprehensive 
solution to the problem anytime soon.

—DAN BROWN, director of security research, Bit9ov
er

he
ar

d
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Good Security Leaders 
Must Be Good Recruiters

Effective information security leaders must be good security 
recruiters. Readers can learn three key elements to becoming
effective security recruiters. BY LEE KUSHNER AND MIKE MURRAY

IN CONTRAST TO an environment of high unemployment and difficult economic
times, the information security industry has flourished. While companies have focused
their efforts on productivity and profitability by eliminating jobs across standard busi-
ness functions, information security’s visibility and importance has increased. A busi-
ness climate consisting of well-publicized data breaches, lucrative criminal activity,
socially driven hacktivism, government regulations and new technology development
has created challenging and well-compensated career opportunities for information
security professionals.

The initial assumption would be these roles would be easy to fill due to their
importance and level of compensation, however, that is not the case. In many cases,
information security professionals who are capable of filling these positions are well
compensated, well thought of, and are content and secure in their current positions.
This makes them difficult to recruit. Therefore, if information security leaders want 

to succeed in their roles, it is essential they
learn to become effective security recruiters.

Considering the information security
leader will serve as the ultimate authority 
in the hiring process, it’s critical he or she
treats the talent acquisition process with 
a similar level of significance as solving 
information security issues. The three most
important elements of becoming a good
recruiter are the development of sensible job
descriptions, use of your network, and the
need to “trade places” with your potential
employee.

I N FOSEC LEADERS CAREER ADV ICE

adviceLee Kushner’s and Mike Murray’s blog can be found at
www.infosecleaders.com where they answer your career
questions every Tuesday, or you can contact them via
email.

Lee Kushner is the president of L J Kushner and
Associates, an information security recruitment firm, 
and co-founder of InfoSecLeaders.com, an information
security career content website. 

Mike Murray has spent his entire career in infor-
mation security and currently leads the delivery arm of
MAD Security. He is co-founder of InfoSecLeaders.com,
where he writes and talks about the skills and strategies
for building a long-term career in information security.

http://www.infosecleaders.com/
http://www.madsecinc.com/
www.infosecleaders.com
mailto:isl@infosecleaders.com
mailto:isl@infosecleaders.com
http://www.infosecleaders.com/ask/
http://www.infosecleaders.com/ask/
www.infosecleaders.com
http://searchsecurity.techtarget.co.uk/video/IT-security-salary-data-Security-recrutiment-growing
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FIRST THINGS FIRST: AN EFFECTIVE JOB DESCRIPTION
Once head count is approved, information security leaders are responsible for the creation
of a job description. An effective job description will produce a candidate pool that is
affordable and qualified. Most information security departments are understaffed, so it
is the primary reaction of many information security leaders to create a job description
that includes a list of all the possible skills an ideal candidate would possess. Many times
these lists are excessive and create skill combinations that are not necessarily found with-
in the same individual (i.e. application penetration testers and policy writers), and could
create a candidate pool your organization is unable to afford.

When creating your job descriptions, it’s key to highlight only the skills and experience
that are essential to the role. If you would like to create a section of the job description
that lists desired skills, that could be a way to attract candidates who have additional
skills without eliminating candidates who possess only the essential ones. It is always
important to remember the more complete the candidate’s skills set is, the greater com-
pensation you will need to attract him or her to your opportunity.

BE SMART ABOUT USING PEER NETWORKS TO RECRUIT
The second key element in being a good security recruiter is to utilize your network and
understand the resources at your disposal. The most important person in any informa-
tion security leader’s network is the member of his or her internal recruitment team and
human resources function. The internal recruitment team will have a full understanding
of the processes, procedures and methods the company uses in their recruitment strategy.
This can include the company’s internal talent acquisition tools, the company’s social
media strategy, and the approval process necessary for utilizing external recruitment
vendors. In addition to your internal recruitment partner, it’s important to get the word
out that you are hiring. These methods can include contacting your industry peers,
reaching out to past employees, contacting product or services vendors whom you have
worked with in the past, and leveraging your own social network. Keep in mind, when
contacting your network it is important to exhibit some control. If you broadcast to the
world you are hiring, you will be inundated with candidates, both qualified and unquali-
fied, and this could be a management nightmare. It is better to only share your opening
with people whom you trust, and who will help you target the right person, as opposed
to creating an open casting call.

THINK LIKE A JOB CANDIDATE
The most effective recruitment tool is the one of perspective. Since you are the one with
the talent need, it’s easy to view the recruitment process from your point of view, however,
information security leaders who are effective recruiters have the ability to view the
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recruitment process from the candidate’s perspective. Take time to remember the last time
you were recruited for a position. You should  think about components of your most success-
ful recruitment process: What were your motivations; why was the company and oppor-
tunity appealing to you; your impressions of the interview process; and how were you
treated and communicated with. In addition, you should think about the elements of
your most painful recruitment process and what you did not like about it. In the end, you
should try your best to create a recruitment process that is reflective of how you will treat
the person once they become a member of your information security team.

Having information security positions remain open for extended periods of time is a
key cause of organizational stress to the information security leader and the team mem-
bers who have to work additional hours. Learning to become an effective information
security recruiter is a key element in both the development and the maintenance of a
successful information security organization, and in the execution of your information
security program’s goals.w
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a
BEHIND THE 
CURTAIN ON

Vista
Researcher CHRIS PAGET tells a firsthand
account of her experience as a member 

of the final security review team 
for Windows Vista.

AS A SECURITY CONSULTANT, it’s rare I get to talk about success stories. The infosecurity
press is usually full of tales of failure: Bugs that have been found, new and interesting
techniques for breaking in, and cancellations of talks when vendors fail to fix problems.
However, shortly before the Black Hat Briefings in Las Vegas in July, a non-disclosure
agreement expired that I signed five years earlier—an NDA that had granted me an
unprecedented level of access to the source code, developers and documentation for
Windows Vista. Despite its failure in the marketplace, Vista was a real success story in
the security world; I couldn’t pass up the rare opportunity to talk about that success 
as a model for others to follow.

F I RST PERSON
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Before I begin though, a confession: I don’t like Windows. I avoid it wherever I can,
preferring Linux on my PCs and smartphones, and BSD on my servers. Of the dozens of
computers I own, only two run Windows—a machine I use to play games, and another
for running various bits of test equipment that don’t have open source drivers. There
are too many things Windows can’t do for me, and in my opinion, Microsoft goes too
far in making things “usable” for average users at the expense of the real power that lets
technical folks like me do our jobs. It’s not for me and I avoid it—but that’s not really
relevant here. Whether Vista and its descendants were liked is not the point; the question
is whether they were secure.

It’s a well-known cliché in the security industry that security is a process, not a prod-
uct. It’s an evolving, living thing that needs constant care and feeding; it’s not a magical
box you can simply drop into a network to make the problems go away. The process that
Microsoft designed for securing Windows is called the Security Development Lifecycle
(SDL), and my involvement was in the final stage of that process: the FSR, or Final 
Security Review. This was a final opportunity to catch any nasty bugs before the product
shipped; a once-over before release. Let me be clear: SDL was (and continues to be) the
gold standard of security processes. I’ve spent lots of time since Redmond teaching SDL
to others; Microsoft used to have a very poor reputation for security, and SDL is how it
has turned that around to become one of the best.

FOLLOWING THE RAT HOLES
Before I get into the details of SDL, a little context: When Microsoft
hired me (and many others) as consultants to review Vista, the
infosecurity world was a very different place. We had seen Code
Red, Nimda and Blaster; we hadn’t seen Conficker or Stuxnet,
or any of the more insidious modern malware that can survive 

formatting of your hard drive. Ransomware was just emerging as a concept. The idea 
of malware that encrypts your files and makes you pay to decrypt them wasn’t popular,
neither was threatening to knock people’s websites offline unless they paid up. Lulzsec
and Anonymous hadn’t appeared; in fact the entire concept of “hacktivism” had yet 
to reach any significant level of awareness. The TJX, Google and RSA attacks hadn’t
happened; the term APT hadn’t yet been coined. Infosecurity stories were rarely seen 
in the mainstream press, and yet Microsoft had the foresight to see where the world
was heading, and to get a head start on the security problems that were, in many ways,
still emerging.

So what was SDL? To begin, by the time my team and I arrived onsite, Microsoft had
already completed a high-level risk assessment and software security review. By dividing

http://searchsecurity.techtarget.com/news/2240034926/Eye-on-secure-software-development
http://www.microsoft.com/security/sdl/default.aspx
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Vista into features (encompassing small areas of functionality) and asking simple ques-
tions such as, “Does this feature handle credentials?” or, “Does this feature process net-
work traffic?”, Microsoft was able to create a list of targets sorted by risk. If your feature
processed usernames and passwords, it was higher risk than a feature that didn’t; this
gave us a great handle on where to start. Every feature also had to provide documentation
(such as a threat model and dataflow diagrams) so we knew roughly what we were dealing
with; we were each handed a list of high-risk features to review and the documentation
was a great foothold into what each component was supposed to do.

After reviewing the docs, we started the real meat of each feature review. We started
by interviewing the project managers, architects and developers—anyone we thought
would be useful to us was made available. If we didn’t like the answers we were getting
(and after a while it became easy to spot the people who were hiding things) then we
would dive into the code itself, all the while filing bugs as we went. This gave Microsoft
a great level of insight into how the review was proceeding, both in terms of how many
features had been reviewed, as well as how many bugs had been filed. Our scope of
assessment was “anything new since XP”; this didn’t include all of the older legacy code
where many of Windows’more serious problems lay, although later reviews (such as
that for Windows 7) were extended to include the entire codebase. As I understand it,
this was done purely to limit the size of the engagement; SDL had been gaining momen-
tum within Microsoft for some time and it was felt that incremental progress was the
best way forward—I don’t disagree. While our scope was intended to cover only the
new code, toward the end of the engagement some of my colleagues did venture into

Money Talks

oBottom line on Vista delay. BY CHRIS PAGET

ONE OF THE REASONS Microsoft was able to pay for this review was because they had done
some work internally to figure out how much security bugs actually cost. Factoring in
the cost of analyzing the flaw, fixing it, running QA tests on the patch, deploying the
patch, and all of the other hidden costs is no easy task; Microsoft had arrived at a figure
of $250,000. This made the company’scalculations very easy; if we (as expensive con-
sultants) were finding enough bugs that our fee was less than the cost of the bugs we
were finding, then it was coming out ahead.

After the initial few months of review it turned out that Microsoft was coming out so
far ahead that it tripled the number of consultants, tripled the duration of the assessment
(I ended up spending about nine months in Redmond), and delayed Vista to facilitate
our testing. We all got T-shirts printed with “I Delayed Windows Vista,” a few of which
were even autographed by Brian Valentine, the vice president in charge of Vista’s
development.w
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some of the legacy code. Let me assure you, there’s some real unpleasantness lurking
in Windows; I became convinced that a “Windows Light” without any of the legacy 
content would be a much faster, safer product if Microsoft ever chose to make it.

In general, we were encouraged to “follow the rat holes,” chasing down potential
problems for as long as it took to be sure of whether or not problems existed and 
where they ultimately lay. The official shirt we were given at the end of the engagement
reflected this mentality—after much debate, the quote chosen for the back of the shirt
was from H.P. Lovecraft: “Searchers after horror haunt strange, far places.” It nicely
reflects how deeply we delved into the code at times, searching for the ultimate answers
to our questions; these quests into the innards of Windows often proved fruitful and
many serious bugs were identified and fixed as a result.

THE BUG BAR
Ultimately, all of our findings were being ranked against the “Bug
Bar”—essentially a way for Microsoft to consistently classify the
severity of any discovered flaw. Each bug was broken down in 
several different ways—whether it was local or remote, affected

users or administrators, was in a default configuration and other such decision points.
This became a very handy tool for us; it was easy to demonstrate the properties of each
flaw we found, making it easy to prove the severity of the flaw in a consistent manner. It
didn’t always work though; Microsoft had drawn a line on the bug bar, essentially saying,
“Anything above this line must be fixed before we ship the product,” so we still ended 
up arguing sometimes. In one particular case,
the argument came down to “is a Bluetooth
vulnerability local or remote?”A remote bug
meant it would be fixed, while a local flaw
would not be. While it was difficult to prove 
if this particular bug was even exploitable
(not your average buffer overflow, for sure),
after much back-and-forth it was decided 
the 20-foot range of Bluetooth was “local”
and its priority was dropped as a result.

When using a bug bar it’s important to remember not every bug will fit neatly into it.
New techniques always emerge that don’t work the way you expect; it’s important to keep
some flexibility so you can respond to these kinds of situations. The best advice I can
offer is to leave “other” as an option: If you’re ever forced to choose it, then you know
you have something new on your hands, and that your bug bar has to be updated to
account for it. In general, it’s a very powerful tool (we certainly appreciated having it),
but it’s important to keep some flexibility in there for the situations you don’t expect.

Microsoft had drawn 
a line on the bug bar,
essentially saying,
“Anything above this
line must be fixed before
we ship the product.”
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THE RESULTS
What did Microsoft get out of the review? Most importantly, it got a
lot of very serious bugs fixed. We weren’t involved in fixing the flaws
we found (although in some cases we did assist with verifying the
fixes), which allowed us to cover a lot of ground very quickly, focusing
solely on the offensive bug hunting. I don’t recall exactly how many
bugs we found (and the outstanding terms of my NDA would prevent
me from disclosing that number even now), but I do remember multi-

plying the number by a quarter million dollars per bug, and comparing the result to the
cost of our consulting. Microsoft got spectacular value out of the review when looked at
this way, and a much more secure product as a result. The company also got some great
documentation; development teams had to complete their threat models and other docu-
mentation, or risk being pulled from the DVD
if they didn’t. As consultants, we reviewed all
of these threat models (for some of the team
who were doing so full time this was a very
onerous task), but I have no doubt the effort
was worthwhile.

Further, as a result of many of the bugs we
found, Microsoft got to write new signatures
and rules for its automated code review tools.
The company makes extensive use of auto-
mated review so much of our knowledge
about types of vulnerability got translated
into rules and applied across the entire code-
base. Finally, Microsoft got to validate that its process works—SDL had proven itself in
battle, so to speak, and garnered the company a lot of knowledge about what areas of Win-
dows were less secure than others; a key part of SDL is in applying that knowledge to figure
out which of your developers need better training or what that training needs to cover.

Some of the personal insights I took away from the engagement were also very valu-
able. A few years prior, I  released a white paper about a new class of vulnerabilities in
Windows, leveraging GDI messages for local privilege escalation. I called these “Shatter
Attacks” since they broke Windows; Vista included an attempt to fix these problems,
but I wasn’t allowed to spend time looking at it. Essentially Microsoft  realized it needed
to do something about the problem, but couldn’t really fix the root issue (since it was
largely up to developers to do the right thing). I was told the company knew the fix
didn’t really work properly, but it was intended as an additional hurdle to cross.

As it turned out, Microsoft was right; Internet Explorer was the main consumer of
the technology, and it was broken shortly after release. I did, however, get to meet the
developer who wrote the initial fix for my case study example; I had been forced to

The company also 
got some great docu-
mentation; development
teams had to complete
their threat models and
other documentation, or
risk being pulled from
the DVD if they didn’t.
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release a zero-day flaw since Microsoft initially refused to accept the problem, and it
turned out my fear of repercussions from Redmond was almost exactly mirrored in the
fear of the developer who had to make sure the fix was correct on an extremely short
timeline. As it turned out, nobody walked away from that issue with any sense of satis-
faction, although I’m proud of the fact that the comment for the fix includes, “We have
to check this value because there are very bad people out there.” According to the Win-
dows source code, I’m a “very bad person.” I was disappointed when Microsoft rejected
my request to  print  that one-line comment on a T-shirt.

We were also given a chance to see some of the internal tools used by Microsoft, many
of which were being put to extremely good use. The Fuzzer Common Library, for exam-
ple, was an automated tool used to generate broken input for all manner of file formats
and network protocols; if parsers were unable to handle many thousands of test cases
from FCL, then they had to be fixed. Other surprises included a remarkable lack of pro-
fanity in the source code (in contrast to many closed source code bases that I’ve looked
at); we found it much more interesting to look for “BUGBUG” or “FIXME” comments
and read things like “We add 1 here. We don’t know why we add 1 here but it breaks if
we don’t, so we’ll add 1 and leave it be.” We ended up with an internal competition to 
find the most difficult-to-read code and the funniest comments; we found some real
gems, and again, it was all valuable insight for Microsoft to look at things after the fact.

RAISING THE BAR
In general, Microsoft did an incredible amount of work making sure
Vista was as secure as it could be. True enough, people have continued
to find security holes in it (and its descendants), but those bugs are
getting harder to find and harder to exploit because of SDL; any suffi-
ciently complex system will always have bugs, and Windows is a big
target for attackers. SDL went a long way to raising the bar; I can’t
speak highly enough of either the process itself or the people who
implemented it, and I feel privileged to have been a part of it.

In the end, was Vista secure? That’s a hard question to answer, but the results speak
for themselves; the bottom line is that vastly fewer bugs were present in Vista because
of Microsoft’s efforts. SDL has significantly improved things and it keeps getting better;
if security really is a process, then Microsoft is nailing it. Bringing in a bunch of hackers
and giving us access to their source code was a huge gamble for Microsoft, but it was
the right thing to do, and it’s paying dividends. There are a lot of companies out there
that could learn a few things from Microsoft; it’s come a long way, and the industry-
wide adoption of SDL is proof of its success.w

Chris Paget is Chief Hacker at Recursion Ventures. Send comments on this article to
feedback@infosecuritymag.com.

mailto:feedback@infosecuritymag.com


When it comes to business antivirus, speed really does matter.
Don’t settle for bloated antivirus software that’s unreliable and difficult to use.

Switch to the AV solution that IT professionals trust: GFI VIPRE® Antivirus Business. 

VIPRE combines the most advanced antivirus and anti-spyware technologies,
into a single, powerful threat engine, to detect and remediate malware

with minimal impact on network and system resources. 
 

Get better protection and performance now – try VIPRE free for 30 days.

Download your FREE 30-day trial:

www.replacemyav.com

Is your antivirus
a resource hog?

tel: 1 (888) 688-8457 | fax: 1 (727) 562-5199 | email: vipresales@gfi.com | www.gfi.com
Copyright © 2011 GFI Software. All products and company names herein may be trademarks of their respective owners.

http://land.viprebusiness.com/replace-your-av/?adv=10048&loc=2
mailto:vipresales%40gfi.com?subject=
http://www.gfi.com
http://land.viprebusiness.com/replace-your-av/?adv=10048&loc=1


32

TABLE OF CONTENTS

EDITOR’S DESK

PERSPECTIVES

SCAN

SNAPSHOT

CAREER ADV ICE

WINDOWS SECURITY

EDRM

PASSWORD MANAGEMENT

SPONSOR RESOURCES

I N FORMATION SECUR ITY DECEMBER 2011/JANUARY 2012

CONTENT PROTECTION

ENTERPRISE DIGITAL RIGHTS MANAGEMENT is one of the most powerful data security tools in
our arsenal, but it’s also one of the most complex and difficult to integrate into workflows.
Also called enterprise rights management and information rights management, it allows 
an organization to set granular, highly secure policies around who is able to read, change 
or share sensitive documents. Unlike other data security tools, EDRM is embedded in 
documents, protecting data no matter where it moves.

But this power comes with a cost beyond the price. Such granularity can be difficult to
configure, and such portability difficult to integrate into an environment. EDRM also relies
heavily on user interaction, which means workflow changes; and anytime you change the
way a user performs their job, you face serious adoption friction.

the ABCs
of EDRM

Enterprise digital rights management brings 
security to the document level; treading lightly with

deployments ensures early success. BY RICH MOGULL
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As a result, we often see enterprise digital rights management deployed at the work-
group-level, where it is highly effective at protecting the most sensitive of documents. By
following these best practices collected from talking to dozens of EDRM users, you can 
ease deployment friction and increase the success of your project.

HOW ENTERPRISE DIGITAL RIGHTS MANAGEMENT WORKS
Although EDRM shares the same fundamental technology base as consumer DRM, in
practice it’s a very different tool that’s far more effective at protecting your data. At its core,
all DRM is based on a simple principle: You encrypt the data and then wrap it in policies to
assign usage rights. Then, only applications that will enforce those rights are given access to
the key and are able to decrypt the data. The rights (e.g. who can read a document or cut
and paste from it) are embedded as encrypted metadata and enforced by the application,
or more commonly, plug-ins.

When most people hear DRM, they instantly think of the consumer systems that impede
our ability to access and use music, movies, and other digital media—at least until the system
is broken by some enterprising young hacker, as has happened to every single consumer
DRM system ever created. But although enterprise DRM shares the same basic technology,
its implementation in practice is different.

Consumer DRM never seems to last long due to the mathematics involved. You take highly
popular content, protect it with an encryption key, and then send the package out to millions
or billions of consumers. Eventually someone figures out how to extract the key, breaking 
the security, and often extracts the root key used to protect the DRM system on millions of
devices. It’s then impossible to fix the system since doing so will break every device already
sold, and only protect new content.

EDRM is different because the math is simpler. You are protecting your data for your
users, which means the potential audience (even accounting for every competitor out there)
is far smaller. EDRM systems also use different keys for different organizations, and can fix
breaks (if there are any) with software updates that don’t break a few million consumer devices.
Basically, there are fewer users, fewer potential attackers, and more options for managing,
distributing and rotating keys. Thus EDRM is much more effective at protecting content.

EDRM systems consist of five main components:
1. A policy management server.
2. Key manager (which can be part of the policy management server).
3. Directory server integration (to understand users and groups).
4. Endpoint client.
5. Application plug-ins.

Our focus will be on internal EDRM deployments—if you need to exchange documents
with other organizations, the architecture changes a bit.
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Functionally, the process works like this (We will simplify the key exchanges and back-
ground processes to focus on the workflow):

1. The user is granted access to the EDRM system; client software and plug-ins
are then installed.

2. The server issues digital certificates to identify the user and support local 
encryption/decryption and use of documents.

3. The user attempts to open a protected file. The client checks the license 
embedded in the document to see if it has the rights to open the document 
based on the user and machine. This may require an online connection 
depending on how the rights were assigned.

4. If the rights match, the document is decrypted (in memory) for local use. The 
client and application plug-ins enforce additional rights, such as disabling copy 
and paste.

5. If the user creates a document, he or she assigns who can access the document and 
the usage rights. The usage policy is created, added to the document, and it is 
encrypted with the appropriate keys.

As you can see, even this simplified overview is a somewhat complex process involving a
mixture of public and private key cryptography, chains of trust, multiple digital certificates,
application plug-ins and endpoint clients. But to be honest, all of those are straightforward
technology problems, many of which are embedded in the various products. The real inhibit-
ing factors tend to be the users—muddy directory servers, employee workflows, and chang-
ing habits.

But by setting the right expectations, using EDRM in the right circumstances, and properly
preparing your infrastructure, you can improve the scope of your project and its chances for
success.

DEFINE EDRM REQUIREMENTS AND SET EXPECTATIONS
As described above, EDRM is an effective security control, but can be difficult to manage
since it requires users to change how they work with and create documents. The majority 
of successful EDRM projects happen at the workgroup level, typically with users (such as
engineers) who understand the value of the documents they work with.

Thus it’s important to determine requirements and set the right expectations. Asking the
following questions will help you define requirements and determine which user populations
are ripe for EDRM:

1. What information do we need to protect? You can’t apply EDRM to all your 
documents, so you need to define what specific information is your target.

2. Which business units create the content? These are the users who will have to 
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apply the rights.

3. Which business units consume the content? What rights do they need?

4. Which back-end systems consume the content? If there is any automation 
(e.g. consumption of spreadsheets) these systems will also need access and 
client/application support.

5. What file types and applications create and consume the content?

These set your baseline requirements: Who needs to apply rights, access the content,
and the file types applications and platforms involved. Then ask yourself: If your goals are
realistic, can you train the content creators to properly apply rights? Are there shortcuts you
can take (such as assigning rights to everything in a shared directory by default)? Will usage
rights break essential business processes? Can we support all the applications and file for-
mats we need to? These are most definitely not the sorts of things you want to figure out
after buying the software.

SIX KEYS TO EDRM SUCCESS
Clean directory servers—One of the biggest technical obstacles to EDRM is dirty directory
servers, the kind where users and groups don’t neatly map to physical users, business units
and job roles. You can’t allow engineering to edit and email documents and marketing to
only view them if you previously mixed engineering and marketing users in your directory.

Before installing your EDRM tool, clean your directory servers. If this isn’t realistic for
the entire organization, focus on those teams/units that you identified as needing EDRM
when you developed your requirements.

Map workflows and mind the gaps—The next step is to map the specific workflows already
using the sensitive information to ensure your tool is capable of supporting your needs. Will 
it support all the applications and file types involved? Can you define a rights scheme consistent
with your existing process? Are there any coverage gaps?

This time you definitely won’t want to start with more than a single business unit. Go
back to your initial requirements and pick the one that offers the best mix of priority and
likelihood of success. That usually translates to sensitive data used within a small, technol-
ogy-savvy user population.

It’s okay if you need to change how users interact with content, but remember that you
increase friction and resistance with every alteration to existing workflow. EDRM projects
succeed when the tool is smoothly integrated into existing workflows, or introduce changes
that don’t interfere with people getting their job done. If the EDRM impedes their ability 
to do what they’re paid for, they will find a way around it (or complain enough to get it
turned off).
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Build effective templates—One of the best ways to ease the process for your users is to pro-
vide them a convenient set of pre-defined policies they can easily pick from, as opposed to
having to figure out all the usage rights themselves. Different EDRM products handle these
differently, so some of our general guidance might not exactly fit your tool’s capabilities:

1. Match the policies to workflow and security needs—if the policy is too 
restrictive, employees will try to circumvent it (or pick a less-secure option).
If it’s too loose, it won’t help with security.

2. Group policies by business unit/function. Users shouldn’t have a massive list 
of every policy within the organization—group them so workers can quickly 
find what they need.

3. Don’t write too many. Realistically, employees will only use a small set of policies,
even if you provide a large, confusing list. Focus on the most important infor-
mation categories and use cases.

4. Use plain-language names. A policy named, “Confidential - Red Zone 3” is much
less likely to be used than, “Engineering Plans.”

5. Include group/role information in policies. Some organizations ask users to 
select the policy and then the target recipient group (e.g. “accounting”). These 
should both be defined in the template to save the worker from an extra step.

If your product supports it (and most do), you can build template sets that apply to 
different user groups. Simple, clear, easy to find, and relevant to their job are the names 
of the game to achieving user acceptance.

Educate the users—At this point you should have everything aligned to start engaging the
users. Rather than throwing it at them and having them sign a new data classification policy,
we suggest a serious education program. Your employees need to understand the importance
of protecting the information and how to easily integrate it into their workflow. Walk them
through specific examples relevant to their job (which means different training for different
workgroups), and include no shortage of documentation with screenshots and videos.

Education shouldn’t be a one-shot deal. Establish a training plan that includes short
review and question-and-answer sessions after the initial training, plus periodic reviews
and inclusion in new employee onboarding (if they are in a supported business unit). And
again—the simpler the better.

Automate as much as possible—Depending on your tool you may also be able to automate
part of the process. For example, many tools support automatically assigning rights to files
saved in specific directories (local or shared). This means the user never has to think about
applying the policies manually.

One bleeding-edge feature that’s starting to appear is the combination of EDRM with
data loss prevention (DLP). The DLP tool performs content analysis on the file, and then
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automatically applies rights depending on what data it finds inside (e.g. health care or
financial data). While this is available on the market, it’s still very early with few customer
references.

Grow slowly—The most important best practice is to take things slowly. Enterprise digital
rights management is a powerful technology, but one with the potential to materially disrupt
how employees get their jobs done. You should start your rollout by focusing on easy-to-define
content used by a more-technical user population that’s more likely to understand the
importance of the tool, and how to adopt it into their day to day workflows.

Most of the successful programs we’ve seen treat the rollout as a series of smaller proj-
ects tailored for individual workgroups. This eases user friction, reduces disruptions on busi-
ness activities, and allows you to secure your most important information while eventually
training the entire organization over time.w

Rich Mogull is founder and CEO of security consultancy Securosis. Send comments on this article to 
feedback@infosecuritymag.com.
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tTHE JOKE voted the funniest at the Edinburgh Fringe this year was about an unlikely subject:
“I needed a password eight characters long so I picked Snow White and the Seven Dwarves.”

Funny or not, the fact that it made so many people laugh just shows how much pass-
words—and the challenges they pose—have become part of our mainstream 21st century
existence.

Passwords have been a problem since the dawn of computing. They tend to be either
so complex that no one can remember them, or so obvious that anyone could guess them.

And the problem is getting even tougher. Anyone who has an encrypted laptop, conducts
online banking or online shopping, and uses social networking sites is likely to have dozens
of passwords to remember: far too many for one human mind to retain.

Some users choose to write their passwords down on paper and keep them in their desk
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drawers or (even worse) stick the paper to their computer screens. Others take the line of
least resistance and use the same password for multiple accounts. Either route is risky.

So have we reached a point where we have to dump the password and look for some
other way of proving who we are—such as biometrics—or is the password destined to cling
on forever? Just as Cliff Richard once sang of rock’n’roll “They say it’s gonna die but honey
please let’s face it, they just don’t know what’s going to replace it,” the same might be said of
the password—we can’t come up with anything better.

Or can we? Any quick search of the Internet shows masses of learned papers and research
about password strength, which explain how to improve on the way we use passwords. For
example, there are free tools, like the Microsoft Password Checker, that help users check the
strength of a password. And the U.S. National Institute of Standards and Technology also
has a guide to enterprise password management (.pdf) packed full of useful tips.

But most people ignore the advice, according to Peter Wood, CEO of Brighton-based secu-
rity firm First Base Technologies. “The reuse of passwords is emerging as a massive problem,”
Wood said.“The password databases that our friends at Anonymous and LulzSec published 
all seem to indicate some important hacks took place on the back of that very problem.”

And once hackers have one password, the
user’s other accounts then become an easy 
target, said Graham Cluley, senior technology
consultant with Abingdon-based security firm
Sophos. “One thing people should be paranoid
about is their email address getting hacked,” he
said. “That is often the skeleton key for a lot of
other accounts. When you register with web-
sites, you give them an email address to which
they will send a replacement password if you
forget. So if your email account is compro-
mised, it can unlock a lot of other things.”

One way to manage many passwords securely is to use a password management tool that
will store, and even generate, strong passwords for you in encrypted form; all you have to do
as a user is remember a single password or passphrase. Wood is a strong exponent of this,
and has made it mandatory that all pen testers working for his company use such a tool. They
all have a complex passphrase that locks their encrypted laptops and ensures only they have
access to the various passwords stored on their machines.

Cluley agrees: “I don’t know the passwords to my accounts for Twitter, Facebook or Gmail,
because they are long, complicated gobbledygook. There is no way I’ll be able to remember 
all the logins I need and have passwords that are sufficiently complex. The password manage-
ment software does all the remembering for me. Whenever I need any of my passwords, I just
use my master password, which is complicated, but which I have committed to memory.”

He also praises a new function from Google that offers users two-factor authentication for
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“One thing people should
be paranoid about is their
email address getting
hacked. That is often the
skeleton key for a lot of
other accounts.”

—GRAHAM CLULEY, senior technology consultant, Sophos

 

http://www.microsoft.com/security/online-privacy/passwords-create.aspx
http://searchsecurity.techtarget.com/definition/biometrics
http://csrc.nist.gov/publications/drafts/800-118/draft-sp800-118.pdf


its cloud-based services, such as Gmail. Once the user turns on two-factor authentication
and provides a phone number, Google then sends a random code by text to a mobile phone,
or by voice to a landline, which the user then has to key in.

“So if I get hacked and someone were to get my username and password, that would not
be enough to get into my Google account,” Cluley said. “Hackers would need physical access
to my mobile phone as well. [This function is] available for free, and it’s a great idea. I would
love Facebook and Twitter to do something similar.”

What about biometrics?
While stronger passwords, passphrases and extra factors (such as one-time passcodes) can
help tighten security, they will always be open to a clever breach. For instance, some man-in-
the-middle attacks can intercept passcodes sent to phones.

But what if you could prove who you are by using something that is unique to you, such
as your voice, your fingerprints, the iris of your eye, or the veins in your hands?

All of these biometric measures offer workable solutions, although some are more practical
(and affordable) than others. Iris scanners are now in operation at airports and provide a
high level of security, and some Japanese banks have deployed terminals to recognise vein
patterns in the palms of their customers’ hands. Both of those technologies have proven
extremely effective, but they are currently expensive and require specialized scanners.

However, authentication by voice or fingerprint is already becoming mainstream in certain
industry sectors, particularly for smartphone users, according to Alan Goode, managing
director of London-based research firm Goode Intelligence.

In a recent report, “Mobile Phone Biometric Security—Analysis and Forecasts 2011–2015”
(.pdf), Goode predicts mobile phone biometric security products and services, which current-
ly generate around $30 million a year globally, will grow to $161 million by 2015.

He argues that with mobile phones being increasingly used for e-commerce and as a
contactless payment device via near-field communication, biometric authentication is more
convenient and effective than PINs or passwords.“AuthenTec, which supplies fingerprint sen-
sors, has shipped more than 13 million of the product for mobile phones,” said Goode,
adding that the majority of these have so far gone to the Japanese market.

Some USB drives and laptop computers have had fingerprint readers for some time, but
Goode says devices like the Motorola Atrix smartphone, which uses fingerprint authentica-
tion, will see the most growth. “It is easy to enroll yourself on the device, and you just need
one swipe to get into your phone instead of putting in a PIN,” Goode said. “It would not be
used for high security, but it’s a start. It’s good enough for a phone and more convenient,
and if I lose the phone, it adds another layer of protection.”

As for some other types of smartphone biometrics, he says they are still at an early stage.
“If you go on the Apple or Android app stores, you’ll see facial recognition and iris recognition
apps ready to download, but in my opinion they are just gadgets at the moment,” he said.
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However, voice recognition for user authentication (as opposed to speech recognition)
does seem to be making inroads in a variety of industries, particularly in banking and insur-
ance. “Voice is useful in banking because it can be used across the channels,” Goode said. “It
can be used as part of an IVR [interactive voice response] to authenticate into a phone-based
bank as well as providing out-of-band authentication for Internet banking. Instead of send-
ing a one-time passcode, which is susceptible to man-in-the-middle attacks, the bank phones
you and gets you to say a phrase, which it matches against a pre-registered voiceprint.”

According to Nik Stanbridge, director of product marketing for Reading-based Voicevault,
which sells voice authentication software, the technology has proved itself to be reliable. In
fact, it was going to be the foundation of a voice-based service at Dutch bank ABN Amro
back in 2008. But then RBS took over ABN Amro, killed the project, and shortly afterward,
the whole banking world melted down. Stanbridge admits the episode set back acceptance
of the technology, but among the vendor’s current customers are a U.S. insurance company
that accepts the voiceprint as a legally binding signature, and a London stock broking firm
that uses it to verify high-worth clients calling to trade their shares.

Crucially for the companies using it, the
system requires little effort from the clients.
They enroll themselves by saying the numbers
“0579 9075 5709 0957” down the phone, and
this provides the system with a unique voice-
print. Then, to authenticate themselves when
they call, customers are asked to say one of
the four-digit combinations into their phone.

Stanbridge said the small voiceprint 
provides enough information about how 
the individual produces sound to provide a
unique voiceprint that cannot be impersonat-
ed, but which is unaffected by a bad cold, for
instance. “Wherever you use a PIN or pass-
word, you can use voice biometrics,” he said.
“Voice is the only biometric that doesn’t require a specialist kit. Even fingerprint readers
need to be tethered, but phones are ubiquitous.”

For enterprises needing to manage large workforces, the big secure authentication com-
panies such as Entrust, Vasco, RSA and CrypoCard now support a wider range of authenti-
cation factors, including biometrics, soft tokens and SMS messages, enabling organizations
to mix and match various technologies for different applications and risk levels, but within
one security infrastructure. And then maybe they’ll finally put an end to the sticky note with
passwords written on it.w

Ron Condon is UK bureau chief for SearchSecurity.co.UK. Send comments on this column to feedback@infosecuri-
tymag.com
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“Wherever you use a PIN
or password, you can use
voice biometrics. Voice is
the only biometric that
doesn’t require a specialist
kit. Even fingerprint readers
need to be tethered, but
phones are ubiquitous.”

—NIK STANBRIDGE, director of 
product marketing, Voicevault
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