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Your strategic Guide to 
Backup and disaster 
Recovery

a c k u p  a n d  R e c o v e RY  has always been 
an important IT management discipline and, like 
many other aspects of enterprise IT, one that 
sees frequent changes. Whereas once it was 
all about tape and off-site storage, now IT can 

choose cloud-based backup and recovery options that greatly 
simplify the chore. 

In this special e-zine, we’ll look at backup 
and recovery from a number of angles, 
starting with an examination of where cloud 
options make sense and the benefits you 
can expect. We’ll also offer up tips for how to 
architect your cloud backup and DR plan so 
that you can survive a service provider outage. 

And we’ll provide some lessons learned 
from disasters we’ve seen in the past, 
from the tragedies of 9/11 and the Boston 
Marathon to Katrina, one of the worst 
hurricanes ever to strike the U.S. The good news is, we’ve 
learned quite a lot and companies like the New York Stock 
Exchange are putting those lessons learned to good use. 

We hope you’ll find the stories inside helpful as you devise 
your own backup and recovery plans in the cloud era. 

PAU L  d e s m o N d

cloud comes of age for Backup and  
disaster Recovery. 
if you can tolerate the risk and know what questions 
to ask, you can find viable cloud-based backup and 
recovery services that save money and improve 
agility. B Y  PA U L  d e s m o N d

Three Tools to improve Your  
disaster Recovery posture 
Virtualization, mobile technologies and social media 
are making it easier for businesses to stay up and 
running during emergencies.  
B Y  B o B  V i o L i N o

Lessons Learned From disasters past — 
and Tips for surviving Those to come
it pros who have been on the front lines during 
hurricanes and other unfortunate events share what 
they know about disaster recovery. B Y  B o B  B r o W N , 
B r A N d o N  B U t L e r ,  PA U L  d e s m o N d,  J o A B  J A C k s o N 
A N d  N i G e L  k e r s t e N .

How to Withstand cloud service outages
When you run your business in the cloud, you have 
to be ready for service disruptions. here are three 
strategies to help you prepare. B Y  A P U r A  d AV e

avoid disaster: prepare for Windows Xp 
and office 2003 end of support
hackers hoping for a big payday could unleash a slew 
of exploits when microsoft retires Windows XP.  
B Y  G r e G G  k e i z e r  A N d  J o h N  P.  m e L Lo
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 cLoud 
comes oF aGe
for Backup & disaster Recovery

BY  PAU L  d e s m o N d

Customers who work out their risk tolerance levels and ask the 

right questions can find viable cloud-based backup and recovery 

services that deliver cost benefits and improved agility. 

aBouT 10 YeaRs aGo, 
Tom Amrhein worked for 
a large consulting firm and 
was involved in setting 
up a disaster recovery 
plan for its primary office, 
home to about 18,000 
employees. The firm used a 
managed service provider 
to host its IT infrastruc-
ture, so Amrhein and the 

rest of the team had to 
spend about a week at 
the MSP’s offices while 
developing the recovery 
scheme. They charted out 
an hour-by-hour plan that 
involved putting tapes 
on planes and included 
detailed instructions for 
which servers would get 
powered up when.
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“It was very complicated, and we 
were balancing response time with 
cost. We got it down to a max of three 
days’ downtime,” says Amrhein, who 
is now CIO at Forrester Construction in 
Rockville, Md. 

Things are different these days. The 
cloud has changed everything. 

“Now,” says Amrhein, “I can right-
click and send my server to [Windows] 
Azure. Done.” 

A Viable Option

Welcome to the era of cloud-
based backup and disaster 
recovery. 

While it won’t always be quite as 
simple as Amrhein suggests — and he 
does acknowledge that testing is still 
required — there’s little question the 
cloud is now a viable option for backup 
and recovery. For larger enterprises, it 
probably won’t fulfill every need, but 
experts say it’s a good complement to 
existing backup and DR strategies. For 
small and midsize businesses, however, 
cloud backup can largely get the entire 
job done, especially for organizations 
with highly virtualized environments. 

Already, nearly one quarter of 
organizations use cloud-based data 
protection services in some capacity, 
whether for backup, disaster recovery 
or storage, according to a September 
2013 survey by Enterprise Strategy 
Group (ESG). Another 46% either have 
plans to use the cloud for such purpos-
es or at least have interest in doing so. 

“There’s all kinds of upside potential” 
with cloud backup and DR, says Greg 
Schulz, founder and senior analyst at 
consulting firm StorageIO. “Whether 
you’re a small company, midsize or a 
big enterprise, cloud should be in your 
conversation.” 

Cloud Drivers and Sweet Spots

according to ESG, more than 
half of the survey respon-
dents who were either 

current or potential users of cloud-
based storage, backup and DR services 
(which the research firm collec-
tively refers to as data protection as 
a service, or DPaaS) cited the ability 
to store data remotely for disaster 
recovery as a key factor in their deci-
sions. Another driver was the fact that 

cloud-based systems are more cost-
effective than in-house options. 

Schulz says cloud-based services 
can completely replace current backup 
and DR tools for organizations that 
want to effectively outsource those 
functions. Alternatively, hosted 
services can complement existing 
backup and DR plans. 

“In the enterprise, for the most part, 
it’s the latter,” he says, at least initially. 
The ESG survey confirms as much, 
finding that the majority of current 
cloud backup users complement the 
services with local options. 

But as people become more 
comfortable with and confident in 
cloud technology over time, they 
tend to increase use of the services, 
Schulz says. Again the ESG survey 
confirms his assessment: The 
research firm found that 59% of 
organizations protect no more than 
40% of their applications with cloud-
based backup services today, but 
more than half of them said that they 
believe they will be protecting more 
than 40% by 2015. 

As for cloud DR services, or DRaaS, 
the sweet spot is companies that are 
mostly Windows and VMware shops 
without a lot of in-house expertise 
in recovery management, says John 
Morency, a Gartner analyst. DRaaS 
users typically have anywhere from 
two or three virtual machines up to 30 
or 40, with fewer than a dozen appli-
cations and 500GB to 3TB of produc-
tion storage, he says. 

“To be fair to providers, over the 
past 12 to 18 months larger deals have 
been breaking, in the 100, 150 or 200 
virtual machine range,” Morency 
says. And while some providers do 

“ I like the idea  
of going to the 
cloud whenever 
we can to store 
data. Just buy it 
as a service, set 
it and forget it.” 

To M  a M r H e I n ,  C I o,  
F o r r e S T e r  C o n S T r u C T I o n
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support Hyper-V, Xen and other plat-
forms, most implementations are for 
VMware. 

Benefits of Cloud-based Backup

so what are the big benefits of 
DPaaS? Cost, for one: 36% of the 
respondents to ESG’s survey said 

the technology reduces costs for on-site 
data protection hardware, and 33% said 
it also reduces IT personnel costs. Inter-
estingly, the top benefit, cited by 37% 
of respondents, was improved security, 
which Schulz says is also among the top 
concerns — as it is with pretty much any 
cloud-based service. 

Schulz says the real advantages of 
the services include increased flex-
ibility and agility, because they enable 
customers to free up staffers to focus 
more on strategic business needs rath-
er than mundane tasks like backup. 

“The biggest value cloud brings is it 
takes you out of the high-cost main-
tenance game,” says Curtis Edge, CIO 
for the Christian Science Publishing 
Society in Boston. For the past several 
years, Edge has been moving just about 
all of his organization’s applications to 

the cloud, including all of its storage. 
In the process, he’s seen his IT budget 
drop from just shy of $17 million six 
years ago to just under $7 million today. 

“We perform the same or more duties 
and have as much work today as we had 
six years ago, and it gets done,” he says. 
“At one point, we were spending 80% 
of our budget on maintenance. Now it’s 
down to just south of 50%.” The savings 
are being spent on initiatives that can 
improve business outcomes, he says. 

Risk Discussions 

Going with cloud providers for all 
of your applications effectively 
offloads the backup and recov-

ery job to those providers. But it doesn’t 
relieve IT from being responsible for 
backup and recovery, Edge notes. 

“The issue comes down to really 
defining what service level we need,” 
he says. “The biggest part of moving 
to cloud is legally working on what 
that service level is, and can the inter-
nal business accept what the cloud 
provider is offering, negotiate some-
thing else or find other vendors.” 

Indeed, negotiating service level 

agreements may well be the thorniest 
part of signing on with cloud backup 
or DR providers; it requires lots of hard 
internal discussions. 

Acceptable options are likely avail-
able. Morency says most providers 
support recovery time objectives 
(targets for the maximum amount 
of time allowed to restore a service 
after a disaster) of as little as an hour 
or two. Most have service tiers, charg-
ing more money for shorter recovery 
time targets. Similarly, some provid-
ers support recovery point objectives 
(targets for the maximum amount of 
time for which data might be lost) of as 
little as an hour, assuming the custom-
er has the bandwidth to replicate data 
that quickly.

For customers in that sweet spot of 
three to 30 virtual machines and 500GB 
to 3TB of data, “being able to restore that 
number of virtual machines and ensure 
data is accessible and ready to be used 
hasn’t been a problem,” Morency says. 
“Even after Hurricane Sandy, I spoke to a 
number of providers who were thump-
ing their chests about how well they 
met their SLAs.” 

http://www.computerworld.com/s/article/9242975/Bart_Perkins_Congratulations_on_your_new_supplier._Got_a_good_prenup_
http://www.computerworld.com/s/article/9242975/Bart_Perkins_Congratulations_on_your_new_supplier._Got_a_good_prenup_
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The ESG survey results don’t neces-
sarily support that view. Of 29 respon-
dents who had had to recover data from 
their cloud backup providers, 33% said 
their recovery time objectives were 
“always” met, while 48% said they 
were met most of the time, 10% said 
sometimes and 5% said never. 

What is clear is that cloud will force 
companies to weigh what they want 
for recovery time and recovery point 
objectives versus how much money 
they’re willing to spend. Business 
leaders may tell IT they need an RTO of 
a couple of hours and an RPO of almost 
zero, Schulz says. Then they get pric-
ing from a cloud provider and find they 
can get a good deal but the RTO is eight 
hours and RPO is an hour. 

“That’s when the ‘aha’ should come,” 
he says. “Use that as a conversation to 
clarify your service objective, meaning 

what you need versus what you want.” 
Also recognize that many cloud 

providers offer data deduplication and 
compression technologies to make 
backups faster. With those technolo-
gies, once you make an initial copy of 
something in the cloud, subsequent 
backups transmit only changes, 
making them much faster. But if 
systems go offline during a disaster, 
“it’s not going to come back in a couple 
of minutes,” Schulz says, “especially 
if it’s a bad disaster where my local 
buffers and caches are gone.” 

Cloud Backup in Practice

Forrester Construction once 
used an online backup service 
to replicate the contents of its 

servers to the cloud. “It was really 
good for a while. But when you had 
a large number of updates, it would 

destroy the Internet connection,” 
Amrhein says. Since the firm often has 
design files that are 1GB or larger, that 
service didn’t work out. 

But that experience didn’t sour 
Amrhein on the concept of cloud back-
up. “I like the idea of going to the cloud 
whenever we can to store data,” he 
says. “Just buy it as a service, set it and 
forget it.” 

Today Forrester Construction uses 
Global scape’s Wide Area File Services 
(WAFS) system to replicate files to 
a managed service provider. “If the 
primary site goes down, we change 
some group policy settings and applica-
tion mappings, and users can access 
the files over the WAN from the MSP’s 
site,”Amrhein says. “There would be no 
interruption of service.” The only limita-
tion is if someone creates a large number 
of files — then it might take some time 
for all of the files to replicate and once 
again be available at the MSP site. 

For backup of its application serv-
ers, Forrester Construction is ready to 
pull the trigger on using Microsoft’s 
Windows Azure. All of its virtual serv-
ers are on Windows Server 2012 hosts, 

which will make the move easier. 
“There are some nice capabilities 

built into Windows Server 2012, espe-
cially in 2012 R2, for replicating [virtual 
machines] offsite,” Amrhein says. 
Application servers only need to repli-
cate once a day or even once a week — 
and the process could hardly be easier. 

“It’s basically just right-click and 
replicate to Azure,” he says. Once 
Windows Server 2012 R2 ships in mid-
October, he’ll launch the project. 

The company is also looking at using 
Microsoft SkyDrive Pro to house files 
stored on individual users’ PCs. “Then 
they can access them from their PC at 
work, from their home computer, an 
iPad or whatever,” he says. “It’s really 
device-independent.” The backup 
would then essentially be reversed, 
with a copy coming back to Forrester’s 
site for DR purposes. 

That’s exactly what Christian 
Science Publishing does for certain 
crucial data. “We ask for backups to 
come back weekly or monthly because 
we want to have a copy of the latest 
data set,” Edge says. “It also helps to 
have a master copy in case you want 

“ The biggest value cloud brings is it  
takes you out of the high-cost 
maintenance game.”

C u r T I S  e d G e ,  C I o,  
C H r I S T I a n  S C I e n C e  p u b l I S H I n G  S o C I e T y
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to change vendors.” But that service 
doesn’t come out of the box: “You have 
to ask for it,” he says.

Words of Wisdom 

experts have some words of 
advice on how to make the most 
effective use of cloud-based 

backup and disaster recovery systems. 
Don’t spend too much time worry-

ing about failover and time to restore, 
Amrhein says. Instead, he advises 
building “redundancy and reliability 
into the design, so you don’t have to 
worry about recovering.” The cloud 
makes that chore fairly simple by 
essentially giving users access to 
carbon copies of their production serv-
ers and data when needed. 

Also, many users of cloud services 
put too much emphasis on data dedu-
plication because they’re worried that 
their data sets are too large. “If you 
become tunnel-visioned on dedupe, 
you’re missing other options, like 
compression,” says Schulz, who advis-
es users to instead focus on reducing 
the amount of data they have to store. 

When it comes time to vet potential 

providers, you’ll first need to deter-
mine how much data you’re going to 
move over what time frame, and how 
many copies you need, he says. Then 
ask what level of security and access 
control the vendor can provide. 

“Do you get alerts when someone 
touches your data, even someone 
within your own organization? Who 
has control over the encryption keys 
and who has access to the data?” Schulz 
asks. He also suggests checking into 
data durability by asking questions 
like, “Will my data still be intact if I lose x 
number of servers and data centers?” 

Also ask where your data will be 
located, which can be an issue for 
companies that have to comply with 
regulations stipulating what country 
certain data has to reside in. Schulz says 
that providers have options that enable 

you to dictate where your data can and 
cannot reside — for a fee, of course. 

And delve deeply into not only your 
upfront costs but also any hidden fees 
the vendor might try to collect, such 
as charges for accessing data, running 
tests and the like. Some providers 
might even have a bandwidth charge, 
he notes. 

Don’t Bet Against the Cloud

as the cloud evolves, Schulz 
says, providers of hosted 
backup and DR services will 

probably start making their offerings 
more interoperable with existing envi-
ronments, playing to the idea of hybrid 
systems that large enterprises favor. 
He also expects to see vendors offer 
new levels of service, with lower fees 
for reduced redundancy or ultra-long 

recovery time objectives. 
“In other words, a deep archive,” he 

says. “That means customers need 
to put in more time thinking about 
what’s the right service or technology 
to use and how to align them to differ-
ent tasks.” 

You should be open to cloud backup 
and disaster recovery, but do your 
homework. “It’s like electricity: Learn 
and respect it, but don’t put your 
finger in the socket and get shocked,” 
Schulz says. 

For his part, Amrhein says he’s seen 
improvements in cloud services in 
just the past six months. For example, 
until recently Azure was strictly a 
platform-as-a-service offering. But 
now, he says, “it’s so easy; you can set 
up a whole environment in Azure or 
Amazon in half an hour.”

Now a firm believer in cloud-based 
systems, Amrhein says, “Every time 
I’ve bet against the cloud, I’ve been 
wrong.”   n

Paul desmond is principal with pdedit, an  

IT editorial services firm. you can contact him  

at paul@pdedit.com.

“ Even after Hurricane Sandy, I spoke 
to a number of providers who were 
thumping their chests about how 
well they met their SLAs.”

— J o H n  M o r e n C y,  a n a ly S T,  G a r T n e r

mailto:paul@pdedit.com
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By  B O B  V i O l i n O

Virtualization, mobile technologies 

and social media are making it 

easier for businesses to stay up 

and running during emergencies.

to improve Your disaster Recovery posture

viRTuaLizaTion, moBiLiTY and 
sociaL neTWoRkinG technologies 
are having a profound effect on various 
elements of the IT landscape, including 
disaster recovery. 

Virtualization makes it far simpler for 
companies to create images of their envi-
ronments and replicate them elsewhere, 
in some cases automatically. Mobile devic-
es give people new options for getting 
work done and staying in touch during 
an emergency. And social networking is 
emerging as a fallback option for employ-
ees who, as a result of a disaster, can’t 
communicate with colleagues using typi-
cal corporate channels. 
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Faster, Cheaper Recovery  
With Virtualization
For many organizations, server virtu-
alization is now a key component of 
the disaster recovery (DR) strategy, 
because it enables greater flexibility 
with computing resources.

“Virtualization has the potential 
to speed up the implementation of a 
disaster recovery strategy and the 
actual recovery in case of a disaster,” 
says Ariel Silverstone, an independent 
information security consultant and 
former chief information security  
officer at Expedia, who blogs at  
ArielSilverstone.com.

“It also has the ability to make disas-
ter recovery more of an IT function 
rather than a corporate audit-type 
function,” Silverstone says. “If you 
have the right policies and processes 
in place, [with virtualization] disaster 
recovery can become part of automat-
ically deploying any server.”

Virtualization enables an organiza-
tion to create an image of an entire 
data center that can be quickly acti-
vated — in part or in whole — when 
needed and at a relatively low cost, 

according to Silverstone.
At Teradyne, a North Reading, 

Mass.-based supplier of test equip-
ment for electronic systems, virtu-
alization has helped to significantly 
improve the DR capability, says CIO 
Chuck Ciali.

Using virtualization technology 
from VMware, Teradyne can seamless-
ly fail over to redundant blade servers 
if it experiences hardware problems. It 
can also use the technology to move 
workloads from its commercial data 
center to its research and development 
data center in an emergency.

“This has taken our recovery time 
from weeks [or] days under our 
former tape-based model to hours 
for critical workloads,” Ciali says, 
while saving $300,000 per year in DR 
contract services.

Virtualization also supports auto-
mated disaster recovery, says Rachel 
Dines, an infrastructure and opera-
tions analyst at Forrester Research. 
Lots of products can perform tasks 
such as automating rapid virtual 
machine rebooting, replicating 
virtual machines at the hypervisor 

layer with heterogeneous storage, 
and turning backups of physical or 
virtual machines into bootable virtual 
machines, Dines says.

“Because virtual machines are much 
more portable than physical machines 
and they can be easily booted on 
disparate hardware, a lot of companies 

“ A lot of companies are 
using virtualization 
as a critical piece 
of their recovery 
efforts. Ultimately, 
virtualization means 
companies can get 
a faster [recovery 
time] for less money.”

r a C H e l  d I n e S ,  a n a ly S T,  
F o r r e S T e r  r e S e a r C H
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are using virtualization as a critical 
piece of their recovery efforts,” she 
says. “Ultimately, virtualization means 
companies can get a faster [recovery 
time] for less money.”

On the downside, the popularity 
of virtualization has led to virtual 
machine sprawl at many organiza-
tions, which can make DR more 
complex. “Companies have the [virtu-
alization] structure in place that gives 
them the ability to create many more 
images, including some they do not 
even know about or plan for,” Silver-
stone says. “And they can do so very 
quickly.”

Another potential negative is  
that virtualization might give orga-
nizations a false sense of security. 
“People may fail to plan properly 
for disaster recovery, assuming 
that everything will be handled by 
virtualization,” Silverstone says. 
“There are certain machines that for 
various reasons are not likely to be 
virtualized, so using virtualization 
does not replace the need for proper 
disaster recovery planning and  
testing.”

Mobile Communication:  
A linchpin of Any DR Plan
All business continuity and disaster 
recovery plans need to address how 
employees will stay in touch with one 
another, where they will go and how 
they will continue to do their jobs. The 
details will vary greatly, depending on 
the size and scope of the organization 
and the way it operates. But the plan 
must establish a process for locating 
and communicating with employees 
after an event. 

Two technologies are facilitating 
communication during emergencies: 
mobile systems and social media. 

In recent years, the growing use of 
mobile devices such as smartphones and 
tablets has made it much easier to keep IT 

systems and business operations up and 
running after a disaster strikes.

“People will carry their mobile devic-
es with them,” says George Muller, 
vice president of sales planning, 
supply chain and IT at Imperial Sugar, 
a processor and marketer of refined 
sugar in Sugar Land, Texas.

“I might not carry my laptop wherever 
I go, but if all of a sudden we’ve got a 
disaster I’ve probably got my BlackBerry 
in my shirt pocket. Anything that facili-
tates connectivity in a ubiquitous way is 
a plus.”

Mobile devices improve people’s 
ability to work remotely and commu-
nicate during an emergency, says 
Malcolm Harkins, vice president of 
the IT group and chief information 

“ Assuming that either public or wireless 
networks are still available, you can now 
be using social media to communicate as 
an alternative to in-house email, which 
may not be available.”

 — J o H n  M o r e n C y,  a n a ly S T,  G a r T n e r 
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security officer at Intel.
But the proliferation of mobile devices 

has also made disaster recovery slightly 
more complex. “Along with mobile 
devices comes more data center infra-
structure,” says Dines, citing technolo-
gies such as mobile device management 
systems and BlackBerry Enterprise 
Server. “This becomes one more system 
that must be planned for and properly 
protected,” she notes.

Another possible negative associat-
ed with mobile technology in a disas-
ter recovery scenario is that some 
critical enterprise applications, such 
as payroll, might not be available for 
mobile devices, Silverstone says.

There are also potential security 
risks. For example, Harkins points out 
that non-encrypted mobile devices 
could be lost or stolen, and they could 
be used to gain unauthorized access to 
corporate networks. But the ability to 
wipe data from devices remotely can 
mitigate such risks. 

Facebook and Twitter to the Rescue
Social networking gives people yet 
another way to remain in contact with 

one another during or after a disaster.
“We’ve seen instances such as a 

couple of years ago, when we had 
major snowstorms on the East Coast 
and a lot of businesses shut down 
and employees kept in touch with 
each other via Facebook and Twitter 
[instead of] email,” says John Morency, 

an analyst at Gartner.
In some cases, it might take days 

or weeks for a corporate data center 
to recover after a disaster. And if the 
company is relying on internal email 
systems, that might put email service 
out of commission, Morency says.

“Assuming that either public or 
wireless networks are still available, 
you can now be using social media 
to communicate as an alternative to 
in-house email, which may not be 
available,” Morency says.

During a recent disaster preparedness 
test at Marist College, “we were curious 
to see how social networking would be 
used in case of an actual event,” says Bill 
Thirsk, vice president of IT and CIO at the 
Poughkeepsie, N.Y., school. 

Early one morning, the IT depart-
ment launched an unannounced 
disaster drill. “While we had warned 
staff we would be doing this, they 
had no idea how real we were going to 
make it,” he says.

First, Thirsk sent a message saying 
that the college was experiencing a 
massive system failure. Because of 
conditions in the buildings, staffers 

“ Companies . . .  
need to have a 
policy in place [on 
how to use social 
networks] long 
before a disaster 
happens.”

 —  a r I e l  S I lv e r S To n e ,  
I n d e p e n d e n T  I n F o r M aT I o n  

S e C u r I T y  C o n S u lTa n T 
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couldn’t report to work or to the data 
center. “We shut down our enterprise 
communications systems and then 
watched how the staff responded,” 
Thirsk says.

Managers quickly began communi-
cating with their staffs via personal 
email accounts, chat rooms, Facebook 
and Twitter. “They even found my 
personal email account off campus and 
began messaging me,” Thirsk says.

In a matter of 20 minutes, all employ-
ees had reported to a command center 
in the college library, where they were 
asked to perform a number of system 
checks, verifications and other tasks. 
“All of this activity occurred using alter-
nate communications methods,” Thirsk 
says. “We documented this exercise 
and now use it as part of our plan.”

Social networking should play a 
role in an emergency communica-
tions strategy for several key reasons, 
according to Forrester. For one thing, 
the rate of adoption of social network-
ing technologies is rising, and many 
employees and customers have 
continuous access to social sites such 
as Twitter and Facebook.

In addition, social channels are 
essentially free. It costs little to set up 
a Facebook, Twitter or Yammer profile, 
recruit followers and send out status 
updates.

Social media sites can also facilitate 
mass communication with external 
parties, the research firm says. Typi-
cally, immediate communication is 
limited to internal staff during a crisis. 
But companies should also plan for 
situations that call for communica-
tion with partners, customers, public 
officials and the public at large. Social 
media sites make it easy to establish 
those external connections.

Finally, the environment of social 
discussions supports mass mobi-
lization and promotes situational 

awareness. Social networking sites 
offer unique advantages in the crisis 
communications arena, Forrester says.

One downside of using social 
networks during disasters is that social 
networking “by its very nature has the 
ability to increase FUD — fear, uncer-
tainty and doubt,” Silverstone says. “So I 
would advise companies that they need 
to have a policy in place [on how to use 
social networks] long before a disaster 
happens, and think about many differ-
ent possibilities and manage all access 
and data sharing on social networks like 
any other communication effort.”   n

Bob Violino is a contributing writer to  

CSo magazine. Former CSo editor in chief  

derek slater contributed to this article.

All business continuity and disaster 
recovery plans need to address how 
employees will stay in touch with one 
another, where they will go and how  
they will continue to do their jobs. 
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it pros who have been on the front lines during hurricanes and other 
unfortunate events share what they know about disaster recovery.

Lessons Learned 
From Disasters 
Past       [and Tips For 

SurvIvInG THoSe To CoMe]

sadLY, Good disasTeR 
pLanninG and prepared-
ness often comes only from 
painful lessons. And with so 
many disasters of various 
kinds hitting the U.S. over the 
past few years, let’s just say 
we’re learning lots of lessons. 

The good news: You don’t 
have to suffer a disaster 
yourself to learn those 
lessons. Folks who run trad-
ing systems on Wall Street, 
for example, can show how 
things they learned more 
than a decade ago are still 
serving them well today. We 
can learn from those who 
weathered Katrina, one of the 
worst hurricanes we’ve ever 
seen, without missing a beat. 
And we can learn from Web 
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giants like Netflix, which has devel-
oped an army of test tools to ensure its 
IT infrastructure is highly resilient. 

Keeping Trading networks Safe
After the terrorist attacks of Sept. 11, 
2001, the New York Stock Exchange 
knew it had to take some dramatic 
steps to keep its time-sensitive finan-
cial trading network up and running 
during times of crisis.

“We found that during 9/11, carrier 
point-of-presence facilities went 
down [and] a lot of firms in the indus-
try were not able to trade. So we 
made a decision to build a resilient 
network for the industry,” says Vince 
Lanzillo, who is head of colocation for 
the Americas for NYSE Technologies 
(NYXT), a commercial subsidiary of 
NYSE Euronext that offers infrastruc-
ture, content and liquidity services to 
the financial services industry.

So when Hurricane Sandy struck 
last year, NYXT was prepared to 
continue operations, though the New 
York Stock Exchange itself decided 
to halt trading, citing concerns about 
employee safety and other factors.

NYXT built and now operates what 
it calls the Secure Financial Trans-
actional Infrastructure (or SFTI — 
pronounced “safety”), which is used 
by financial services companies and 
by the NYSE itself for its primary and 
backup exchanges. SFTI has access 
centers in most major markets in the 
U.S., Europe and Asia.

“Customers can leverage a network 
we built for the industry. They can 
transact business among themselves, 
or use it to access the exchanges for 
trading,” Lanzillo says.

SFTI is a fully resilient Layer 3 network 
engineered to have no single points of 
failure. Each customer can connect via 
multiple distributed access center loca-
tions and use the network to get to the 
New York Stock Exchange and other 
exchanges, and to content providers.

NYXT can also offer server hosting 
and colocation services, for organiza-
tions that wish to locate their opera-
tions adjacent to NYSE Euronext’s 
exchanges. Customers can lease 
servers in data centers in Mahwah, 
N.J. (about 30 miles from Manhattan), 
Basildon, England, and other locations.

new Thinking on Risk Planning
NYXT and its SFTI network are prod-
ucts of the many hard lessons the IT 
industry has learned over the years 
as the result of disasters, both natural 
and otherwise. 

In the “otherwise” category, consid-
er the Boston Marathon bombings 
in April. The week after the bomb-
ings, John Halamka, CIO at Boston’s 
Beth Israel Deaconess Medical Center 
(BIDMC), one of the hospitals where 
bombing victims (and the surviving 
suspect) were treated, shared in a blog 
post lessons learned from an IT and 
security management perspective.

“Last week, we learned firsthand 
how technology can support a disaster,” 
wrote Halamka, who is a columnist 
for Computerworld, an IDG publication. 
“As we think about all the work on our 
plates, our plans going forward must 

incorporate our recent experiences.”
Seven BIDMC IT staff members were 

volunteers at the medical tent and 
finish line. None of them were harmed, 
but Halamka wrote that “as we think 
about risk planning in the future, we’ll 
need to consider the events of last 
week when told something as inno-
cent as ‘the majority of the database 
administration team is going to volun-
teer at the marathon.’ ”

Halamka wrote that the events 
in Boston will also force his team to 
rethink its application, network and 
data center access strategies. While 
BIDMC is enhancing the security of its 
apps and network by limiting access 
to those who really need it, situa-
tions that prevent most employees 
from working at home might require 
allowing more access at certain times, 
Halamka noted in his blog. Disaster 

“ When an event occurs, it isn’t just about whether 
or not your systems come back online, but 
where’s everybody going to be? The people 
element is largely missing in every conversation 
I’ve ever had about this subject.”

M a r S H a l l  l a n C a S T e r ,  I T  e x e C u T I v e ,  F o r M e r ly  aT  l a G a S S e

http://www.computerworld.com/s/author/9000082/John+Halamka
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recovery planning also needs to be 
rethought to take into consideration 
circumstances where people can’t 
access or leave a data center for long 
periods of time.

Accounting for Staff
The people aspect is a lesson that goes 
back to at least Hurricane Katrina in 
2005. At that time, Marshall Lancaster 
was as an IT executive at Lagasse, 
a New Orleans-based subsidiary of 
United Stationers. 

“When an event occurs, it isn’t just 
about whether or not your systems 
come back online, but where’s every-
body going to be?” Lancaster says. 
“The people element is largely missing 
in every conversation I’ve ever had 
about this subject.”

When companies perform disaster 
recovery tests, they normally book 
flights to the city where the backup 
site is located and reserve rooms in 
nearby hotels months in advance. As 
the test date draws closer, staffers 
argue about where to get drinks the 
night following the event. At the event 
itself, everyone gathers around a big 

table and people let one another know 
when their bits are complete, so the 
next steps can begin.

“That’s not how it really happens,” 
Lancaster says, noting he learned 
from his experiences during earlier 
hurricanes, including Isidore and Lili in 
2002. “In 2002, when we asked asso-
ciates to take part in disaster recovery, 
they said the first thing that they 
should say: ‘I’ve got a husband and two 
kids or a wife and a kid and two dogs 
and I’ve got to do things, I’ve got to 
take care of things.’ The company just 
fell off the priority list.”

By 2004, Lagasse had strategies in 
place to ensure that it wouldn’t have 
to ask employees to go anywhere 
until their families were taken care 
of, either by moving them to a safe 
location or letting them accompany 

employees. That was a powerful step 
that eliminated a lot of scrambling 
when a disaster occurs, enabling fast-
er decision-making, Lancaster says. 

After Katrina, Lagasse employ-
ees scattered from New Orleans to 
areas where Lagasse had a presence 
— including Chicago, Atlanta and Phila-
delphia — and to areas where it didn’t 
have a presence, such as Tennessee, 
Texas, Florida and other parts of Loui-
siana. In some of those areas, Lagasse 
had sites where employees could work; 
in other locales, employees worked out 
of homes, hotel rooms or Internet cafes. 
In the end, it was those employees who 
made the disaster plan work. 

By the time Katrina reached New 
Orleans on a Monday morning in 
August 2005, Lancaster and his team 
were in Chicago at the company’s 

backup data center, having already 
declared a disaster. The company’s 
New Orleans data center went dark 
less than 90 minutes after Katrina 
made landfall, but Lagasse never 
missed a beat, running operations out 
of the Chicago backup site. In fact, the 
day after Katrina hit, the company 
recorded its second-largest sales day, 
and its third-largest the day after that.

Testing Recovery Plans
It’s difficult to simulate a hurricane but 
there are other ways to battle-test 
your disaster recovery plans. 

Web-scale pioneers like Netflix, 
Google, Amazon and Etsy have made 
a science of breaking their own appli-
cations and infrastructure so they 
can determine if their application and 
operations architecture is complete and 
robust. While few IT shops run their 
apps and infrastructure in the same 
way as those behemoths, CIOs and 
CTOs of all stripes can learn valuable 
lessons from their innovative practices.

In a theoretical sense, Web-scale 
companies have a simpler problem to 
solve than most organizations. They 

“ As we think about risk planning in the future, 
we’ll need to consider the events of last week 
when told something as innocent as ‘the majority 
of the database administration team is going to 
volunteer at the marathon.’ ”

J o H n  H a l a M k a ,  C I o,  b e T H  I S r a e l  d e a C o n e S S  M e d I C a l  C e n T e r ,  
I n  a  b lo G  p o S T  F o l lo W I n G  T H e  b o S To n  M a r aT H o n  b o M b I n G S
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run one or a few massive services, and 
while there are lots of components 
to these services, they are generally 
better understood and built to work 
together, unlike what you find in tradi-
tional enterprise IT. A typical shop has 
dozens of interacting components with 
dependencies that often are not docu-
mented or even widely understood.

To ensure it knows about all such 
dependencies, Netflix has created what 
it calls a “Simian Army” of tools that test 
various aspects of its environment. The 
first such tool was Chaos Monkey, which 
randomly terminates instances of virtu-
al machines, simulating something that 
could happen during a disaster. “The 
best defense against major unexpected 
failures is to fail often,” Netflix officials 
wrote in a blog post announcing that the 
company was releasing the source code 
for the Chaos Monkey tool to the public.

In practice, Chaos Monkey tests 
these two things:

■•■ The ability of the application and oper-
ational architecture to conceal failure.

■•■ The quality of automated responses 
for recovering from failure.

Ideally, Chaos Monkey should be able 

to wreak havoc all day long and users 
should never notice, simulating a process 
of continuous disaster recovery. When 
Chaos Monkey does cause a problem, it 
means that there’s either a problem with 
the application and/or the operational 
architecture or a problem with the way 
the disaster system is automated.

Jeremiah Peschka, managing director 
at IT consultancy Brent Ozar Unlim-
ited, says clients he advises too often 
neglect to develop disaster recovery 
plans, much less test them. “This seems 
like a really sane and safe way to see 
if you’re protected that doesn’t cost 
a ton,” he says. For users who might 
be nervous about intentionally caus-
ing their systems to fail, Peschka 
recommends running Chaos Monkey 
in a scaled testing area that mimics a 
production environment. 

lessons for iT 
The typical IT shop could usually 
benefit from acting more aggres-
sively as its own worst enemy. Most 
of the time, IT operations are based 
on manual checklists. When a server 
fails, there is a procedure written 

down somewhere for bringing it back 
up. As anyone who has any experi-
ence knows, it’s one thing to have a 
checklist and it’s another thing to have 
a well-tested and consistently used 
checklist — just as it’s one thing to have 
a backup and another thing altogether 
to have a backup that you’ve used to 
successfully restore key applications.

IT can be more aggressive about its 
manual procedures in the following ways:

■•■ When you cause an outage, do it 
violently. Don’t shut down a server 
step by step. Pull out the network 
cable or shut off the power. 

■•■ Don’t have people who own the 
service cause the outage. Often, they 
will take it easy on their baby.

■•■ Have someone who is not involved 
in the service run the restore proce-
dure using the checklist. That’s how 
you find the flaws in the checklist.

■•■ Make sure your development and 
test environment matches your 
production infrastructure as closely 
as possible. The closer your dev/test 
environment is to your production 
environment, the more recovery test 
work you can do in dev/test.

Creating effective, tested manual 
procedures is a prerequisite for auto-
mation, which creates a stronger 
foundation for disaster recovery than 
manual methods.

Clearly, as we’ve seen time and again, 
disaster preparedness pays.   n

Bob Brown is network World’s online executive 

editor, news; Brandon Butler is a senior writer 

with network World; Paul desmond is princi-

pal with pdedit; Joab Jackson is the new york 

correspondent for the IdG news Service; Nigel 

kersten is CTo at puppet labs and a contributor 

to network World.

“ [Chaos Monkey] seems like a really sane  
and safe way to see if you’re protected that  
doesn’t cost a ton.”

J e r e M I a H  p e S C H k a ,  M a n a G I n G  d I r e C To r ,  b r e n T  o z a r  u n l I M I T e d,  
o n  a  n e T F l I x  d I S a S T e r  p r e pa r e d n e S S  To o l  T H aT  M I G H T  a p p e a l  To  u S e r S 

W H o  n e G l e C T  To  d e v e lo p,  M u C H  l e S S  T e S T,  d I S a S T e r  r e C o v e ry  p l a n S
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When you run your business in the cloud,  

you have to be ready for service disruptions. 

here are three strategies to help you prepare.
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WHen cLoud seRvices FaiL, 
they often do so in spectacular and 
quite public fashion. But cloud custom-
ers can take the possibility of failure 
into account and build robust, dynamic 
infrastructures that can withstand 
interruptions in service. Here are 
three strategies to help you avoid the 
impacts of any public cloud provider’s 
next outage.
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■•■ Balance systems across 
availability zones. Large public 
cloud providers don’t put all of their 
data centers in the same area; they 
build them in a variety of regions and 
establish multiple “availability zones” 
(AZ) in each region. That way, a storm 
or natural disaster that strikes one 
part of the country can’t knock out 
all of a provider’s systems at once. 
AZs serve similar purposes for most 
providers. Amazon Web Services 
(AWS) describes its AZs as “distinct 
locations that are engineered to be 
insulated from failures in other Avail-
ability Zones and provide inexpen-
sive, low latency network connectiv-
ity to other Availability Zones in the 
same Region.” 

As a customer, you should have 
redundant instances of your applica-
tions in separate AZs, so if the provid-
er’s data center in one zone goes down, 
your users can be redirected in real 
time to another one. If the secondary 
zone is far from the end user, perfor-
mance may be slower, but your service 
will at least be up and running.

Okta, a provider of on-demand 

identity and access management 
services, has been fairly vocal about 
using AZs to avoid business disrup-
tion, most notably in a blog post after 
Amazon’s July 2012 outage. Because 
of the software and operational 
investments Okta made across its 
five-AZ footprint in the region where 
the outage occurred (and in two AZs 
in another region), its customers 
weren’t affected. 

■•■ Balance systems across 
multiple cloud providers. Just as 
you should balance systems across 
AZs, you should also balance across 
multiple cloud providers. For example, 
instead of just using AWS, you could 
use services from AWS, Joyent, Rack-
space, Microsoft or other providers. 
That way, traffic can be diverted to an 
available cloud if one service fails.

Cloud balancing assumes you have 
application delivery infrastructure in 
place so all functionality implemented 
in your application delivery controller 
(ADC) is available in all locations. Traf-
fic is routed to individual clouds based 
on a number of criteria, including the 
performance currently provided by 

each cloud, the value of the business 
transaction, the cost of executing a 
transaction in a particular cloud and 
the relevant regulatory requirements.

■•■ add a private cloud into the 
mix. Private clouds can be the secret 

weapons in the disaster plans of busi-
nesses that rely on public clouds. 
These businesses’ livelihoods often 
depend on the Web, so they require 
high scalability and elasticity, making 
the public cloud a fairly easy choice — 
so easy that they often bypass private 
clouds altogether. But private clouds 
can be handy backups that can keep 
things running when a public cloud 
service goes down.

When designing for failure, adding 
a private cloud into the mix as a safety 
net is a solid option — assuming you 
have the infrastructure to support it 
and personnel with the skills to run it.

These are just a few ways to design 
systems that can withstand a cloud 
vendor’s failure, but the key thing to 
remember is that outages happen. How 
well prepared you are goes a long way 
toward determining how much disrup-
tion your organization experiences 
when the inevitable happens.    n

Apurva dave is the former vice president  

of products and marketing for riverbed  

Technology’s Stingray business unit and a 

contributor to network World. 

Private  
clouds can 
be the secret 
weapons in the 
disaster plans 
of businesses 
that rely on 
public clouds. 
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the focus of disaster recovery efforts is around 
dealing with natural disasters like hurricanes 

and snowstorms, iT also needs to stand ready 
to deal with security threats. indeed, secu-

rity breaches can be a significant source 
of downtime, as sony found out in 2011 

when a breach forced the company to 
shut down its playstation network; 

the event wound up costing the 
company some $170 million. 

hackers hoping for a big payday could unleash a slew 
of exploits when microsoft retires Windows XP.

Prepare for Windows XP  
and Office 2003 end of support

avoid 
disaster 
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To avoid such a fate, companies need 
to take steps to ensure they can prop-
erly deal with security threats. And one 
big threat is looming: Microsoft’s end 
of support for Windows XP and Office 
2003, coming on April 8, 2014. After 
that date, Microsoft will no longer issue 
patches for any vulnerabilities found 
in the products, which means it will be 
open season for hackers. 

To compound the problem, Jason 
Fossen, a SANS Institute trainer since 
1998 and an expert on Microsoft secu-
rity, says financial incentives are in 
play for hackers.

According to Fossen, a Windows XP 
exploit sells for an average of $50,000 
to $150,000 on the black market these 
days, but that figure will go up when 
Microsoft stops patching its aged oper-
ating system. He says the current price 
is “relatively low” because Microsoft 
usually takes steps to defuse threats. 
When a new vulnerability — dubbed a 
“zero-day” — is spotted in the wild, the 
company investigates, pulls together a 
patch and releases it to XP users. 

But the value of exploits is rising 
because they will likely have longer 

shelf lives once Microsoft ends 
support for XP. Fossen expects 
that hackers who know of zero-day 
exploits, or who uncover new ones 
between now and April, will bank 
them and sell them to criminals after 
the deadline — if they don’t choose to 
sic them on unprotected PCs on their 
own at that time.

“If they sit on a vulnerability, the 
price for it could very well double,” 
Fossen says.

Similarly, withdrawal of support will 
usher in an era of “infinite zero-day” 
attacks on Office 2003, says Wes Miller, 
an analyst at Directions on Microsoft. 

Qualys CTO Wolfgang Kandek 
agrees that Office 2003 will be vulner-
able. “From a security perspective, 
Office 2003 will become more attack-
able over time,” he says. “We habitu-
ally find problems today in Office 
2003. That will not stop next year just 
because Microsoft stops supporting it.”

Minus any official patching from 
Microsoft, Fossen says zero-day 
exploits could remain effective for 
months, maybe even years, depending 
on how well security software detects 

and quarantines such attacks.
Fossen acknowledges that there 

really aren’t any precedents to back up 
his speculation, because the last time 
Microsoft pulled the plug on an operat-
ing system was in July 2010, when it 
retired Windows 2000. 

But Windows 2000 wasn’t as big of 
a target as XP is. According to metrics 
firm Net Applications, Windows 2000 
powered just four-tenths of 1% of all 
PCs at the time of its retirement.

It’s a different story with Windows XP. 
Computerworld has projected that it will 
still run between 33% and 34% of the 
world’s PCs at the end of April 2014. 

It’s far easier to exploit flaws in 

“ We habitually 
find problems 
today in Office 
2003. That will 
not stop next 
year just because 
Microsoft stops 
supporting it.”

W o l F G a n G  k a n d e k ,  C To,  Q u a ly S 
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IDC Product Flash: 
CommVault – An 
Intelligent Archive
IDC, a market research 
company specializing in 
Information Technology, 
has released a Product 
Flash analyzing the 
archiving capabilities of 
CommVault’s Simpana 
solution. In this Product 
Flash, IDC evaluates the 
current market and how 
CommVault’s archiving 
business and Simpana 10 
offering fits in. 

  DownloAD here

eSG whitepaper –  
how to Build a 
Strategic Archive
This paper discusses the 
reasons ESG believes 
CommVault Simpana 
software, could be a 
viable cornerstone of an 
organization’s information 
retention strategy. ESG 
specifically examines 
Simpana archiving 
capabilities that will 
be extremely useful to 
organizations in the near 
future.

  DownloAD here

CommVault 
whitepaper 
- Simplifying 
eDiscovery & 
Compliance in the Big 
Data era
This whitepaper 
discusses the challenges 
associated with Big 
Data and how a holistic 
approach to Information 
Management can mean 
big benefits in cost and 
risk reduction.

  DownloAD here

Gartner-CommVault 
newsletter: A Smart 
Idea for Big Data
It’s no secret that “Big 
Data” intensifies the 
demand for better 
retention, access, 
discovery and recovery 
of business critical 
information. This 
whitepaper reveals the 
latest research from 
Gartner on integrated 
backup and archive and 
discusses strategies for 
tackling Big Data problems 
with a converged 
approach to backup, 
archive and reporting.

  DownloAD here

B a C k u P  a n D  r E C o V E ry  |  D I S A S t e r  P r e PA r e D n e S S

S P o n S o r E D  B y
Windows XP than it is in newer 
versions of the operating system, 
such as Windows 7 and Windows 
8, because of the additional secu-
rity measures Microsoft baked into 
the newer editions, according to 
HD Moore, creator of the popular 
Metasploit penetration testing tool-
kit and the chief security officer of 
security company Rapid7.

Microsoft has acknowledged that 
Windows XP is more vulnerable 
than its successors. In the second 
half of 2012, XP’s infection rate was 
11.3 machines per 1,000 scanned by 
the company’s security software. 
In contrast, the infection rate was 
4.5 machines per 1,000 scanned for 
Windows 7 SP1 32-bit and 3.3 per 
1,000 for Windows 7 SP1 64-bit.

Enterprise users of Windows XP 
have essentially two options for 
dealing with the looming threat. One 

is to pay exorbitant fees to Microsoft 
for a custom support deal through 
which Microsoft will continue to 
issue patches. Michael Silver, a Gart-
ner analyst who published a report 
on XP custom support early this year, 
says a typical fee is $200 per device 
for the first year. “It’s certainly not 
pretty,” he says, noting that price 
quotes have ranged from $600,000 

to $5 million for the first year.
The other option, of course, is 

to get rid of XP and Office 2003 by 
upgrading to newer software, or by 
switching to something else entirely. 

Failing that, it’d be a good idea to 
make sure your disaster recovery 
plan is in good shape.  n

Gregg Keizer covers Microsoft, security issues, 

apple, Web browsers and general technology 

breaking news for Computerworld. John P. Mello 

is a contributor to CSo magazine. 

Enterprise users of Windows XP could 
deal with the looming threat by paying 
exorbitant fees to Microsoft for custom 
support. Or they could get rid of XP.

http://www.computerworld.com/s/author/9000163/
http://www.computerworld.com
http://www.csoonline.com
http://webdocs.commvault.com/assets/idc-commvault-simpana-archive-analyst-report.pdf
http://webdocs.commvault.com/assets/esg-building-a-strategic-archive-with-simpana-software-analyst-report.pdf
http://www.commvault.com/resource-library/1354/gartner-newsletter-does-integrated-backup-and-archive-make-sense.html
http://webdocs.commvault.com/assets/what-big-data-means-to-information-management-whitepaper.pdf



