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All trademark names are property of their respective companies.  Information contained in this publication has been obtained by 
sources The Enterprise Strategy Group (ESG) considers to be reliable but is not warranted by ESG.  This publication may contain 
opinions of ESG, which are subject to change from time to time.  This publication is copyrighted by The Enterprise Strategy Group, 
Inc.  Any reproduction or redistribution of this publication, in whole or in part, whether in hard-copy format, electronically, or 
otherwise to persons not authorized to receive it, without the express consent of the Enterprise Strategy Group, Inc., is in violation of 
U.S.  Copyright law and will be subject to an action for civil damages and, if applicable, criminal prosecution.  Should you have any 
questions, please contact ESG Client Relations at (508) 482.0188. 

ESG Lab Reports  
 
The goal of ESG Lab reports is to educate IT professionals about emerging technologies and products 
in the storage, data management and information security industries.  ESG Lab reports are not meant 
to replace the evaluation process that should be conducted before making purchasing decisions, but 
rather to provide insight into these emerging technologies. Our objective is to go over some of the more 
valuable feature/functions of products, show how they can be used to solve real customer problems 
and identify any areas needing improvement.  ESG Lab‘s expert third-party perspective is based on our 
own hands-on testing as well as on interviews with customers who use these products in production 
environments.  This ESG Lab report was sponsored by EMC. 
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Introduction 
 
For organizations of all sizes, remote PC and server backup is a critical task that can be both challenging 
and expensive.  This ESG Lab Validation report explores secure and automatic offsite backup for 
desktops, laptops and Microsoft Windows servers as provided by MozyEnterprise Powered by EMC 
Fortress (hereafter MozyEnterprise). 
 
Background 
Enterprises and small businesses are both struggling with the risks and costs associated with protecting 
their data.  ESG Research has found that Enterprises and small businesses experience similar 
challenges with current backup methodologies and technologies.1 The time and effort required to perform 
backups and recoveries; the reliability of backups and recoveries; and the costs of acquiring, managing 
and upgrading tape and storage systems were all identified as top challenges.  Both enterprise and small 
business respondents also identified tape media management for on-site and offsite requirements as a 
challenge. 
 
FIGURE 1. CHALLENGES WITH CURRENT DATA PROTECTION PROCESSES AND TECHNOLOGIES 

 (Percent of respondents, N = 398, multiple responses accepted)

41%

44%

45%

46%

48%

52%

57%

64%

0% 10% 20% 30% 40% 50% 60% 70%

Tape media management

Searching for data across backups

Need to improve recovery reliability

Need to improve backup reliability

Need to reduce recovery times

Keeping pace with capacity of data to protect

Cost of storage systems

Need to reduce backup times

Software as a Service (SaaS) is commonly defined as software delivery model in which vendors develop 
host and operate applications for use by customers over the Internet. Customers do not own the software 
in this model but pay for their use of it.  Online backup is a subscription based data protection service that 
connects users’ machines to remote servers to back up their data.  A true SaaS backup offering would 
require no hardware at the end-users’ location.  The issues online backup seeks to address include: 
 

• The need for secure offsite storage of data  
• Reduction of capital expenditures for backup software licenses and disk or tape libraries  
• Reduction of operational expenses for large volumes of tape media and related storage  
• The need for strong backup reporting capabilities  
• Easy scaling to handle rapid growth 

                                                        
1 ESG Research:  ESG Data Protection Survey, November, 2007 
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MozyEnterprise 
 
In 2005, Berkeley Data Systems set out with the goal of revolutionizing the way consumers—and more 
importantly, businesses—of all sizes protect and store data by providing easy to use, scalable online 
storage at an affordable price. At first, Berkley Data Systems offered an online backup service called 
MozyHome that was targeted at consumers.  Mozy entered the small business market in 2006 with 
MozyPro, which offered enhanced support for Windows based servers and a centralized administration 
interface.  After being acquired by EMC in 2007, Mozy leveraged EMC’s heritage and strengths within 
enterprise-class organizations to create MozyEnterprise in January 2008. MozyEnterprise provides 
secure backup and recovery services for remote offices and mobile employees within medium to large-
sized organizations.  
 
The Mozy family of backup and recovery services currently has a customer base which includes over 
500,000 consumers, small businesses and a growing number of enterprise-class users.  General Electric 
is presently the largest Mozy customer, with several thousand seats deployed and plans for hundreds of 
thousands more.  As with most of Mozy’s enterprise clients, GE also offers a “friend and family” program 
for employees to acquire MozyHome at a discount.  
 
MozyEnterprise is a SaaS offering that provides remote online backup.  As shown in Figure 2, an 
administrator can monitor their organization’s remote backup infrastructure from anywhere on the 
Internet.  Branch offices, remote offices and remote users back up their systems over the Internet using 
MozyEnterprise client software.  MozyEnterprise is licensed by machine and capacity and a storage 
quota can be set on a per machine basis. 
 
FIGURE 2. MOZYENTERPRISE 
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Fortress is EMC’s secure, hardened enterprise-class technology platform for SaaS delivery. The EMC 
Fortress infrastructure resides within Mozy’s Tier 4 data centers in Utah.  Tier 4 is the most robust and 
costly data center classification and is described in standards documentation as having active, redundant 
fault tolerant systems for power and cooling, biometric access controls, single-person entryways and 
gaseous fire suppression as well as a redundant backbone for the cabling infrastructure. The facilities can 
permit no more than 0.4 hours of downtime per year.  Mozy’s data centers meet or exceed all of these 
requirements.   
 
This report is focused on the capabilities built into the MozyEnterprise offering that address the needs of 
enterprises including, but not limited to, open/locked file support, in-flight and at-rest data encryption, 
continuous data protection, advanced bandwidth management and versioning support. 
 
 

ESG Lab Validation  
 
ESG lab tested MozyEnterprise against its own users and data as shown in Figure 3.  Client machines 
were backed up from ESG headquarters in Milford, Massachusetts to the MozyEnterprise data centers in 
Utah. Remote offices near San Francisco, California and Atlanta, Georgia were also backed up.  Desktop 
and server data was backed up using the broadband connectivity in place at each location.  ESG Lab’s 
primary goals were to test and validate the usability and efficiency of backups and restores as well as the 
ease of implementation and administration.  Local and remote performance, scalability, data protection 
and security were also examined in detail. 
 
FIGURE 3. THE ESG LAB TEST BED 
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Ease of Implementation 
 
ESG Lab began the validation by logging on to the MozyEnterprise dashboard.  The dashboard, as 
shown in seen in Figure 4, is a single administrative interface for the management of an organization’s 
online backup environment. Actions that can be performed are listed vertically on the left, labeled ‘Control 
Panel.’  A chart showing all backups made in the last week, along with a list of all managed systems, is in 
the main view on the right.   
 
 FIGURE 4. THE MOZYENTERPRISE DASHBOARD 
 

 
ESG Lab added a user to the system by clicking ‘Add New User.’  This presented the dialog shown in 
Figure 5.  The only information needed is the user’s name, e-mail address, number of licenses and a disk 
quota. This allows a single user to manage all backup clients for an entire branch or remote office.   
 
FIGURE 5. ADDING A NEW USER 
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ESG Lab noted an option that would allow the creation of user groups. User groups can be useful for 
reporting, departmental chargeback and for defining sub-administrator roles.  User groups will be 
explored in more detail later in this report.  
 
ESG Lab created a user to manage a remote office with one desktop and one server license.  As users 
were added, e-mails were sent containing the user’s license key(s) and a link to the download location of 
the MozyEnterprise client. Setup from the administrator side took less than one minute. At this point in 
testing, ESG Lab took on the role of a remote user to assess the ease of installation and configuration of 
the MozyEnterprise client.  The link in the e-mail was used to download the MozyEnterprise Client.  The 
next step was to run the downloaded executable to install the client.  The installation wizard was used to 
agree to the software license agreement and select the application’s destination before installation.  Once 
installation was complete, the configuration wizard was launched and ESG Lab was prompted for the 
product key from the activation e-mail.   
 
FIGURE 6. INSTALLING THE MOZYENTERPRISE CLIENT 
 

 
Upon entering the license key, the dialog box shown in Figure 6 prompted ESG Lab to enter the user’s 
full name and create a password.  The next step was a network test to verify that the user’s Internet 
connection bandwidth is sufficient for online backup.  The office used in this test has a broadband 
connection with 384kb/sec of total bandwidth for uploads.  As seen in Figure 7, the bandwidth test 
estimated 355.1Kb/sec—which was accurate as other users in the office were browsing and checking e-
mail at the time the test.  The bandwidth test also provided an estimate of how much data could be 
backed up in a 24 hour period.  
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FIGURE 7. BANDWIDTH TEST 
 

 
The next dialog box was used to select the data to be backed up.  This provided an introduction to the 
concept of ‘backup sets’ in MozyEnterprise.    A backup set is a rule-based policy that selects or excludes 
files based on a combination of criteria including file type, creation date, modification date, file size, etc.   
 
The dialog box showing the default backup set selection available in the configuration wizard is shown in 
Figure 8.  Backup sets were selected and de-selected with checkboxes along the left hand side of the 
dialog box.  ESG Lab did not explicitly select the ‘My Documents’ backup set, but when ‘Presentations’ 
was selected as one of the desired backup sets, MozyEnterprise found files that met the criteria of 
‘Presentations’ in the ‘My Documents’ backup set.   
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FIGURE 8. CONFIGURING BACKUP SETS 
 

 
 
The next dialog box provided a slider bar, which was used to select the speed at which MozyEnterprise 
will run (see Figure 9).  This slider controls CPU utilization and bandwidth consumption. The 
recommended setting is three fourths speed. ESG Lab left this control at the default.  MozyEnterprise 
estimates time to backup completion based on the amount of data to be backed up, the bandwidth 
throttles in place and the speed selected by the user.  Moving the slider changes the estimate—giving a 
rough idea of the time to completion of the first backup.   
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All testers commented that the slider bar was easy to use, worked as advertised and was extremely 
responsive.  When set to ‘Faster Computer,’ it was completely unobtrusive and had zero effect on user 
applications.  When set to ‘Quicker Backups,’ it utilized more CPU and bandwidth, but left enough 
resources so that the system responded well and routine tasks were completed with minimal impact on 
productivity.  
 
FIGURE 9. BACKUP SPEED SELECTION 
 

 
At this point, the configuration wizard was complete and three choices were offered: 
 

1. Start the initial backup now. 
2. Let MozyEnterprise start the backup when the computer is idle. 
3. Continue configuring in ‘expert mode.’ 

 
ESG Lab selected the ‘start the initial backup now’ option and clicked ‘finish.’  At this point, the 
MozyEnterprise client began its first full backup.   
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FIGURE 10. CLIENT STATUS DIALOG BOX 
 

 
The two progress bars seen in the status dialog in Figure 10 were used to monitor encoding (encryption) 
and transfer progress.  Once the client had enough data on the files being backed up, an accurate 
estimate of ‘time to completion’ was displayed.  
 
The elapsed time from first login to first byte transferred was approximately 10 minutes, including the 
short wait for the activation e-mail to be delivered.  For the initial full backup, ESG Lab selected 656.8 MB 
of data.  Additionally, ESG Lab used the slider to select ‘Quicker backups.’  The initial backup completed 
within the time estimated—without further intervention or disruption.  It’s important to note here that nearly 
every configuration wizard option depicted in this section can be pre-configured and/or locked by the 
administrator.  This is an incredibly powerful capability as it allows precise customization to requirements 
specific to an enterprise while simultaneously making the user experience as simple as possible. 
 

Why This Matters 
 
ESG Research found that a majority of enterprises indicated ease of implementation as the single 
most important factor when acquiring a new backup solution.  Rolling out an online backup service 
to large numbers of users scattered around the globe presents a daunting challenge to 
organizations large and small, where existing resources are already stretched thin.  ESG Lab has 
validated that MozyEnterprise is extremely easy to configure and deploy.  ESG Lab also confirmed 
that the service can be deployed over the network by a single administrator to a large client base 
quickly and efficiently. ESG employees in remote offices with very little direction or support and no 
deep IT experience found MozyEnterprise extremely easy to use. 
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Administration and Management  
 
Because the MozyEnterprise hardware and software infrastructure is hosted in a highly available, 
redundantly connected central datacenter, administration can be performed from a secure web session 
accessible from anywhere on the Internet.   
 
ESG Lab Testing 
ESG Lab performed most of the MozyEnterprise administration tasks from a remote location in California, 
but also performed administration from ESG headquarters in Massachusetts and from a hotel room while 
traveling.   
 
ESG Lab explored the advanced administrative functions of the MozyEnterprise solution using both 
Microsoft Internet Explorer and FireFox browsers.  The web interface proved highly compatible; both 
browsers provided full functionality with no issues. 
 
ESG Lab created user groups to departmentalize users. This function can be used in an enterprise 
environment for departmental chargeback as well as distributing administration functions—allowing 
different departments to manage their own backups, if desired.   
 
FIGURE 11. ASSIGNED USER GROUPS 
 

 
Figure 11 depicts the user group summary, shown after ESG Lab placed users into groups.  Here the 
administrator can track how many licenses have been assigned and activated for each group and see a 
breakdown of storage quotas by group. The total quota, quota allocated per group and quota consumed 
per group are tracked. 
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As shown in Figure 12, client configuration for each of the user groups can be examined and modified.  
The client configuration page allows an administrator to control virtually every aspect of the 
MozyEnterprise operation.   ESG Lab noted that MozyEnterprise has an exhaustive list of options and 
capabilities which can be enabled, disabled or locked down at the user group level.   
 
FIGURE 12. CLIENT CONFIGURATION 
 

 
Finally, ESG Lab assigned license keys to the rest of the ESG employees taking part in the validation. 
The ‘assign keys’ page, as shown in Figure 13, allows an administrator to enter multiple e-mail addresses 
and have MozyEnterprise assign a single license key to each.  After this step was completed, activation 
e-mails were sent to all users in each group.    
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FIGURE 13. ASSIGNING LICENSE KEYS 
 

 
 
Overall, ESG Lab found the MozyEnterprise dashboard easy to navigate and use.  Further, ESG Lab was 
able to perform all administrative tasks from headquarters, remote offices and from a hotel while traveling. 
 
 

 

Why This Matters 
 
ESG Research repeatedly finds ease of administration and management to be among the most 
important factors when choosing a backup solution.  This is especially important for enterprises with 
large, complex environments where client backup policies can span thousands of users. ESG Lab has 
confirmed that MozyEnterprise is extremely easy to administer and manage.  Since the infrastructure is 
all managed by EMC, administrators are able to concentrate on the data protection needs of the 
enterprise.  ESG Lab efficiently deployed and customized the service for users, desktops and servers 
in multiple departments with differing requirements while managing bandwidth utilization and storage 
utilization all from a simple-to-use web interface.   
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Scalability, Performance and Data Protection 
 
The EMC Fortress infrastructure behind MozyEnterprise includes a massively scalable backend storage 
system that was designed to provide a high level of performance, multiple layers of redundancy and 
massive scalability at a much lower cost than traditional storage systems.   The MozyEnterprise solution 
can be modified to make optimal use of the WAN bandwidth shared by remote offices and mobile users.   
 
 
ESG Lab Testing 
MozyEnterprise allows fine tuning of backup performance using bandwidth throttling.  Bandwidth throttling 
sets a hard limit on bandwidth that the MozyEnterprise client may not exceed. ESG Lab tested bandwidth 
throttling and system resource allocation while a full backup was running on a Windows XP machine on a 
remote office network with 384 Kb/sec of upload bandwidth.  First, the backup was kicked off with no 
bandwidth throttle set and the slider set to the ‘Quicker Backups’ setting.  Figure 14 shows the network 
utilization graph from Windows Task Manager. 
 
FIGURE 14. BANDWIDTH THROTTLING AND RESOURCE ALLOCATION 
 

 
The segment of the graph marked ‘A’ shows the client backing up with no throttle.  MozyEnterprise 
consumed all available bandwidth (about 360 Kb/sec).  Segment ‘B’ shows what happened when the 
slider bar was moved one fourth of the way toward ‘faster computer’ to free up some system resources.  
Bandwidth utilization immediately dropped to about 256 Kb/sec.  Bandwidth consumption returned to 
initial levels immediately after the slider was moved back to ‘quicker backups.’  Next, the bandwidth was 
throttled down to 256 Kb/sec and then further down to 64 Kb/sec.  MozyEnterprise immediately complied, 
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as evidenced by segments ‘C’ and ‘D,’ respectively.  Finally, ESG Lab dialed the throttle back up to 256 
Kb/sec and left it there for the remainder of the full backup.  MozyEnterprise allows further control by 
allowing scheduling of the bandwidth throttle to only be active between certain hours.  This is useful for 
offices wanting to minimize any potential bandwidth impact during the day.  
 
By default, MozyEnterprise uses an automatic backup method, where backups occur when the system 
has been idle (below a certain CPU utilization threshold) for a specified amount of time.  Organizations 
can use this feature to implement near continuous data protection—backing up several times throughout 
the day.  In environments with less stringent data protection requirements, MozyEnterprise allows 
backups to be scheduled to run at a specific time.  Backup schedules can be set to run daily or weekly. 
 
MozyEnterprise offers several features to maximize efficiency and minimize user disruption for ongoing 
backups once full backups are complete.  Locked file support allows Mozy to protect files even if they are 
in use by an application, block level incremental backups minimize bandwidth utilization by only 
transmitting changed segments of files and the use of single instance storage ensures that Mozy does not 
transmit duplicate files. 
 
FIGURE 15. BLOCK LEVEL BACKUP, SINGLE INSTANCE STORAGE, AND LOCKED FILE SUPPORT 
 

 
Figure 15 illustrates near-continuous data protection in action.  The system was backed up automatically 
every four hours.  In the highlighted backup performed at 4:07 PM, FireFox bookmarks and an Outlook 
PST file were processed.  The bookmark file was not transferred as it already existed on the 
MozyEnterprise servers. This confirmed the value of the ‘single instance storage’ architecture that 
MozyEnterprise uses to optimize the use of WAN bandwidth and storage capacity. The details for the 
outlook file demonstrated the value of the ‘block-level incremental backup’ architecture that was used to 
send only the 3.5 MB of new messages instead of the full 468 MB file.  Outlook was running on this 
system while the backup took place, as seen on the right. This demonstrated the MozyEnterprise 
‘open/locked file support’ that is needed to protect always-on applications like e-mail.  
 
At this point, ESG Lab tested restore functionality and performance.  MozyEnterprise provides several 
methods for restoring files.  The MozyEnterprise client provides a familiar backup utility interface.  The 
MozyEnterprise virtual drive and Windows shell extension allow users to restore files using Windows 
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explorer.  Installation of the MozyEnterprise clients includes extensions that enable users to restore files 
by right-clicking on a file or folder and selecting the version to restore.  Web-based restores are also 
supported for administrator-driven restores. Common file and application types can be restored including 
Microsoft SQL Server, Microsoft Exchange, Active Directory and Windows File Replication Service using 
volume shadow copy services (VSS).   
 
ESG Lab tested restores with the MozyEnterprise virtual drive, the Windows shell extension and the 
MozyEnterprise client from a Windows taskbar. The MozyEnterprise client restore method was tested by 
clicking on the MozyEnterprise icon on the taskbar.   Clicking on the restore tab opened the restore panel, 
shown in Figure 16.  Note how the look and feel is similar to a traditional backup utility with a collapsible 
directory tree on the left and a list of files and versions that can be restored on the right. The pulldown at 
the upper right corner was used to select the date and time of the most recent Outlook.pst file to restore.  
 
FIGURE 16. THE RESTORE TAB 
 

 
 

Why This Matters 
 
The burden of centrally backing up desktops and remote servers—often numbering in the thousands—
presents tremendous financial and resource challenges to organizations that must acquire 
infrastructure, secure bandwidth and then hire additional administrative personnel to manage it all.  
Additionally, performance must scale to support the potential for simultaneous access by many users.  
Online backup promises a solution to these challenges, putting management of the infrastructure in the 
hands of a service provider who is also responsible for scaling the solution to meet client demands.   
 
ESG Lab validated that MozyEnterprise online backup can scale to meet the needs of the largest 
global enterprises.  The infrastructure and management tools are currently being used to back up and 
manage more than 500,000 user accounts. ESG Lab confirmed that the service is optimized for 
efficient backups and restores and is easily tunable for minimal impact to enterprise, remote and 
branch office environments. 
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Security 
 
The MozyEnterprise Remote Backup Service security and privacy model is built on the principle of strong 
encryption. All user data is encrypted before transmission across the internet.2   All communication 
between the client and the MozyEnterprise servers occurs over a secure network connection.3  
MozyEnterprise offers two options for data encryption: users can employ the Mozy key (called standard 
encryption) or use a private key (referred to as custom encryption).  Private key encryption is 
recommended by EMC/Mozy for maximum data security.  Mozy takes physical security very seriously as 
well, housing backup data in a SAS 70 audited, tier 4 data centers. 
 
MozyEnterprise clients connect to MozyEnterprise servers through a two-way authenticated secure 
connection as shown in Figure 17. The username and password are double encrypted. User data is 
encrypted on disk using either the Mozy key or the user’s private key before being transferred over the 
WAN via secure transport.  
 
FIGURE 17. THE MOZYENTERPRISE BACKUP AND RESTORE PROCESS 
 

 

 
When a user restores encrypted files using the MozyEnterprise client, a similar process is followed. 
MozyEnterprise clients authenticate and connect with MozyEnterprise servers over the secure transport.  
Encrypted data is transferred over the secure transport, stored on disk and decrypted using the Mozy key 
or the user’s private key. 
 
 
 

                                                        
2 Mozy uses the keyed, symmetric block cipher known as Blowfish for strong encryption. 
3 All connections are certified 128-bit SSL. 
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ESG Lab Testing 
ESG Lab installed the MozyEnterprise Client on a new Windows XP system to test the ease of use and 
security of private key encryption.  After private key encryption had been enabled, the dialogue box 
shown in Figure 18 was used to specify the key. For the purposes of this test, ESG Lab configured the 
client to let the user define their own key.  Two methods are supported: a user defined pass phrase or an 
imported file.  ESG Lab used a randomly generated text file as the private key.   
 
 
FIGURE 18. SPECIFYING A PRIVATE KEY 
 

 
A backup of a small set of general office data files totaling about 5 MB was started. Once the backup was 
complete, ESG Lab tested the various restore methods available to the user.  When restoring from a 
client machine configured for private key encryption, the key was encrypted using Windows cryptographic 
services and stored on the client’s hard drive. Thus, ESG Lab was able to perform restores exactly as if 
encryption were not in use.  
 
When using the Web restore function, the files to be restored can be selected by the administrator and 
provided to the user in one of two ways:  via download from a web browser or on DVD which is shipped to 
the user.  ESG Lab tested the web-based restore method for a Microsoft Word document and an Adobe 
PDF file. Once the selected files were extracted from the MozyEnterprise servers they were placed in a 
zip archive and posted to a web page for download.  The URL of the web page was e-mailed to the 
address of the user who requested the download.  Figure 19 shows the web download page presented to 
a remote user. 
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FIGURE 19. THE WEB DOWNLOAD INTERFACE 
 

 
The page indicates that files are stored with custom (private key) encryption and that the user will have to 
run the crypto utility after unzipping the restore file.  It is important to note here that the files are encrypted 
by the client machine before transmission to Mozy and the symmetric key (required to decrypt the files) is 
not transmitted to MozyEnterprise systems, nor is it accessible by Mozy administrators.   Files encrypted 
with private key encryption, therefore, are secure from accidental or intentional exposure while in Mozy’s 
care.   
 
The zip file was downloaded and extracted using a temporary folder. ESG Lab confirmed that the files 
were encrypted by attempting to open them with their respective applications.  In both cases, the 
applications displayed errors indicating that the files were corrupted.  Next, ESG Lab ran the crypto utility 
to decrypt the restored files. 
   
There were two steps required to decrypt the restored files as shown in Figure 20.  First, the file being 
used as a key was specified as shown towards the left.  It was noted that there are two more options that 
can be used to provide keys: users may enter a pass phrase directly or a private encrypted key can be 
imported. Next, ESG Lab specified the source folder (where the files extracted from the archive were 
placed) and the destination folder (where the decrypted files will be written).  Finally, ESG Lab clicked 
‘decrypt’ and a dialog box briefly appeared followed by a ‘decryption complete’ message.  Decryption 
happened virtually instantaneously.  
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FIGURE 20. THE MOZYENTERPRISE CRYPTO UTILITY 
 

 
 
ESG Lab browsed to the restore folder and tested each file by double clicking on it.  Both the word file 
and the PDF opened correctly and were confirmed by visual inspection.  
 

 
 
 

                                                        
4 ESG Research Report: Protecting Confidential Data, 2006 

Why This Matters 
 
User’s desktops and branch office servers often contain extremely sensitive data.  Should backup data 
become compromised, the corporation would potentially be liable for damages and heavy fines.  As a 
matter of fact, ESG Research indicates that the top two sources of concern for enterprises surrounding 
confidential data vulnerability were desktops and laptops.4  ESG Lab verified that MozyEnterprise 
secures data both at rest and in flight with strong encryption.  The private key option offers enterprise-
class data confidentiality. 
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ESG Lab Validation Highlights 
     

 Implementation was extremely simple for backup administrators; ESG Lab engineers went from 
first mouse click to backing up data on client machines in less than 10 minutes. 

 ESG Lab engineers were able to customize client configurations from the administrator 
dashboard without having to touch client machines. 

 ESG employees found that the Internet-based download and installation of MozyEnterprise client 
software was straightforward and intuitive.  

 ESG employees found the default settings for ’faster computer‘ and ‘faster backups’ to be intuitive 
and non-obtrusive during normal day to day activities.  

 Only changed blocks were backed up, conserving storage space and bandwidth. 
 Duplicate files were backed up only once. 
 ESG Lab confirmed that policy-based scheduling can be used to limit WAN bandwidth 

consumption during peak business hours.  
 Each of the user-driven restore methods, including the intuitive Windows shell extension method 

accessed from Windows Explorer, recovered previous versions of files without error.  
 Administrator driven restores, delivered to employees via a web page, worked flawlessly.  
 ESG Lab confirmed that MozyEnterprise can be configured to encrypt data in flight and at rest.  

Backup and restore data that is protected with a private key can not be viewed over the network 
and can not be accessed by anyone without the appropriate key (including EMC/Mozy 
employees).   

 

Issues to Consider 
 

 The time required to perform a remote managed backup is limited by the amount of available 
WAN bandwidth.   For example, consider a remote office with multiple servers and a modest 
Internet connection (e.g. a T1 connection).  Tens or hundreds of gigabytes of remote office server 
data could take days or weeks for the first full backup to complete. From that point on, backups 
will run much quicker with only changes being sent over the WAN.  In this example, the ability to 
‘seed’ the MozyEnterprise Fortress servers by locally backing up files, then shipping backup 
images to MozyEnterprise would reduce bandwidth requirements and allow for faster initial 
synchronization.  This ‘seed’ capability is planned for a future release of MozyEnterprise.  

 Private key encryption, as supported by MozyEnterprise, is strongly recommended by ESG for 
organizations considering a managed backup service. Using a private key ensures that backup 
data can not be viewed or altered outside of your organization. In particular, this eliminates any 
possibility of unauthorized access of your data by the MozyEnterprise team. While this level of 
security is recommended by ESG, it should be noted that if you lose your keys, you’ve lost your 
backup data. MozyEnterprise administrators are therefore advised to work with the security team 
within their organization when devising a strategy for the fault tolerant protection of keys.  

 ESG Lab noted a few areas that could benefit from slight improvements in usability.  In particular, 
ESG believes that non-IT savvy employees within large organizations would benefit from a bit 
more onscreen information and feedback when configuring backup sets and performing 
redirected restores from the task bar.  

 ESG Lab noted a few minor documentation and support issues when testing MozyEnterprise 
before it was generally available.  Documentation issues were fixed right away.  ESG Lab’s 
concerns about enterprise-class support were alleviated with an audit of the mature problem 
tracking and knowledge database systems in place for the MozyHome and MozyPro product 
lines. These systems were not yet in place for MozyEnterprise at the time of the ESG Lab 
validation, but have since gone live.  

 ESG Lab evaluated MozyEnterprise four months after EMC had acquired Berkeley Data 
Systems.  Based on EMC’s strong heritage in the Enterprise, ESG expects that MozyEnterprise 
software and services will benefit from a series of continuous   improvements— particularly in the 
areas of usability and support where EMC has invested heavily in recent years.   
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ESG Lab’s View 
 
Consumers and small businesses are rapidly adopting online backup to reduce the risks and costs 
associated with homegrown backup and recovery methods.  These early adopters are blazing a path for 
large organizations that want to reduce the risk associated with losing vital information in remote offices, 
on desktops and within laptops.  A growing number of enterprises are considering the Mozy family of 
managed backup solutions based on the proven experience of hundreds of thousands of MozyHome 
users and tens of thousands of small businesses using MozyPro. 
 
ESG Lab found that MozyEnterprise provides secure offsite storage of backup data with an affordable 
pay for use model that reduces the cost and complexity associated with backup software licenses and 
tape libraries.  Particularly impressive was the easy installation, manageability over the web and 
enterprise-class security.  An extremely intuitive ‘fast computer, faster backup’ slider bar, extensive 
customization capabilities and a rich set of scheduling policies can be used to ensure that backup activity 
has no impact on business productivity. Role-based automation and sub-administrator delegation 
provides the scalability needed so that backup administrators can delegate the protection of vital 
information assets at the edge of the organization without changing the backup software and hardware 
used to protect mission-critical applications at the core.      
 
MozyEnterprise is the first EMC SaaS application to be built on EMC Fortress—a secure, hardened 
enterprise-class platform for SaaS delivery. ESG believes that MozyEnterprise establishes EMC as a 
serious player in the SaaS arena while providing a sound platform for the delivery of valuable IT services 
based on the EMC Fortress foundation over time. 
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Appendix 
  

Table 1.  TEST CONFIGURATION 
            

Backup Infrastructure 
EMC Fortress Infrastructure in American Fork, Utah. 

Backup Client Software 
MozyEnterprise Client versions 1.8.6.15 and 1.8.6.21 in 
Milford, Massachusetts, San Francisco, California and 
Atlanta, Georgia.  

Backup Client Hardware 
End-user Laptop and Desktop machines running 
Windows XP SP2. 
Microsoft Office SharePoint Services (MOSS) Server 
running Windows Server 2003 SP1. 
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