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5 KEY BACKUP FEATURES
TO ENSURE A SUCCESSFUL
BACKUP REDESIGN
BY JEROME WENDT, DCIG
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There are five key features that all backup software must now possess to 
ensure organizations successfully execute on their backup redesign initiatives. 

The last few years have seen a monumental change in the backup and recovery 
landscape, as organizations of all sizes have shifted from tape to disk as their 
primary backup target.

But the adoption of disk in this new role as primary backup is really just the 
start of a much larger initiative that organizations have yet to undertake: A 
complete redesign of their backup infrastructure.

This white paper provides a quick look at 5 of the top key features your backup 
software must possess to ensure success in restructuring your organizations 
backup strategy.

ABOUT IDERA
Idera provides systems and application management software for Windows 

and Linux Servers, including solutions for performance monitoring, backup 

and recovery, security and compliance, and server administration. Our 

market leading product suites provide 360 degree management solutions 

for the Microsoft SQL Server and SharePoint platforms as well as high 

performance backup and recovery for server operating systems.

Whether you have ten servers or ten thousand, we give you the best 

performance and value with products that are easy to install and deploy 

and that deliver real and measurable ROI. Our products are used by 

over 10,000 companies worldwide including Fortune 1000 enterprises, 

government agencies, and some of the world’s largest datacenters and 

cloud infrastructure providers. 

Headquartered in Houston, Texas, Idera is a Microsoft Managed Partner 

with an international presence in Europe, Asia Pacific, and Latin America.

For more information or to download a 14-day trial of any Idera product, 

please visit www.idera.com.

http://www.idera.com
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EXECUTIVE SUMMARY
The last few years have seen a monumental change in the backup and recovery landscape 
as organizations of all sizes have shifted from tape to disk as their primary backup target. 
But the adoption of disk in this new role as primary backup is really just the start of a much 
larger initiative that organizations have yet to undertake: A complete redesign of their 
backup infrastructure. 

This broader backup redesign is waiting in the wings as organizations are only now 
beginning to recognize the benefits of using disk as a primary backup target. Granted, 
organizations are already experiencing more successful backups, shorter backup windows, 
and less time spent troubleshooting backups. The use of disk as a backup target, however, 
opens the door for organizations to backup more frequently, create more recovery points, 
and implement viable disaster recovery plans that match their technical capabilities and 
their budgets.

Disk backup online isn’t enough. These organizations must implement a backup software 
solution that takes advantage of the strengths of disk as a backup target. To accomplish 
that, the backup software solution must possess the following five key features:

 » Continuous data protection to reduce gaps in data protection and eliminate 
backup windows

 » Robust recovery options to accelerate application recoveries and simplify the 
recovery of applications from complete hardware failures

 » Viable disaster recovery solutions so organizations can recover from a disaster 
locally or remotely without breaking their budget or overextending themselves

 » Scalability in the three ways that organizations need most—server 
virtualization, backup software processing, and backup software licensing

 » Broad OS support so as organizations virtualize and consolidate their server 
infrastructure, they can centralize backup management

This change to disk as a bakckup target, coupled with the new 
options that disk has to offer, serves to highlight the importance 
of having the right backup software solution in place. This solution 
must take full advantage of the new benefits that backup to disk 
offers so organizations can successfully implement their backup 
redesign initiatives. 

R1Soft CDP already delivers these 5 backup software features.
Therefore, organizations can deploy R1Soft today to complete 
their backup redesign initiatives more quickly and affordably, while 
putting in place a solution that will position them to meet their 
future backup requirements.
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TAPE ENTERS ITS DEATH THROES AS A BACKUP TARGET 
One of the worst kept secrets in the technology industry is that disk has replaced tape as the 
primary backup target in most organizations. A recent study confirmed this trend as it found 
that 80% of IT organizations now use disk as their initial onsite backup target.1

Further proof of this trend can be seen in the continuing decline of tape sales. Q2 2011 saw 
a 9% decrease in sales of the most popular forms of tape media when compared to the same 
quarter in 2010. Some tape media formats even experienced a 50% or greater drop from last 
year’s sales.2

The reasons as to why so many organizations are turning to disk as 
their primary backup target is simple: Disk is now about the same 
price as tape and it is better suited for backup and recovery. When 
organizations can pay about the same price as tape and get backups 
and restores that complete successfully, in less time and with fewer 
issues, it is no surprise that disk has taken over. 

But as tape enters its death throes as a backup target, organizations 
are still failing to grasp the new opportunities that disk creates to 
backup and recover their data. Even though disk may be used in 
the same way as tape, disk’s design opens up entirely new ways for 
organizations to approach backup and recovery. 

A CHANGE IN BACKUP TARGET PERMITS
A CHANGE IN BACKUP APPROACH
Organizations still have a proclivity to associate the same attributes to disk that they 
ascribe to tape. For instance, when an organization backs up data to tape, they are 
accustomed to doing daily incremental backups and weekly full backups. Granted, this can 
still continue once disk is introduced. But since backups to disk complete more quickly than 

1 Whitehouse, Lauren. “Backup to Disk Gains. VTL Wanes?” Data Protection Perspectives. ESG, 9 July 2010. Web. 19 
Aug. 2011. http://www.dataprotectionperspectives.com/2010/07/backup-to-disk-gains-vtl-wanes.
2 Maleval, Jean-Jacques. “Tape Is Not Dead, But Dying ...” StorageNewsletter.com | Daily Breaking News for the 
Worldwide IT Storage Industry. 5 Sept. 2011. Web. 05 Sept. 2011. http://www.storagenewsletter.com/news/tapes/tape-
is-not-dead-but-dying.

backing up to tape, it behooves organizations to do more backups 
throughout the day to further mitigate the possibility of data loss. 

This is just one of the many ways in which disk enables 
organizations to rethink how they approach backup and recovery. 
As this example illustrates, using disk as a backup target impacts 
more than just how quickly backups and recoveries complete or 
whether or not they complete successfully. It permits organizations 
to re-evaluate their entire backup and recovery strategy as part of a 
comprehensive backup redesign.

 It is as organizations contemplate what their next generation of 
backup can and should look like that their attention quickly turns to 
the backup software that they should be using to accomplish this. 
While using disk as a 
backup target is clearly 
an important first step 
to delivering on backup 
redesign, optimizing 
disk in its new role 
is largely dependent 
upon organizations 
selecting the right 
backup software that 
can leverage disk in 
this new role. 

To do so, backup software must possess the right mix of features 
to take advantage of disk as its primary backup target, allowing 
organizations to implement this change in approach. To achieve 
this objective, there are five key features that should be built in to 
any backup software.

Tape as a Backup Target
1952 - 2011

“Can I call you back Harry, I think the restructuring 
has started.”

http://www.dataprotectionperspectives.com/2010/07/backup-to-disk-gains-vtl-wanes.
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THE FIVE KEY FEATURES THAT BACKUP SOFTWARE MUST 
NOW POSSESS 
Feature #1 
Continuous Data Protection (CDP) 
Applications and end users are creating more information than ever 
before— approximately 60% year-over-year if current analyst estimates 
are correct.3 This data growth creates three specific challenges as it 
relates to data protection. 

First, nightly backups (incremental or full) are leaving an ever larger gap 
in data protection. Due to the amount of data that organizations as a 
whole add or change on a daily basis, if data loss or corruption occurs 
and a recovery is required at some point in the day, restoring from 
a previous night’s backup may only be the start of the recovery, not 
the end. Once the restore is complete, organizations may still need to 
recreate all of the data that was generated since the backup completed. 

Second, nightly backups are taking longer to complete even as backup 
windows continue to shrink. While some organizations still operate on a 
Monday – Friday, 8 – 5 schedule, more organizations are transitioning to 
running 24x7, which minimizes or even eliminates backup windows. 

Third, growing information stores at some point make doing full backups 
impractical to complete. Even as backup windows shrink, the amount of 
data that organizations have to backup in those windows continues to 
increase. 

Complicating the issue, there is no silver bullet that will backup greater 
volumes of data in less time. As such, the race to complete backups 
during existing backup windows is one that organizations are destined 
to lose. 

3 Banks, Lisa. “Cloud Computing to Increase Annual Data Growth 24-fold by 2020: Study.” CIO. 5 May 
2010. Web. 5 Sept. 2011. http://www.cio.com.au/article/345435/cloud_computing_increase_annual_
data_growth_24-fold_by_2020_study/#closeme.

It is this combination of factors that creates a demand for new 
technology to step in and perform backups continuously. This is the role 
that continuous data protection (CDP) fulfills. 

To accomplish this, it first makes a full backup copy of the application 
data and then continuously copies additions or updates to the 
application data to the backup data store as application changes occur. 
This change in approach results in  three positive impacts as CDP:

 » Eliminates backup windows. CDP may be configured to 
continuously copy data to a backup data store so organizations 
never to need worry about a backup window again. Using CDP they 
always have an up-to-the-minute backup. 

 » Adds little or no overhead to the server. Continuously copying 
data may sound onerous but once the CDP software makes the 
initial full copy of the application data it only captures changes to 
the product data (additions, changes or deletions.) CDP will then 
typically result in less server and network overhead as full backups 
are no longer required. 

 » The size of CDP backup data storage is controllable. Keeping every 
change that CDP software captures over time can potentially result 
in mammoth data stores. However administrators can configure 
CDP software to limit the data stored in the backup store to as 
little as 1 – 30 days. 
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Feature #2 
Robust Recovery Options 
CDP certainly goes a long way toward satisfying this emerging 
organizational demand for continuously protecting application data. But 
many of today’s organizations run 24x7x365, and are intolerant of data 
loss and application downtime. So using CDP is pointless unless it also 
provides an equally robust set of options to recover applications and 
their data. 

Backup software that provides CDP functionality should deliver these 
recovery options in two ways. First, the backup software should offer 
multiple restore points for application recovery. As the backup software 
already protects application data in a nearly continuous manner, 
it should possess many application consistent recovery points that 
administrators can select  for data recovery. 

This flexibility gives organizations the freedom to theoretically recover 
backup data from any past point in time. While this flexibility is 
somewhat dependent upon how long backup data is retained, most 
organizations will find that the number of recovery points they have 
for the past 7-30 days are far greater than the number they had 
when only doing traditional daily or weekly backups. These multiple 
recovery points minimize data loss and enables organizations to resume 
application processing much more quickly. 

A second recovery option that the backup software should also provide 
for organizations is the ability to do bare metal restores. While more 
applications are being virtualized, many business and mission critical 
applications still reside on their own dedicated physical servers. 
Further, physical servers may remain for years to come, and many never 
completely go away. 

This is the problem that the bare metal restore feature in backup 
software addresses. It provides a way for organizations to account for 
server hardware failures and quickly recover the application on another 
physical server. 

Since a bare metal restore is a task that most organizations hope they 
will rarely have to use, it is important that when organizations choose 
backup software that offers bare metal restore functionality, they select 
a solution that fully automates the process. 

Minimizing or even eliminating human intervention when doing a bare 
netal restore helps in two ways. First, it streamlines and accelerates 
recovery as it removes the need for administrators to flip through a 
manual to figure out how to do a restore at the worst possible time. 
Second, automating the process gives organizations a high degree 
of confidence that the bare metal restore will work as intended in 
critical situations—a feeling they will not experience as they watch an 
administrator flip through a manual.
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In these circumstances, they will want backup software that also 
gives them the opportunity to replicate data to removable disk media 
so they can physically handle and move it. This will allow them to 
quickly recover lost data when they arrive at their disaster recovery 
site.

Ideally the backup software will permit organizations to replicate 
data either locally or remotely to permit them to perform either 
automated or manual disaster recoveries. In this way, organizations 
can tailor the form of replication they are using according to the 
specific disaster recovery plan they have put in place and then adapt 
it over time as their needs change.

Feature #3 
Viable Disaster Recovery Solution 
The high rates of success that organizations experience when 
using disk for backup can free them to focus on a part of their data 
protection plan that they may have overlooked or neglected in the 
past: Implementing a viable disaster recovery solution. 

Eliminating the requirement to troubleshoot tape media or failed 
backup jobs is opening the door for more organizations to analyze 
“what if” scenarios, and how they might recover their application 
data offsite should a disaster strike at their primary site. So as they 
consider different disaster recovery scenarios, more are looking to 
their backup software as their first line of defense in facilitating 
these recoveries. 

To accommodate this rising need, backup software now needs to offer 
features that facilitate both automated and manual offsite disaster 
recoveries. This is done in two ways. The backup software needs to 
provide a means to either continuously or on a scheduled basis replicate 
backup data offsite. In this way, data is always offsite and ready to be 
recovered should a disaster strike the primary site. 

However, not all organizations have access to a secondary location to which 
they can replicate their backup data or, if they do, they may not want or need to 
replicate all of their data due to cost and/or network bandwidth constraints. 
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Feature #4 
Scalability 
A backup software solution that is “scalable” does not refer to a single feature 
but rather an aggregation of three. Each of these features should be able to 
scale up and/or out in such a manner that the backup software solution may 
be classified as “scalable.” The three specific areas in which backup software 
now needs to scale include: 

 » Server virtualization. Server virtualization generally means 
an increase in the number of virtual machines (VMs) it has to 
protect. To accommodate this growth, the backup software 
should integrate with the respective virtual operating system 
platforms so the backup software can detect when new VMs are 
created as well as identify which VMs are not being protected. 

 » Backup server processing. As more application servers (physical 
or virtual) are protected, it requires more physical resources 
(CPU, memory, network and storage) on the backup server to 
accommodate these backups. Yet in this case deploying bigger, 
more robust servers to host the backup software may not be the 
answer as these servers are time consuming to maintain and 
expensive to deploy. Rather the backup software should facilitate 
a scale out approach where, as more processing power is needed 
to do backup processing, additional servers may be deployed to 
meet these increased workloads. 

 » Licensing. One reason that is rarely publicly stated but which 
may explain why many applications go unprotected is the 
licensing fees associated with backup software. This is a cost 
that organizations too frequently overlook when deploying a 
new application so they decline to backup the application when 
confronted with this cost. To prevent this from happening, 
backup software should remain affordable and at a fixed cost 
even when it is more widely deployed. This way organizations are 
not forced to make a decision about whether or not to protect an 
application because of onerous licensing fees. 

Feature #5 
Broad OS Support 
Supporting a broad number of operating systems almost fits under the 
“Scalable” feature but it merits standing on its own for one simple reason: 
As organizations virtualize, consolidate and centralize their infrastructure, it 
creates a need for them to select a single backup software solution that protects 
all of the OSes in their environment. 

Research firms confirm that many organizations may use three or more backup 
software platforms. This in part occurs because each department or business 
unit within an organization is responsible for its backups and chooses its own 
backup software solution so they end up with multiple solutions. 

But when virtualization, consolidation and centralization take place, 
organizations want one backup software solution so they can centrally manage 
backups and recoveries across their infrastructure regardless of the OS on which 
the application is running. Further, as their infrastructure continues to grow, 
they want a standardized methodology to deliver backup and recovery across 
the enterprise. This can only occur if the backup software solution supports a 
large number of operating systems and the applications running on them.
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R1SOFT CDP PROVIDES THE FIVE CORE FEATURES NEEDED FOR A 
SUCCESSFUL BACKUP REDESIGN INITIATIVE 
It is as organizations look to deploy a backup software solution that fully leverages the 
benefits that disk has to offer, it behooves them to examine all available solutions. As they 
do so, they will find that R1Soft CDP backup software solution offers these five core new 
features that organizations need to ensure the backup software they select as part of their 
backup redesign initiative delivers what they need. 

As its name implies, R1Soft CDP is designed from the ground up to continuously backup 
data using disk as its primary backup target. Built upon this foundation, it creates the 
opportunity for organizations to daily create multiple recovery points for each application’s 
backup. Further, R1Soft has gone above and beyond in architecting its solution to arguably 
make it one of the best in the business in facilitating bare metal restores for any application 
with little or no human intervention required. 

Organizations can also get started with an integrated disaster recovery solution using 
R1Soft. Its high bandwidth replication can automate the offsite replication of data and, for 
those organizations that do not have an offsite location to which to replicate data, they can 
still institute a more manual DR solution using R1Soft’s local disk safes which permit the 
copying of backup data to removable disk media. 

Finally, R1Soft provides the type of scalability and broad OS support many organizations 
seek out. R1Soft’s attractive upfront price point and favorable licensing model enables 
organizations to get started on their backup redesign initiative almost immediately. 

Each R1Soft CDP supports up to 100 clients per CDP server so organizations can 
immediately protect a sizeable percentage of their application servers. Then as organizations 
either grow or consolidate their environment, they can affordably add on more CDP servers. 

R1Soft’s broad OS support also gives it an edge over competing backup software solutions. 
While many of its competitors do support multiple operating systems, R1Soft protects all of 
them using CDP. This is a claim that few of its competitors can make. 

Organizations are rapidly transitioning from tape to disk as their 
primary backup target. But as this occurs, a larger more profound 
change is occurring within organizations. They are discovering that 
using disk as a primary backup target enables them to change their 
entire approach to backup. 

This change in backup strategy highlights the importance of 
having the right backup software solution in place that takes 
full advantages of the benefits that backup to disk offers so 
organizations can successfully execute upon their backup redesign 
initiatives. 

As R1Soft CDP already delivers the five features that backup 
software needs to offer now, organizations can use it to complete 
their backup redesign initiatives more quickly and affordably while 
putting in place a solution that will position them to meet their 
future backup requirements.


