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BIG DATA SECURITY ANALYTICS AND ADVANCED PERSISTENT THREATS 

In this unprecedented period of advanced persistent threats (APTs), organizations must take advantage of new 

technologies to protect themselves. Detecting APTs is complex because unlike intensive, overt attacks, APTs tend 

to follow a “low and slow” attack profile that is very difficult to distinguish from normal, legitimate activity—truly a 

matter of looking for the proverbial needle in a haystack. The volume of data that must be analyzed is 

overwhelming. One technology that holds promise for detecting these nearly invisible APTs is Big Data Security 

Analytics (BDSA).  

In this technical paper, I will demonstrate three ways that the BDSA capabilities of HP ArcSight can help to fight 

APTs: 

1. Detecting account abuse by insiders and APTs  

2. Pinpointing data exfiltration by APTs  

3. Alerting you of new program execution  

DETECTING ACCOUNT ABUSE BY INSIDERS AND APTS 

Everyone—legitimate users, malicious insiders, and APTs—log in with some account that determines that entity’s 

access. The easiest way to steal information that one doesn’t already have access to is to become someone else by 

logging in with another’s credentials.  

If you have authentication event data, the ability to analyze 

that data, and access to certain non-event data to help filter 

out false positives, you can detect likely situations of account 

abuse. This BDSA technique operates on the premise that in 

most scenarios, a given client PC is associated with a specific 

user. Of course, there are exceptions, which I will address 

later in this paper. But in general, if you detect that user 

attempting to use someone else’s credentials, you have a 

possible case of account abuse. If you have access to certain 

non-event data, you can automatically identity legitimate 

cases of multi-account use and avoid sounding a false alarm. 

The first step is to collect all the authentication events that 

your centralized directory logs. In an Active Directory 

environment, enable “Audit Kerberos authentication service” 

on all domain controllers and collect their security logs into 

HP ArcSight. You now have a complete record of all attempts 

to authenticate with domain credentials for your entire 

environment. Kerberos authentication ticket (aka ticket-

granting ticket, or TGT) events identify the account that 

someone attempted to log on to and the IP address of the 

client as shown in the adjacent figure. 

The next step is to identify cases in which authentication of 

multiple accounts was attempted from the same client. 

Event ID 4768 
A Kerberos authentication ticket 
(TGT) was requested. 

Account Information: 

   Account Name: Administrator 

   Supplied Realm Name: acme-fr 

   User ID: ACME-FR\administrator  

Service Information: 

   Service Name: krbtgt 

   Service ID: ACME-FR\krbtgt  

Network Information: 

   Client Address:10.42.12.36 

   Client Port: 0  

Additional Information: 

   Ticket Options: 0x40810010 

   Result Code: 0x0 

   Ticket Encryption Type: 0x12 

   Pre-Authentication Type: 2  
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Unfortunately, in DHCP environments that task might not be as simple as relying on an IP address; a computer’s 

address can change. How you address this step depends on your environment. Many environments have a very 

stable IP configuration with low turnover in IP addresses. Client PCs that routinely retain the same IP address for 

weeks at a time because of the DHCP server’s long lease times and large IP address range. In such environments, 

you might choose to keep things simple instead of trying to factor in DHCP lease renewal failures that result in a PC 

getting a new address. 

If you need to take into account such lease renewal failures, then it becomes necessary to figure out which IP 

address a system had at any given time. There are two possible sources of this information: your DHCP servers’ log, 

or events logged by the domain controller audit policy “Audit Kerberos service ticket operations”. To use DHCP 

server logs, you must take the client IP address from a given Kerberos authentication ticket event, then find the 

most recent lease/renewal event from DHCP for that IP address that precedes the Kerberos event’s date-time. You 

can then associate the username of the Kerberos authentication event with the computer name in the DHCP 

event. 

An alternative to using DHCP logs is to use an additional category of domain controller audit events: Kerberos 

service ticket operations. In Kerberos, after you initially authenticate to the domain controller (thereby obtaining a 

TGT), you then obtain a service ticket for each system that you access, including your local workstation. For each 

such service ticket, domain controllers log event ID 47691 and the service name field of that event corresponds to 

the computer’s account name in AD. For successful logons, you can easily correlate a user’s account name with the 

user’s computer name by looking for the first service ticket operation following a TGT where the user account 

name matches between the 2 events and the service ticket’s server name is not krbtgt or the name of a domain 

controller. The service name of that event is the name of the user’s workstation.  

Note that you must ignore service ticket events in which the service name is a domain controller. When you log on 

to Active Directory, Windows automatically obtains a service ticket to the domain controller to facilitate the 

application of Group Policy. You can hard-code a static list of domain controllers into your correlation logic, but if 

your SIEM has BDSA capabilities then it should be able to leverage a variety of information, not just event records. 

In that case, you want your SIEM to leverage an up-to-date list of domain controllers, regularly obtained from 

Active Directory by using an LDAP query that simply lists the object names in the Domain Controllers organizational 

unit of any given domain. 

One other factor in using Kerberos service ticket events to translate client IP addresses to workstation names is 

that service tickets are issued only after a TGT is successfully granted. If a user is trying to guess the password of 

another account, authentication fails and a service ticket that identifies the name of the workstation is never 

issued. In such cases, domain controller logs provide only the name of the user and the user’s client IP address. 

Therefore, if you don’t have a stable DHCP-assigned IP address environment and can’t leverage DHCP server logs, 

you might need to omit authentication failures from this account-misuse scenario. 

Whether you use DHCP events or Kerberos service ticket operations, at this point you have a list of authentication 

attempts with the user account name and workstation name. Now it’s simply a matter of finding cases of multiple 

usernames for the same workstation name.  

Of course, there are exception scenarios in which this behavior is perfectly legitimate: 

                                                                 

1 http://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=4769  
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 Computers that shift workers use 

 Workstations in a “hotelling” workspace environment 

 IT staff PCs on which administrators routinely log on with their normal account and a separate privileged 

account 

 Tech support cases in which IT staff must log on with their credentials to solve a problem on an end user’s 

PC  

In these situations, BDSA-capable SIEMs can again leverage non-event data to make event analysis more 

intelligent. For instance, computers in the first three scenarios are likely in an organizational unit that identifies 

them as the type of workstation that has multiple users or accounts. The fourth scenario could benefit from a data 

feed from the Help desk ticketing system. 

HOW HP ARCSIGHT DOES IT 

To show an example of how to implement account abuse detection in HP ArcSight, let’s take the most common 

scenario: workstations with dynamically assigned IP addresses. We will collect DHCP server logs in addition to 

domain controller Kerberos events. Assume that domain controllers and servers that routinely have different users 

logging on to them have static IP addresses and do not appear in the DHCP logs. 

Now, we begin building 

the core of this 

detection scenario with 

an active list called 

WorkstationCurrentIP. 

This list comprises two 

columns: computer 

name and IP address. 

The list builds itself from 

lease and lease renewal 

events that are 

collected from DHCP 

servers. The list 

maintains one unique 

row for each IP address 

and keeps the computer 

name found in the most 

recent event for that IP 

address. Thus, we have 

a list of each 

workstation and its 

current IP address, 

automatically updated 

when a workstation receives a new address.  

Any computers that multiple users share should be filtered from this list by naming convention or by regularly 

extracting a list of such computers from Active Directory, using appropriate criteria.  

Active List:
WorkstationCurrentIP

Active List:
UserWorkstation

DHCP
Logs

Leases 
Renewals

Domain
Controller
Security 

Logs

Kerberos 
Service 

Ticket Events
Rule

Alert
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Next we will build a second active list called UserWorkstation. This list is composed of two columns: username and 

computer name. The list will be fed by service ticket events, which are evaluated against the same list before 

adding an entry, using the following logic: Service ticket events in which the username includes a dollar sign are 

immediately discarded. (These events indicate a computer logon.) Next, the service ticket’s client address is 

filtered against the WorkstationCurrentIP active list.   

If the IP address isn’t found in the list, the event is discarded; the logon was not at a DHCP client workstation and 

thus is out of scope. If the IP address is found in WorkstationCurrentIP, take note of the corresponding computer 

name from that row in WorkstationCurrentIP by using a variable called EvalWorkstation.  

Next, look in the UserWorkstation list for that workstation name. If the computer name isn’t found, a new entry, 

with the username from the service ticket event and the EvalWorkstation variable, is added to UserWorkstation. 

We can thereby establish the user that is associated with this workstation. If the computer name is found in 

UserWorkstation and the username of that row matches the username of the service ticket event, then ignore the 

event: It is just another occurrence of the user logging onto his or her workstation.  

However if the service ticket’s username does not match the username in UserWorkstation, then you have 

detected a second user account logging into that workstation. This calls for two actions. First, fire an alert to 

investigate this logon and supply the computer name, IP address, and old and new usernames. Second, replace the 

old username in the current UserWorkstation row with the new username. Doing so prevents further alerts when 

the same user logs on to that workstation. If the security analyst determines that the workstation has been 

assigned to a new user, then no further action is needed; active list has been updated automatically.  

PINPOINTING DATA EXFILTRATION BY APTS 

The ultimate goal of most APT actors is to steal your information. At some point, they must upload that 

information to their command-and-control server. Hopefully you have multiple layers of defense that try to 

prevent or detect APTs much earlier in an attack. If you can analyze inbound and outbound Internet traffic, you 

have a good chance of detecting data exfiltration before it gets too far.  

This BDSA scenario is based on two assumptions that are fairly safe to make for the majority of users at most 

organizations. First, assume that the APT does not throttle the rate at which it uploads information to its 

command-and-control server. Second, assume that most users’ Internet usage consists of browsing information 

sites and therefore downloading more bytes than they upload, which is in keeping with typical web usage. 

To detect data exfiltration, look for instances in which a user’s normal baseline ratio of downloaded versus 

uploaded bytes per hour suddenly reverses itself. To do so, you need an event feed from a firewall or proxy server 

that tells your SIEM how bytes per hour are sent and received to and from the Internet, per user. However, most 

firewalls can’t link traffic to users, only to IP addresses. But as we saw in the previous scenario, there are methods 

to link user to client IP address, using either Kerberos events or DHCP server logs. Proxy servers, however, often 

require user authentication and therefore make it easy to analyze Internet traffic patterns on a user-by-user basis.  

You have several choices when establishing the baseline for outbound and inbound traffic. Is the baseline static, or 

do you dynamically update the baseline over time? Do you determine a single baseline that applies to all users, or 

do you maintain separate baselines that are specific to each user’s individual habits? Is the baseline a simple 

bytes/hour threshold, which is more prone to false positives that are triggered simply by peaks in users’ Internet 

access? Or can you compute a ratio of outbound-to-inbound data, which automatically filters out simple peaks in 

normal Internet activity but still identifies when a user is uploading much more data than normal in comparison to 
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the user’s current usage level? These decisions depend largely on the quality of your data feeds and the BDSA 

capabilities of your SIEM solution. 

When your SIEM solution detects a user whose outbound traffic exceeds your bytes/hour or normal outbound-to-

inbound ration by a sufficient amount, the next step is to use any available information sources to filter out false 

positives. Over time you will identify classes of users whose job requires them to perform large uploads that throw 

them out of normal inbound-to-outbound proportion. Again taking advantage of the variety aspect of big data, a 

BDSA-capable SIEM solution can leverage a user’s identity information and possibly filter out alerts for job titles or 

departments that are known for disproportionate upload ratios. Of course, adding logic like this always opens 

possibilities for true positives to sneak through undetected. But security operation centers (SOCs) cannot chase 

down every rabbit hole; you must triage your efforts. 

HOW HP ARCSIGHT DOES IT 

This complex scenario requires the use of HP ArcSight features to create advanced behavior. For this scenario, 

assume that end-user computers have dynamically assigned IP addresses. In addition to DHCP server logs, we will 

collect firewall, router, or proxy server logs that on some frequency provide a count of inbound and outbound 

Internet bytes with internal IP 

addresses. 

Tracking and aggregating the 

total bytes in and out per client 

in real time is difficult on a 

large-scale basis. It can be 

done, but ties up significant 

resources using traditional 

features and functionality. To 

deal with this big data issue in 

real time, you can use an HP 

ArcSight feature called data 

monitors. This feature can 

perform statistical analysis of 

specified fields within selected 

events.  

In this case, maintain a data 

monitor for each DHCP-assigned address; the monitor keeps a moving average of bytes in and out. The monitor 

generates an internal event at a set frequency (such as 15 minutes), providing summary data about the IP address 

and its Internet traffic.  

We then create a rule that analyzes events from the data monitor and compares the ratio of inbound and 

outbound traffic to the established baseline. When the outbound traffic exceeds the baseline by an excessive 

amount, the rule fires an alert with the client IP address and most recently associated username. This action 

prompts the security analyst to investigate the offending client. The analyst can use pre-built queries to analyze 

the IP addresses, domains, and URLs to which that client is sending data and may contact the user associated with 

that computer.  

Active List:
WorkstationCurrentIP

Data Monitors

DHCP
logs

Leases and 
renewals

Rule

Alert

Internet
Traffic
Logs

Baseline
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ALERTING YOU OF NEW PROGRAM EXECUTION 

The Achilles heel of APTs is their dependence on executing malicious code in your environment. You can 

implement a host of preventative controls to stop untrusted code from entering your network and executing, but 

BDSA provides an additional detective control to build out your defense-in-depth strategy.  

Operating systems can easily be configured to log process creation. For instance, in Windows simply enable the 

“Audit process creation” audit category and to begin logging event ID 46882. This event provides the full pathname 

of the executable, the user account under which the process ran, and the ID of the parent process that started the 

executable, as shown in the adjacent figure. 

The key is to collect this information from all computers on the network, including your numerous endpoints. With 

the many servers and workstations 

that a large organization can have, 

this translates to many events and is a 

great example of BDSA. 

Collecting events from endpoints is 

especially challenging because of the 

quantity of systems and the 

occasionally connected nature of 

laptops. If installing agents on each 

endpoint is impractical or if you 

cannot actively poll each endpoint for new events, a Windows feature can solve the problem. Windows event 

forwarding allows you to configure systems to forward selected events to the event log of another system. Event 

forwarding can be optimized to conserve bandwidth and gracefully handles periods when the system is 

disconnected from the network. You can even configure event forwarding to forward events over the Internet, 

using SSL/TLS. Using Group Policy to centrally deploy and manage the event-forwarding configuration, you can 

easily configure all your endpoints to forward process start events to one or more central systems, which your 

SIEM solution then monitors. 

What is your criteria for identifying a new program? Do you build a single enterprise-wide list of all known 

programs and their pathnames? Or do you maintain a different list of programs for each computer? Unique lists 

for each computer might at first seem the better approach, but this can lead to false positives triggered by the 

installation of new but legitimate software on systems over time. True, unique lists can be valuable operationally 

and, from a change-control perspective, knowing about the first execution of even trusted software can be useful. 

But SOCs usually have enough on their hands just pursuing security-relevant events.  

Assuming that you maintain a single list of known programs for the entire organization, how do you initially build 

that list, and how do you maintain it? You could build the initial list through some file system scans, but it’s 

probably easiest to have your SIEM solution simply learn the list from the activity that is analyzed over an 

observation period. During this period, each process event that monitored systems log contributes a new entry to 

                                                                 

2 http://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=4688 

Event ID 4688 
A new process has been created. 
Subject: 
   Security ID:  WIN-R9H\Administrator 
   Account Name:  Administrator 
   Account Domain:  WIN-R9H529RIO4Y 
   Logon ID:  0x1fd23 
Process Information: 
   New Process ID:  0xed0 
   New Process Name: C:\Windows\System32\notepad.exe 
   Token Elevation Type: TokenElevationTypeDefault (1) 
   Creator Process ID: 0x8c0 
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the list, if the program and pathname are new. After that learning period, new programs generate an alert instead 

of being added to the list.  

How do you deal with legitimate new programs and prevent a constant flood of false positives as new programs 

are executed for the first time? The question is especially relevant to patching. One way might be to include logic 

in your correlation rules to automatically add new programs after a specified number of executions in the overall 

environment. Without any specific logic for suppressing alerts that relate to patches, this approach results in your 

SOC dashboard initially lighting up when a new patch starts rolling out across endpoints but automatically dies 

down in time. If the SOCs understand or have access to patching schedules, they can easily confirm that the source 

of the blip is patching and take no further action. The SIEM solution will automatically ignore systems that are 

patched in the future. This kind of expected false positive can be beneficial, as it provides regular, positive 

confirmation that the control is working as intended.  

HOW HP ARCSIGHT DOES IT 

To detect new programs executing in your environment, create an active list called KnownExecutables, with one 

column: the fully qualified pathname of executables. During the learning stage, create a lightweight rule that 

triggers on new process events. Have the rule’s action add the pathname of the executable to the 

KnownExecutables active list.  

When the learning period is over, disable the add-to-list rule and create a new rule that alerts when new processes 

that are not in the KnownExecutables execute.  

You need to include 

some kind of logic 

for dealing with 

new executables. 

Immediately adding 

the executable to 

the 

KnownExecutables 

list after alerting 

the first time it 

executes would be 

unwise, since you 

would not be 

alerted if the same 

executable spread 

to other systems. Still, if the executable is a legitimate patch hitting thousands of systems, you don’t want an alert 

every time it executes until you can manually add it to the KnownExecutables list.  

One way to handle new executables after the initial, first-time alert is be to add the new executable to another 

active list called NewExecutables, with two columns: the pathname and a counter that is incremented each time 

the program is subsequently executed. This active list can drive a dashboard that charts the rate at which the new 

program is executing. That chart, combined with an active channel showing first time executions of new 

executables, provides an at-a-glance view of new program activity across your entire network. Analysts can drill 

Active List:
Known Executables

Windows
Security

Logs

Process
Start Events

Rule

Alert

Active List:
New Executables
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down into the activity to track new programs and can determine whether to add them to the KnownExecutables 

list or initiate an incident response. 

As stated earlier, this alerting mechanism is false-positive prone but in a beneficial way. It is a threat-intelligence-

gathering use case that can teach analysts about their environment so that when a real threat occurs, they know 

more about what is and isn’t valid. 

LEARN MORE ABOUT HP ARCSIGHT 

As you can see from these scenarios, BDSA is a reality today with HP ArcSight. By combining multiple event sources 

and non-event information from Active Directory and storing temporary values in variables, you can perform 

sophisticated correlation of massive amounts of data to find the needle in the haystack and stop APTs in their 

tracks. 

The HP ArcSight Security Intelligence platform helps safeguard your business by giving you complete visibility into 

activity across the IT infrastructure—including external threats such as malware and hackers, internal threats such 

as data breaches and fraud, risks from application flaws and configuration changes, and compliance pressures from 

failed audits. This industry-leading SIEM solution enables you to collect, analyze, and assess IT security, enterprise 

security, and non-security events for rapid identification, prioritization, and response. 

Key features include the following capabilities: 

 Automate pattern analysis, protect application transactions, and secure information. 

 Integrate correlation and log management, automate operations, and search terabytes of data in seconds. 

 Store and manage all your log data, automate compliance reporting, and gain business intelligence. 

 Solve the big data security problem with Big Security intelligence for the increasing volume, velocity, and 

variety of data. 

In today’s business environment, have access to the right information gives you the ability to make crucial 

decisions. Businesses need to protect their intelligence as it accumulates much faster because of big data. With HP 

ArcSight ESM, you can process big data events at faster speeds and get results in real time so that your business 

has the security information it needs when it needs it the most. With HP ArcSight CORR-Engine, security-event 

monitoring is simple, intelligent, efficient, and manageable. 

To learn more about the big data technology in HP ArcSight, read “Big Security for Big Data” at 

http://www.hpenterprisesecurity.com/collateral/whitepaper/BigSecurityforBigData0213.pdf. 
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ABOUT HP ENTERPRISE SECURITY 

Enterprises and governments are experiencing the most aggressive threat environment in the history of 

information technology. Disruptive computing trends greatly increase productivity and business agility—but at the 

same time, introduce a host of new risks and uncertainty. Based on market-leading products from ArcSight, Atalla, 

Fortify, and TippingPoint, the HP Security Intelligence and Risk Management platform enables your business to 

take a proactive approach to security that integrates information correlation, deep application analysis and 

network-level defense mechanisms—unifying the components of a complete security program and reducing risk 

across your enterprise. 
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