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Overview
Around the world, public and private institutions store massive amounts of data: customer data, internal 
corporate data, and intellectual property. In today’s world, data is the lifeblood of business; it has become a 
currency in its own right. For businesses, data represents overall positioning and strategy, technological and 
marketing differentiation, trade secrets, and competitive advantage. 

As a result, it is seen as a lucrative source of revenue for malicious actors, who break into protected networks 
and begin exfiltrating (extracting a remote system) that organization’s most sensitive information –– often 
going undetected for extended periods of time. This risk is compounded by a number of important workplace 
trends: telecommuting, social engineering, and Bring Your Own Device (BYOD) as well as and growing volumes 
of sensitive data. CISO’s, who are entrusted to protect the systems and data of the institutions for which they 
work, have their work cut out for them.

Consider the Possibilities 
There is a right time and a wrong time to wonder how hackers, cyber thieves, or other malicious actors could 
possibly get past your organization’s defenses and start helping themselves to your data, or doing other 
damage to your network or systems. The right time is right now. Today. You want to be aware of this possibility 
and acting on it before any damage is done. The wrong time is on a Monday morning, before your first cup of 
coffee, when your entire business is reeling from a breach which has already occurred.  

Unfortunately, that possibility is all too real; the threat is a growing one. 

How could such a thing possibly happen to your organization? Let’s try answering that question and, more 
importantly, let’s look at some ways that outcome can be prevented.

 
Figure 1: The threat is real
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The Usual Suspects
While there are a variety of causes of data breaches, some recent studies indicate that the three most common 
initiators of data breaches are:

1. Well-intentioned victims, who cause the breach with no intention of doing so, usually through careless  
 actions. These are most often security policy violations. 

2. External parties, where an adversary finds a weakness in the institution’s defenses, exploits that weakness,  
 and steals. 

3. Malicious insiders who have the same motivations as any other cyber-thieves, but who have the advantage  
 of working from the inside. This group is the fastest growing segment; the incidents they cause are often  
 some of the costliest data breaches.

This mix of potential culprits tells us that any effort to prevent breaches or mitigate their damage must 
be predicated on a holistic view of your network and the data that supports it. You have to look at what is 
happening both on the inside and the outside. 

How Networks Are Compromised
A data loss event does not occur in a vacuum; often the preparation and analysis of a target has taken place for 
a considerable period of time. The hypothetical timeline shown here is loosely derived from some of the high-
profile data loss events over the past year:

During the first stage, a malicious actor will be working to understand the layout of the victim network, looking 
for potential exploits that can get them in. In the second stage, malicious actors use one of the identified 
exploits from the first stage to deploy malware to the victim network. In the third stage, they put the software in 
place required to package and exfiltrate data from the victim network in a discrete manner. In the fourth stage, 
data is moved from the victim network either in small pieces or in one large push.

Requirements of a DLP System
Defending against data breach requires a strategy that focuses on identifying the precursors and indications of 
malicious actors early on. An effective Data Loss Prevention (DLP) strategy consists of five core steps:
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Figure 2: Malicious actors compromise processes
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1. Collect All Data - Collect data from across the enterprise in order to produce a complete threat picture. 
Many organizations collect data in a variety of forms and formats at different locations and then never bring 
it all together. Collection of all relevant data is essential for analysis of known and identification of as-yet 
unidentified threats.  

2. Correlate – Understanding activities of advanced threat actors requires correlation of base sets of data such 
as Netflow with Intrusion Detection System (IDS), contextual, statistical information on past observations, and 
threat data sources such as known exploits for a given port. Analysis of the major data breaches of 2013 show 
that data correlation was a major challenge for the victim organizations.

3. Identify Threat Activity Early – Develop techniques and analytics for identifying threat actors as early in 
the “Compromise process” as possible. In many cases, the scanning and probing will occur over time – which 
requires network defense organizations to work with more data to detect these activities. 

4. Watch “High Value Target” transmission patterns – Identify High Value Targets on networks and monitor 
all interaction patterns with other hosts, with an eye for any change, no matter how subtle.
Monitor what malicious actors learn – Reconstruction of a network attack requires analysis of what systems 
malicious actors are interested in and what they have learned about those systems.

5. Monitor what malicious actors learn – Reconstruction of a network attack requires analysis of what systems 
malicious actors are interested in and what they have learned about those systems.

Platfora Combats Data Loss
Platfora is a Big Data Analytics platform that provides organizations a new weapon in the ongoing struggle 
against data breaches. The Platfora Network Security Solution delivers rapid, high-powered, self-service 
security analytics to the hands of network administrators and network security analysts. Working alongside 
your existing security infrastructure, the solution leverages Platfora Big Data Analytics both to augment your 
existing systems and to open up whole new levels of security capability not previously available. The solution 
natively leverages the deep processing, scalability and infinite storage of Hadoop. It includes templates and 
customized services to address the most critical network security use cases. As we will demonstrate in the 
following sections, it supports the five steps for effective DLP as outlined above.

1. Platfora Collects All Data – Platfora provides a highly scalable secure platform for managing network 
security data. Not only does Platfora provide a solution for collecting all of the data, it makes the data easy to 
use and work with. Platfora is powered by Hadoop and supports structured and unstructured data natively out 
of the box.

 

Figure 3: The Data 
Catalog provides a 
simple-to-use interface 
for interacting with data
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2. Platfora Correlates – Platfora provides a platform for high-speed, deep correlation of events. In order to 
analyze network data, it is essential to be able to correlate different types of data, including Netflow data, IDS, 
as well as other sources. Moreover, one of the keys to the prevention of data loss is the correlation of disparate 
events, which is often not possible using legacy technologies. As shown in Figure 4, with Platfora a network 
security analyst can easily correlate data about who is accessing the network and for what, in this case the top 
100 downloaders, with intrusion-detection data, in this instance from the SNORT intrusion detection system. 
The correlated data is presented in a Vizboard, a Platfora interactive visual environment that provides dynamic 
contextual information as the analyst explores the data.

3.	Platfora	Identifies	Threat	Activity	Earlier	– Recent studies show that one of the key elements to thwarting 
malicious actors is identifying them during the probing and discovery phase of compromise. The Platfora 
Network Security Solution builds on this lesson learned, identifying scanning and probing activity from day one.

Figure 4: Platfora 
correlates Netflow with 
blacklist, geo-location 
information, IDS 

Figure 5: First stage port discovery scanning by 
potentially malicious actors
As shown in Figure 5, the Platfora Network Security 
Solution provides out-of-the-box capability for detecting 
malicious actor activity earlier in the process than 
would be available through analysis in a conventional 
environment. The Y-Axis shows the incoming IP address 
(SIP), the X-Axis shows the destination ports being visited. 
The result is a highly intuitive visual user experience that 
reveals significant details about organized scanning and 
probing activity by external actors.
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4. Platfora Watches “High Value Target” transmission patterns – Another key element to preventing data 
loss is early detection of network interactions that should not be occurring. The Platfora Network Security 
Solution provides an out-of-the-box capability for monitoring interactions across the entire network.

5. Platfora Monitors what malicious actors learn – One of the often overlooked elements of network security 
is the process of creating a “Malicious Actor View”. This view is essential, given that it provides a window to 
what potentially malicious actors know about your network.

The Time Is Now
Platfora’s Big Data Analytics capability can serve as a major strategic asset for protecting your network from 
data breach or mitigating the effects of a breach which has already occurred. With Platfora, you can keep your 
network secure through an enhanced ability to monitor traffic, behavioral, and other data for the tell-tale signs 
of malicious intent. If the time to consider how a data breach might negatively impact your business is now, 
then now is also the time to take a closer look at Platfora, and what it can do to protect your organization’s 
network, systems, and data.

Figure 6: Potential data theft by malicious actors
Figure 6 shows one of the visualizations that is part of 
the Platfora Network Security Solution. This dashboard 
enables network analysts, in a single view, to determine 
destinations for outbound flows from protected 
networks. In this case, the dashboard highlights data 
being moved to an address located in Brazil. The Y-Axis 
shows the amount of data expressed in bytes outbound 
from the network. The X-Axis shows the distance 
between the Source IP address and Destination 
IP address. The visualization combines these two 
attributes to highlight instances where unusual activity 
is occurring, in particular substantial movement of data 
to a destination outside this organization’s usual sphere 
of business interactions.

Figure 7: Malicious actor view of the network

This figure shows another dashboard that  
is included in the Platfora Network Security  
Solution. On the Y-Axis are the source systems  
communicating with destination systems (X Axis) 
resident on the protected network.  Context 
overlays provide over an event provides additional 
information on the monitored event as you pass  
your cursor over the visualization elements. Here  
we see that the malicious actor is 203.251.81.26, 
which has attempted to gain information on  
over 38,000 time over known exploitable  
internal destination ports. This kind of immediate, 
contextualized information is critical for identifying 
and mitigating data breaches.
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About Platfora

Platfora is the #1 native Big Data Analytics platform for Hadoop. Platfora puts big data 
directly into the hands of line-of-business people through self-service analytics that 
help them uncover new opportunities that were once impossible or impractical across 
transaction, customer interaction and machine data. An interactive and visual full-stack 
platform delivered as subscription software in the cloud or on-premises, Platfora Big Data 
Analytics is creating data-driven competitive advantages in the areas of security, marketing, 
finance, operations and the Internet of Things. Leading organizations such as Citi, Comcast, 
DirecTV, Disney, Edmunds.com, Opower, Riot Games, Vivint and The Washington Post use 
Platfora.www.platfora.com 
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