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Making BYOD work
Real-world implementations of BYOD programs yield six lessons in how to enable 
user choice without compromising security

i By Serdar Yegulalp 

THE BYOD (BRING YOUR OWN DEVICE) phe-
nomenon has become a fact of the modern business 
world. Already more than half of all companies sup-
port a policy allowing employees to bring their own 
mobile devices into the workplace, and that proportion 
is only expected to grow. That doesn’t mean support-
ing BYOD is easy: If BYOD is to deliver real benefits 
— both for the company and its employees — busi-
nesses must take security, usability, and user needs 
and behavior seriously.

In this Deep Dive, we’ll profile a number of for-
ward-thinking companies and organizations that did 
just that, achieving success after embracing the con-
cept of user empowerment through BYOB. We’ll also 
examine how we got to this point--how businesses 
have evolved their IT and management approaches to 
enthusiastically accommodate user oriented technolo-
gies in the workplace.

BYOB may initially have been forced on business 
by users agitating to bring their own devices to work, 
but that ground-up movement has had unexpected 
benefits. As it turns out, BYOB can provide compa-
nies and the people who work for them with radical 
new tools of empowerment. BYOD is only effective, 
however, if it’s done right. Simply allowing anyone 
to bring in an iPhone and hoping for the best isn’t a 
formula for success. 

To best understand what users expect, and how 
those demands can lead to smarter policy decisions, it 
is useful to look at the roots of the phenomenon. Many 
point to the so-called “consumerization of IT” (CoIT) 
as the source of the movement. In fact BYOD goes 
back much further, as businesses have been forced 
to become leaner and more agile during the past 40 
years. As tech tools have gotten more sophisticated, 

people have gotten more efficient: What once required 
a staff of five with typewriters, filing cabinets, and 
PBXes now takes a party of one with an iPhone and a 
laptop (or maybe even a tablet).

These more efficient workers take autonomy for 
granted, and they demand the freedom to use the 
tools they prefer, whether or not corporate policy cov-
ers the use of such tools. The trend is accelerating. A 
2011 IDC survey sponsored by Unisys showed that 
“40 percent of devices used to access business applica-
tions are personally owned by iWorkers, up from 30 
percent in 2010.” 

Given the overwhelming user demand, making 
BYOD work has as much to do with the culture  
of a business as with any technical innovations. 
Companies across a broad spectrum of industries 
(and, presumably, with equally disparate corpo-
rate cultures) are making it work. According to 451 
Research report “Analyzing the Business of Enterprise 
IT Innovation,” BYOD implementations vary widely 
across different companies. American Airlines and 
NHS favored highly managed, tightly locked-down 
approaches, employing only a single OS. Mitsubishi 
Electric and Electronic Arts, on the other hand, per-
mitted a slightly broader range of devices; Chevron 
and Merrill Lynch had the highest density of devices 
in the enterprise and, correspondingly, the greatest 
flexibility for use. 

Interestingly, the two most heavily regulated com-
panies in this list, Merrill Lynch and American Airlines, 
sit at opposite ends of the flexibility spectrum — a clear 
indication that there are multiple paths to BYOD tran-
scendence. The more BYOD implementations you see, 
however, the easier it is to find common threads and 
ground rules. Some are extensions of our own rules 
for doing BYOD right; others may be gleaned from 
the examples that follow.

http://www.infoworld.com/t/consumerization-it/the-real-force-behind-the-consumerization-it-181424
http://www.infoworld.com/d/consumerization-of-it/3-rules-doing-byod-right-200539?page=0,0
http://www.infoworld.com/d/consumerization-of-it/3-rules-doing-byod-right-200539?page=0,0
http://www.infoworld.com
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LESSON 1: MAKE SECURITY AND 
MANAGEMENT BURDENS CONSISTENT
A major aspect of successful BYOD involves secur-
ing existing devices or ensuring new devices don’t 
become a problem. Either way, don’t make the mis-
take of throwing tons of security at something that is 
unlikely to be a problem while ignoring glaring holes 
that might be staring you in the face. 

Example: If you’re encrypting mobile devices such 
as phones because you’re worried about loss, first 
take a look at what your users are carrying around on 
their notebooks. Sensitive data shouldn’t be allowed 
to ride around unencrypted there either. If enforc-
ing full-device encryption is too burdensome, a better 
approach might be to implement policies that keep 
data from lingering on devices in the first place — pro-
vided that doesn’t create more problems than it solves.

SAP took this to heart as part of its BYOD plan, 
which started with the iPad. SAP was among the first 
outfits anywhere, corporate or otherwise, to adopt the 
iPad as a work tool. The company’s plan was fairly 
radical: Bring the device in first, then let the deploy-
ment strategy sort itself out. That sorting out process 
might require replacing existing PCs, accessing SAP’s 
apps and dashboards, or even devising hitherto-unseen 
use cases. Today, more than 12,500 iPads are in use 
at SAP, with many employees having ditched their 
laptops in favor of Apple’s tablet.

Another major component of SAP’s strategy 
involved not burdening the users or IT with unneces-
sary security and management issues. IT does not block 
users from casual yet convenient operations, such as 
copying and pasting, on their devices, as might be the 
case in some other environments. SAP realized that 
such restrictions would only make work harder and 
give users an incentive to work around them. Instead, 
SAP maintains data security by keeping as much data 
as possible on the server and by using the iPad either 
as a simple portal or as an encrypted container for 
nonpersistent data.

The work involved in implementing this scheme 
pays off not just for iPad users but for any other devices 
that might be brought in later — lessening administra-
tive and security burdens for the present as well as 
the future. 

LESSON 2: JUSTIFY SECURITY 
PROCESSES AGAINST REAL RISKS
As BYOD has evolved, it has become clear that data 
and access are more vulnerable than the devices them-
selves. To that end, make sure you are clear about what 
you’re really trying to protect. Then devise security that 
is in line with those goals, not just what tradition or the 
scare of the week dictates.

This has always been true, but it has become even 
more important as product lifespans shorten and new 
devices succeed old ones every few years. That doesn’t 
mean you shouldn’t take advantage of device-level 
encryption or secure containers if they prove valid 
defenses. Just keep in mind that devices come and 
go; data and procedures stay. Also remember that 
the way you access something and the place you are 
accessing it from are at least as important as what 
you’re accessing.

Inside Intel the philosophy of protecting data first, 
protecting it right, and doing it without straitjacketing 
their users is well established. (It makes sense that one 
of the godfathers of the personal computing revolu-
tion would be a BYOD shop.) As of late 2010, Intel let 
users bring their own devices, except for PCs and note-
books (which are all corporate-issued models), and 
focused on protecting data rather than restricting users.

Intel chose a combination of conventional MDM 
(mobile device management) tools — encryption, 
remote wiping, and so on — as well as the homebrew 
concept of “trust zones.” The latter allows modera-
tion of access to data depending on the person, the 
type of data, and also factors such as geography (for 
instance, access from overseas is more restricted, even 
via approved devices). Each user is granted a default 
degree of trust, which is then ramped up or down 
depending on the circumstances. After all, if you can’t 
trust your own people, whom can you trust? Personal 
devices that haven’t been granted BYOD access can get 
on the Internet; they just can’t use corporate resources. 

CIO Kim Stevenson claims all this produces $150 mil-
lion in greater productivity every year, or “$3 in return 
for every $1 invested in BYOD,” through their method-
ologies. What’s harder to put a price tag on, and prob-
ably just as critical, is the receptive work environment 
created by smartly implemented BYOD. Stevenson is 

http://www.infoworld.com/d/mobile-technology/lessons-managing-12500-ipads-181083
http://www.infoworld.com
http://www.infoworld.com/d/consumerization-of-it/afraid-of-byod-intel-shows-better-way-204123
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realistic; she recognizes that some data theft will occur, 
but she decided that trusting the user and working out-
wards was the better way to build security.

LESSON 3: USERS AND MANAGERS, NOT 
IT, ARE THE REAL RESPONSIBLE PARTIES 
IT needs to stop being the go-to guys for security, com-
pliance, and governance. By extension, users, not IT, 
should be disciplined for breaking rules. Furthermore, 
that discipline should be handed down by manage-
ment. It is best to think of IT as an embodiment of 
what the company is doing on every level, not a gang 
of hired guns concentrating on enforcement. 

SAP is again worth mentioning. As noted earlier, 
its BYOD model focuses on moderating data avail-
ability rather than restricting user behavior. The com-
pany keeps a close eye on behavior and responds to 
it. Employees, for instance, are trusted to make proper 
use of their iPads; responsible users are rewarded over 
time with more casual access to sensitive data. The 
genius of this approach: SAP uses its own business 
analytics algorithms to noninvasively determine which 
users deserve more trust. The final arbiter of who gets 
to do what isn’t the IT department, it’s the larger poli-
cies set by SAP’s management.

A company’s work culture should also play into 
the way responsibility is shaped. A business where 
work isn’t done behind desks, for instance, might have 
a more freewheeling attitude. Employees of Sunbelt 
Rentals spend much of their time on the road. They 
recently replaced bulky ring binders with iPhones and 
iPads, both corporate-issued and personally purchased. 
In what might seem like a major break from conven-
tional corporate policy, though, director of architecture 
Dean Moore also allowed employees to load their 
devices with games, movies and video, and to use 
them both on and off the job. In his mind, this created 
greater employee affinity for the devices: they carried 
them around more, responded more quickly to emails, 
and were less inclined to lose them. (Sunbelt does 
insist on the devices being PIN-protected.)

Plus, to Moore, giving a user an iPad isn’t the same 
as giving them license to goof off: A user who is already 
inclined to be unproductive will always find a way to 
do so. CIO Tarek ElHadidi of semiconductor maker 

Freescale, which implemented its own BYOD program 
in 2010, takes the same view. IT shouldn’t be “corpo-
rate time police.” The way users work with their devices 
should be their responsibility and their managers’.

BYOD works best when IT allows the behavior of 
users to stand or fall on its own merits. That way IT can 
concentrate on implementation, rather than policy. As 
Francis Thomine, the CIO of Groupama, noted in CSC’s 
CIO Barometer 2012: A World in Transformation white 
paper: “[The IT department is] a service provider inside 
a service provider.” That isn’t the only model to follow, 
but it’s a useful point of reference to keep in mind.

LESSON 4: DON’T BE TIMID. TAKE 
THE FIRST STEPS TOWARDS BYOD 
WHENEVER YOU CAN 
Look into what users in other enterprises are bringing 
in and see if there might be a home for such things 
within your own walls. Many products that were once 
thought of as consumer-only technologies now sport 
an enterprise-friendly face (say, commodity cloud-stor-
age services). They may require only a little care and 
attention to fit into existing enterprise management 
schemes. If your ear is to the ground, listening to the 
larger world of IT culture and to the smaller world of 
your own users, you’ll be able to meet the next BYOD 
challenge head on.

IBM has historically been highly mobile-enabled, 
with employees taking advantage of company-issued 
BlackBerrys. Over the past couple of years, though, 
IBM has found itself awash in iPhones and other third-
party devices. Rather than let users work out their own 
ad hoc support, IBM CIO Jeanette Horan elected to 
set up a proper BYOD program, where users purchase 
their own device and data plans but receive secure 
computing guidelines and support from IBM. The 
company also provides apps through its own Whirl-
Wind storefront, which supplies both screened third-
party apps and IBM’s own custom-created ones.

LESSON 5: LEARN FROM YOUR OWN 
USERS AND EDUCATE THEM IN RETURN  
Don’t think of implementing BYOD as a top-down 
process, where you pick the devices and everyone else 
follows gamely along. Get a firsthand look at what tools 

http://www.computerworld.com/s/article/9225817/Freescale_BYOD_plan_finds_happy_users
http://www.citeworld.com/consumerization/20998/sunbelt-cio-install-angry-birds-your-work-ipad-i-insist
http://www.citeworld.com/consumerization/20998/sunbelt-cio-install-angry-birds-your-work-ipad-i-insist
http://www.computerworld.com/s/article/9225563/IBM_CIO_discusses_Big_Blue_39_s_BYOD_strategy
http://www.computerworld.com/s/article/9221289/IBM_opens_up_smartphone_tablet_support_for_its_workers
http://www.infoworld.com
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your people want and how they plan to use them. 
Just because you think everyone wants an Apple 

device doesn’t mean everyone does. Plenty of folks pre-
fer an Android phone or even a conventional Wintel 
notebook. Encouraging freedom of choice is a major ben-
efit of BYOD; just make sure your users understand what 
limits might be imposed on their behaviors or access pat-
terns because of their particular technical choices.

Most of the companies profiled here provide some 
degree of education for their BYOD users. Intel, for 
instance, requires new hires to take four mandatory 
awareness classes and an annual refresher course. Any-
one handling confidential company data must take spe-
cial additional courses. So far 19,000 of Intel’s 100,000 
employees participate in the BYOD program, from all 
segments of the company, not just its engineers. 

At Ricoh Americas, CIO Tracey Rothenberger fol-
lowed another “let the users lead” approach after con-
cluding that advances in mobile devices (form factors, 
iterations, technologies) were outstripping internal 
efforts to keep up with the trend. Listening to what its 
users wanted and seeing what they were doing allowed 
Ricoh to create a policy that could embrace any num-
ber of changes in devices. Users pick what they want; 
in turn, Ricoh gets to stipulate company policies for 
employee device usage. For instance, upon leaving the 
company, an employee must bring in the device to 
wipe it; passwords must be a certain length; and so on. 

Companies can also learn from examining the types 
of apps their BYOD employees use. When IBM, for 
instance, noticed that many users were accessing file-
sharing services like Box, the company created its own 
in-house version of the service. In lieu of Facebook, Big 
Blue created “Blue Pages,” an internal social network 
that also functions as a company directory. In the same 
vein, Freescale created Freeshare, an internal social 
network custom-built with Microsoft SharePoint. After 
only a year or so, employees had already created more 
than 150 communities within it. 

LESSON 6: LOOK AROUND FOR  
OTHER MODELS 
As BYOD becomes more entrenched, the success sto-
ries keep mounting. Even more encouraging: BYOD 
examples can be found in all disciplines: the public 

sector, education, heavily regulated industries, and 
bleeding-edge startups. All these positive examples 
provide ample fodder for other businesses to draw 
on, whether they are an existing enterprise or a newly 
minted company.

In 2010, Long Island University took a gamble on 
kick-starting a BYOD plan as a cost-cutting measure. 
The school spent $2.5 million to buy 5,000 iPads for 
both staff and students, gambling on the long-term effi-
ciency of using the iPad (minimal IT oversight; broad 
user familiarity) against the short-term costs of procur-
ing them. To keep the rollout efficient, LIU set up an 
online reservation system for obtaining the devices. 
This, in turn, placed certain requirements on the stu-
dents. Forcing students to tidy up any unresolved 
paperwork or remit any outstanding tuition payments 
before they could get their devices was a great boon for 
administrative efficiency. Since the program’s inception, 
more than 16,000 iPads have been put into service on 
LIU’s campus. (Students using an LIU-procured iPad 
pay a $100 annual fee to help defray costs.)

Another BYOD scheme that bears watching comes 
out of the U.S. Army, which has been evaluating con-
sumer technologies on the battlefield for a while. The 
first step has been to determine whether to use con-
sumer phones, some of which have already been field-
tested in various environments and outfitted with the 
Army’s own array of custom apps. The Army also plans 
to build its own in-field wireless network, with portable 
base stations that provide about a 35 km radius of 
coverage. More than 1,200 devices are being evalu-
ated, from the ubiquitous iPhone to WebOS-powered 
devices. The idea isn’t to settle on any one device 
but to test a device-neutral framework. The Army’s 
approach right now is more CoIT than BYOD, but 
the methodologies for investigating the ways specific 
devices are assayed should be useful to the prospec-
tive BYOD shop.

 

LOOKING INTO A BYOD FUTURE
Given the increased awareness of how BYOD can 
change workplaces, companies that want to embrace 
BYOD face a choice: Allow corporate culture to be 

http://www.citeworld.com/tablets/20966/long-island-university-provides-ipads-all-its-students-heres-why
http://www.infoworld.com
http://www.citeworld.com/mobile/21026/why-richoh-lets-9000-employees-go-byod?page=0
http://www.infoworld.com/d/mobile-technology/us-army-wants-soldiers-have-advanced-smartphones-wireless-technology-282
http://www.infoworld.com/d/mobile-technology/us-army-wants-soldiers-have-advanced-smartphones-wireless-technology-282
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changed by BYOD; use BYOD as an enhancement to 
existing structures; or make BYOD practices subordi-
nate to the current culture.

Ricoh and Sunbelt stand as prime examples of the 
first two approaches. IBM, on the other hand, has gone 
with option three, in large part because the company 
is a creator of information technologies and not just 
a user. That in turn has engendered a long history 
of “eating its own dog food.” IBM’s MDM solution 
employs its own Tivoli Endpoint Manager to provide 
remote device-wiping, and employs IBM Lotus Trav-
eler as the communications portal. (Ricoh does this as 
well, although mainly because of its existing invest-
ment in Lotus Notes.) Likewise, IBM created its own 
versions of the CoIT products BYOD typically ushers 

in (as evidenced by the company’s creation of a Box 
clone). By most accounts, the approach has greatly 
benefited IBM and its employees.

BYOD’s paybacks can’t all be quantified in hard 
numbers. Many of the benefits manifest themselves in 
a boost in corporate morale, a rise in perceptions about 
the quality of the workplace, and other intangibles that 
may not translate directly into cost savings or increased 
productivity. But what you might not see on the bal-
ance sheet, you can definitely see in the trenches.

In the end, companies need to make BYOD work 
for them. It isn’t a passive process — or, for that matter, 
a top-down one. It’s a reflection of how technology 
and the culture of work have transformed each other 
and will continue to do so. i

http://www.infoworld.com
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