
 Whitepaper

Building a Cloud-Ready 
Data Center Network

Hype or no hype, cloud computing is a reality. 
Here’s what you need to do to get your network 
and IT infrastructure ready.

as talk of cloud computing swirls through the it atmosphere, it executives are sorting 

fact from fiction while trying to figure out what this new model means for their organi-

zations. though much of what they hear is hype, pure and simple, cloud computing is a 

reality—and an inevitability for most companies. it is best to be prepared.

Cloud computing represents the ultimate in it, the holy Grail that enables the delivery 

of applications, software, platforms and infrastructure as services from a shared pool 

of compute, network and storage resources. No longer forced to map applications to 

specific pieces of hardware, this new, elastic it is far more efficient and cost-effective. 

What’s more, it can focus on the strategic, leaving the tactical tasks of provisioning and 

decommissioning resources to the users themselves, through a self-service portal.

the potential benefits are too critical to ignore, especially for companies seeking new 

ways to compete in a tight global economy. With a cloud-based it architecture comes the 

ability to reduce costs while accelerating product development, speeding service delivery 

and increasing competitiveness. agility, dependability, flexibility, scalability and trustwor-

thiness are the hallmarks of a cloud network.Custom Solutions Group

www.juniper.net
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A cloud-ready network must  
be able to:

n  Manage resources dynamically, and transparently  
adjust to support distribution, load balancing and  
business continuity purposes. 

n  Provide always-on availability for multiple users, services 
and applications.

n  Accelerate applications and finesse the flow of new 
types of traffic among resources.

n  Scale to support large pools of computer and storage 
resources without adding complexity or growing the  
footprint.

n  Enable secure access to and protection of data as it 
flows to and from users and applications and within  
and between clouds. it also must ensure that a company 
can meet privacy, compliance and audit requirements  
in multiple application areas. 

the big challenge is figuring out where to start. Supplement-
ing your existing infrastructure with cloud services bought 
from an external provider, such as amazon or Verizon, is one 
option. But over the long term, industry watchers expect 
most organizations, especially those with sophisticated it de-
mands, to build private clouds—initially confined within one 
data center but ultimately spanning multiple data centers. a 
hybrid cloud model also will be popular, experts say, enabling 
an organization to focus on the internal, private cloud, but 
also support bursts into the public cloud as needed. 

The Cloud-Ready Data Center  
Networking Infrastructure

No matter the starting point, cloud computing is all about 
bringing together disparate computing, storage and network 
environments into one seamless, fluid whole that users can 
tap into as needed. 

the ability to provide compute power on-demand comes 
from an infrastructure of physical systems and virtual ma-
chines, controlled by virtualization software from companies 
such as Citrix Systems, Microsoft and VMware. Likewise, the 
ability to provide storage-as-a-service stems from various ip 
storage models—either block- or file-based. Cloud storage 
also may entail Fibre Channel infrastructure managed trans-
parently as part of the service. 

By applying cloud principles to the data center, organizations 
can leverage cloud services when doing so makes good busi-
ness sense. they must consider the lessons of the cloud as 

they relate to the data center network providing connectivity 
among compute and storage resources; a high-performance 
WaN across which services are delivered to clients; and 
security for three principal information flows: between the 
client and the data center, within the data center itself, and 
between multiple data centers. 

as organizations move toward the cloud, they must ensure 
that their network switching, routing, security and manage-
ment platforms work together cohesively to support this 
new, flexible computing model. they must be able to scale 
without adding complexity and impeding security. this model 
enables users to be connected, irrespective of device, loca-
tion or network, to data center resources that can automati-
cally scale with demand. it is empowered with a simplified, 
cost-effective architecture to meet steady state and unan-
ticipated peaks in data center resource demands.

But achieving cloud readiness with a legacy data center net-
work isn’t so easy. today’s multi-tiered data center networks 
have become overly complex (comprising too many devices 
and layers), inefficient, difficult to manage, hard to secure 
and costly to maintain. they’re the antithesis of agile, flexible 
and easily scalable cloud networks. 

this is a problem, given that the ability to create a cloud of 
resources is dependent on data center network performance 
and scale, says troy herrera, director of enterprise solutions 
marketing at juniper Networks. But it isn’t an insurmountable 
one. Mindsets will need shifting, but in time an organization 
can move away from complex, cumbersome data center 
architectures to a streamlined, cloud-ready design. 

Delivering a Cloud-Ready  
Data Center Network

When it comes to building a network foundation for cloud 
computing, more is not better. 

the traditional network architecture relies on three switch-
ing tiers, with traffic following a hierarchical route through 
access and aggregation layers into the data center core. 
the devices at each layer typically rely on differing sets of 
proprietary operating systems, management platforms and 
security protocols. this scenario makes the architecture 
costly to operate, difficult to manage and hard to scale. Scal-
ability, in fact, has been a real killer for cloud computing en-
vironments. the reality is that as organizations add network 
capacity, they exponentially increase complexity. as a result, 
they’ve intentionally kept networks relatively small to avoid 
being crippled by complexity. 
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the traditional architecture is inefficient, too, as a plethora 
of network devices at each layer contends for space and 
power. Meeting the high availability demands of today’s 
mission-critical business applications means adding redun-
dant devices and connections, exacerbating an already dif-
ficult situation. and, of course, a greater number of devices 
and access points leads to more costs and a greater chance 
of downtime and security breaches.

in a cloud environment, scalability should mean being able 
to add capacity without adding complexity—which in turn 
enables companies to improve efficiency while building 
resource pools that are easy to manage and secure. this  
is not possible with traditional data center methodologies 
and architectures.

Moving from complexity to cloud-readiness takes just  
three steps:

	 SiMPlify

Simplifying the architecture and topology of the data center 
network is a must, says herrera. the ideal cloud-ready data 
center network has fewer layers than the traditional one. 
While the current best practices for data center networking 
collapse three switching tiers to two—incorporating more 
logical, virtual partitioning of data center network infrastruc-
ture for greater agility, flexibility and scalability—the ideal 
end state is a single-layer data center fabric that incorpo-
rates virtual partitioning of that fabric.  

the ultimate simplified data center architecture entails:

n  Consolidated and virtualized security appliances: Support-
ing multiple security controls in the same physical and 
logical platform architecture enables rapid provisioning; 
allows elastic scaling of services; reduces latency; and 
lowers power, cooling and space requirements.

n  a virtualized access layer and combined core and ag-
gregation layers: reducing uplink ports to the converged 
core/aggregation switching tier makes for a simpler 
topology to manage while reducing latency; increasing 
flexibility; improving end-to-end application performance; 
reducing potential failure points; and boosting efficiency. 

n  Common operating system and management: Switches, 
routers and security devices use the same operating sys-
tem, making unified management a reality and eliminat-
ing interoperability concerns.   

With a cloud-ready data center network, it executives can 
extend high-availability services from the core switch to the 
access nodes, and maintain performance from data center 

to data center. Latency is reduced; space, cooling and power 
requirements are lowered. What’s more, because common 
elements exist across the network, a company can apply 
policies and implement processes end-to-end rather than 
being limited by the inefficiencies of incompatible policy 
between data center networking equipment. in a nutshell, 
a simplified architecture enables greater agility, flexibility 
and scalability at reduced costs as compared to traditional 
infrastructure designs. “Fewer parts, less expense, more reli-
ability,” herrera summarizes.

 ShArE

the next step in getting cloud-ready is to enable the shar-
ing of compute, storage and network resources across the 
newly simplified, virtualized architecture. this is accom-
plished by logically—rather than physically—segmenting the 
network. in a cloud-ready data center network, for example, 
a company might first establish VLaNs at Layer 2, and then 
wrap those VLaNs into logical security zones that are physi-
cally extendible to a second data center, either by using 
VpNs or VLaN stretching with VpLS technology. 

With this logical view of the network, it executives can de-
fine and map device to network logical instances, and align 
capacities, bandwidth, availability and priority controls within 
applications. the advantage of virtual partitioning is the 
ability to redistribute resources dynamically for cloud-like 
efficiency, herrera says.  

 SEcurE

When thinking about security in the context of the cloud-
ready data center network, the goal is to secure data flows 
while mitigating threats by implementing application and us-
er-aware policies. Organizations must be assured that their 
data is secure not only as it travels to the data center and at 
the access point, but also as it moves about the data center. 
the traditional perimeter defense model is inadequate for 
cloud-ready data center networks. 

here’s why: enterprise security today comprises a host of 
individual appliances scattered about the network. Some are 
underutilized while others create bottlenecks; overall, this 
security model is highly inefficient. Companies must apply 
the cloud model to their security architecture as much as to 
their compute and storage infrastructures. in the cloud-ready 
data center, a company will segment the network using 
VLaNs, zones, virtual routers, and VpNs; police application-
to-application traffic with firewalls; and integrate user iden-
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tity and application awareness into security policy. 

Going forward, a best security practice will be to consoli-
date individual appliances into a virtualized pool of security 
services for use within or across data centers. With this 
model, a company can set a policy once for enforcement 
across the network, herrera says. For example, a company 
might establish one security zone for finance and another for 
manufacturing. Sometimes applications within those zones 
might need to share information each other—and should be 
able to, as long as the right security controls and policies are 
applied across zones. this model is much more efficient and 
improves performance as opposed to the traditional model 
of incrementally applying security policies for communication 
flows across multiple security platforms.

using virtualized security services, a company will be able  
to tune policies and enforcement to a user’s identity and the 
application or service being consumed. With this greater  
precision comes a more secure network, as well as one 
that’s less obtrusive for users, herrera says. 

The Value Proposition
Simplify, share, secure: juniper has taken these steps to 
heart in creating an architecture for enabling the cloud- 
ready data center network. its cloud-ready data center  
portfolio comprises:

Routing 
M Series Multiservice edge routers combine best-in-class 
integrated virtualization and traffic management with un-
matched reliability, stability, security and service richness  
to connect the cloud-ready data center to the WaN.

MX Series ethernet Services routers provide ethernet 
switching capabilities and scale coupled with carrier-class 
routing features to support advanced virtualization of net-
work infrastructures and traffic management between the 
data center and the WaN. 

Switching 
eX Series ethernet Switches deliver unmatched performance 
for L2 and L3 data center networks. the high-density, high-
performance eX8208 and eX8216 modular switches support 
data center and cloud computing environments, while Virtual 
Chassis technology enables up to 10 interconnected eX4200 
switches to operate as a single device, greatly reducing man-
agement overhead and costly ethernet aggregation interfaces.

SecuRity 
SrX Series Services Gateways virtualize security services with 
user- and application-aware security within a single device. 

unified access Control Solutions offer powerful identity-  
and role-based access control that increases agility in ser-
vice deployment and increases overall quality of experience. 
unified access control can be deployed within the data  
center or across the extended enterprise to protect net-
works and applications.

Sa Series SSL VpN appliances provide scalable, simplified 
and secure remote access to data center resources from 
multiple remote networks and platforms.

netwoRk opeRating SyStem 
juNOS Software integrates routing, switching and security 
services, and offers the power of one operating system  
to reduce complexity, achieve operational excellence and 
deliver dynamic services with lower tCO. 

netwoRk management 
Network and Security Manager provides a single manage-
ment interface across the switching, routing and security 
infrastructure to improve visibility and simplify operations.

StrM Series Security threat response Managers collect 
events and alerts from different juniper and third-party  
products and aggregate them in order to provide an  
organization-wide threat management view. 

SeRviceS  
j-Care technical Services: j-Care essential Services ensure 
rapid response from juniper engineers and offer hardware 
replacement options so you can choose the timing and 
resources right for your network. 

using these juniper products and following the “simplify, 
share, secure” mantra, it executives will be able to build 
cloud-ready data center networks. as they do, they’ll realize 
an unprecedented level of scalability, manageability and  
security, and reap huge efficiency gains while achieving 
lower total cost of ownership. 

When it comes to considering cloud computing, most it 
executives know “there is goodness on the other side of the 
rainbow,” herrera says. “they don’t know if the path is hard. 
We can help them with the journey. Some customers are 
looking for a partner, a formula and the technology to make 
it possible. We can help them build a network to help them 
enable a cloud-ready data center and the benefits that come 
with cloud computing.”
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for more information go to  

www.juniper.net

http://www.juniper.net/us/en/products-services/routing/m-series
http://www.juniper.net/us/en/products-services/routing/mx-series
http://www.juniper.net/us/en/products-services/switching/ex-series
http://www.juniper.net/us/en/products-services/security/srx-series
http://www.juniper.net/us/en/products-services/security/uac
http://www.juniper.net/us/en/products-services/security/sa-series
http://www.juniper.net/us/en/community/junos
http://www.juniper.net/us/en/products-services/software/network-management-software/nsm
http://www.juniper.net/us/en/products-services/security/strm-series
http://www.juniper.net/us/en/products-services/technical-services/j-care
www.juniper.net
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