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Teleworking in the Cloud: Security Risks and Remedies 
John Girard,  John Pescatore 

Teleworking in the cloud, a niche industry offering server-based office application suites, 
is enjoying a bump in visibility because of hype about cloud computing and the 
appearance of new software as a service (SaaS) players. Use Gartner's cloud security-
planning guidelines to mitigate risks of data loss and exposure when users rely on third-
party-hosted applications. 
 

Key Findings 

• Teleworking in the cloud can immediately and demonstrably reduce internal IT 
operations costs, but only if sufficient security is built in. 

• Common Internet access to a rich suite of office applications can enhance productivity 
for partners and contractors, in addition to your own employees, but only if availability 
and security levels are sufficient. 

• Data privacy, security and recovery/retention service-level agreements (SLAs) are 
completely dependent on the SaaS provider's performance. 

• The online-only access model will not work for everyone. 

Recommendations 

• Develop and weight high-security requirements in all evaluations of cloud-based office 
services. 

• Look beyond hyped and free cloud services, and consider managed services with SLAs. 

• Use "security as a service" offerings to add industrial-strength security when consumer-
grade cloud-based office services must be used. 
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ANALYSIS 

Recent hype about cloud-based computing has combined with interest in reducing IT 
expenditures to raise questions about consuming office productivity applications as services. 
Companies that are looking to reduce IT costs will be tempted to look to cloud-based systems to 
reduce internal personnel, systems, licenses, and capital expenditure by moving to externally 
hosted desktop productivity suites. Paid cloud-based services offer some business-oriented 
security features, such as domain authentication, backup, and content filtering, as well as SLAs 
for availability and retention. Some of the cloud-based offerings are completely free and are 
supported by advertising. 

Gartner does not believe that any of the free offerings are acceptable for typical business use, as 
the reliability and security levels are not sufficient to meet due diligence other than for the 
smallest of businesses. Enterprises should contain the use of cloud-based office services to 
those that have sufficient security capabilities to protect business data. Even paid services with 
business-class guarantees may not lead to increased productivity, especially if they are not based 
on the office applications previously in use. 

"Cloud-Based Teleworking" 
The mobile productivity worker typically has a notebook computer with an e-mail, word 
processing, spreadsheet, and presentation fat-client applications permanently installed. 
Traditional telework is performed using that software locally and storing all work products locally, 
with network-based file shares used for central storage and backup. Cloud-based alternatives 
(see Note 1) replace that local software and storage with hosted applications and storage that 
users connect to over the Internet using a browser. In essence, these systems turn everyone in 
the company into teleworkers, because productivity applications become completely location- and 
device-independent. For occasional teleworkers or day extenders, laptops do not have to be 
issued, because any PCs (or even some PDAs) that have browsers can be used. We describe 
the advantages and challenges of cloud-based teleworking. 

Advantages 
• Cloud-based office suites are designed for platform-independent user access and are 

supported by the provider. 

• IT departments can substantially eliminate routine hardware and software support. 

• These suites are also designed to work over variable-quality Internet connections. 

• Employees, business partners, and contractors can all use the service provider as the 
common point for provisioning access to company-configured workstations. 

• Account enrollment, backup, and restore, as well as retirement, are managed by the 
provider. 

• Globalization and localization are included. 

• The costs of a typical PC-resident productivity suite such as Microsoft Office, worth 
approximately $450 per year per user, can be reduced to less than $100 for external 
cloud services. 

However, there are obvious risks with this approach. 
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Challenges 
• If the service provider goes out of business or just exits the market, both the applications 

and the data can be lost without warning. 

• Data privacy, backup, and restore are at the mercy of the provider. If the security 
controls implemented are not sufficient, customer and critical business data can be 
leaked, exposed, or lost. 

• No cloud providers today can guarantee that the company's data will be stored only in 
certain physical locations. Where privacy regulations dictate that information stay in the 
country of origin, cloud-based services will not be acceptable. 

• SLAs vary, and many may be unsuitable for a business operation. Failure to operate at 
appropriate service levels may render business operations in breach of performance 
with customers and partners. 

• Help desk support from a cloud provider will not account for procedures and 
requirements that are specific to a company, and sensitive data and internal information 
such as access controls could be exposed during the course of requesting assistance. 
Internal help desk costs will increase if internal staff are called on to assist in resolving 
cloud-based issues. 

• International, multicountry usage poses legal privacy challenges over and above any 
country-specific rules. If the cloud-based processing and storage cannot be prescribed 
to be hosted only in certain countries, your business may violate various laws and 
regulations. 

• Custom workflow and special applications, directory service support, and other 
nonportable systems may be impossible to integrate, which means either that the cloud 
solution can never replace internal IT or that the company will have to move to a full-
blown ASP model to really move everything to the cloud. 

• Lack of custom features and workflow integration may cause users to develop ad hoc 
processes, which will invariably result in accidental or malicious exposure of sensitive 
data or interruptions to critical business processes. 

• Cloud-based services based on Microsoft Office-look-alike/work-alike programs will 
introduce both migration costs and ongoing file compatibility problems with internal 
users, as well as business partners, which will impact productivity. For example, word 
processing documents could suffer format damage, and spreadsheet formulas could 
become corrupted. Presentation files can become distorted through font substitutions, 
template distortion, and loss of animation. 

• Most cloud-based offerings are totally reliant on Internet connectivity — there is no 
offline capability. No Internet connection, no work. Some offerings have added client-
resident applications, but this approach brings back the costs and limitations of the 
original PC-resident approaches. Without careful management, a mixed approach to 
data will cause unwanted distribution of sensitive information, with no means to track 
where the data ends up. 

• The presumed savings of the cloud services can be easily destroyed through 
productivity losses caused by the efforts to resolve or compromise all of the 
considerations listed above. 
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Recommendations for Evaluating Cloud-Based Telework SaaS 
Providers 
All companies should perform comprehensive requirement evaluations before investing in 
telework-related SaaS, which is consistent with Gartner's recommendations for evaluating all 
forms of SaaS. The following seven requirement categories define a minimum baseline for 
evaluating the overall suitability and security of a telework SaaS provider: 

1. Infrastructure requirements for SaaS 

Investigate the vendor's operations, mitigate the risks posed by its operational practices, and 
negotiate realistic SLAs (see "Critical Infrastructure Questions to Ask Your SaaS Provider," 
"How to Select a Cloud Computing Infrastructure Provider" and "IT Operational 
Considerations for Cloud Computing"). Remember that uptime means profit and downtime 
means loss: Paid SaaS with SLAs and support can be considerably less expensive to use 
than free/unsupported or cheap/minimally supported alternatives. 

2. Security requirements 

Determine availability, retention, and security requirements prior to evaluating any cloud-
based telework offerings. Make sure these are used as evaluation criteria during evaluation 
and as contractual requirements for service sign-up. A larger list of criteria can be found in 
"Critical Security Questions to Ask a SaaS Provider" and "Assessing the Security Risks of 
Cloud Computing." 

3. Dependent infrastructure requirements 

The SaaS provider is just one link in the chain; organizations considering reliance on cloud 
computing must identify all pain points for acceptable end-to-end delivery. In addition to 
SaaS availability, you must account for casual (or expected) availability of the employee 
broadband connection, alternate remote connections, and the possible need to work offline. 
See "Will Network Service Providers Be First With Enterprise-Focused Cloud Computing?", 
"You Can't Do Cloud Computing Without the Right Cloud (Network)," "Application-Oriented 
Network SLAs Have Evolved Beyond Network Metrics," and "How to Measure SLA Metrics 
for Application Networking Services." 

4. Compatibility requirements 

The existing PC-installed applications (such as Microsoft Office or Lotus Notes) will be 
required for at least some users in most organizations; adopting an alternative product will 
almost always result in a mixed environment. Determine if the benefits of using alternatives 
will compensate for problems of compatibility. A deep examination of criteria can be found in 
"Considering Alternatives to Microsoft Office." 

5. Policy requirements 

Update all IT policies and practices to recognize the use of cloud-based services. A checklist 
of criteria can be found in "Toolkit: SaaS Readiness Assessment Checklist." 

6. Security policy enforcement 

Highly prioritize the use of security as a service as a means to ensure that your security 
policy is enforced when cloud-based services are used. By requiring mobile users to have 
their Internet access proxied through security-as-a-service offerings, you can apply content 
monitoring and filtering and malware filtering to the use of all cloud-based services. 
Examples can be found in "Cool Vendors in Software-as-a-Service Security, 2009," "Cloud-
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Based Computing Will Enable New Security Services and Endanger Old Ones," and 
"Selecting the Right Targets for Security as a Service." 

7. Contractual safeguards 

Establish contractual safeguards and liabilities in case the SaaS provider exits or otherwise 
fails to perform. Examples can be found in "SaaS Contracting Guide: Avoid Costly 
Mistakes." 

RECOMMENDED READING 

"Application-Oriented Network SLAs Have Evolved Beyond Network Metrics" 

"Assessing the Security Risks of Cloud Computing" 

"Cool Vendors in Software-as-a-Service Security, 2009" 

"Considering Alternatives to Microsoft Office" 

"Critical Infrastructure Questions to Ask Your SaaS Provider" 

"How to Measure SLA Metrics for Application Networking Services" 

"How to Select a Cloud Computing Infrastructure Provider" 

"IT Operational Considerations for Cloud Computing" 

"SaaS Contracting Guide: Avoid Costly Mistakes" 

"Cloud-Based Computing Will Enable New Security Services and Endanger Old Ones" 

"Selecting the Right Targets for Security as a Service" 

"Toolkit: SaaS Readiness Assessment Checklist" 

"Will Network Service Providers Be First With Enterprise-Focused Cloud Computing?" 

"You Can't Do Cloud Computing Without the Right Cloud (Network)" 

Note 1 
Cloud-Based Office Suites: Vendor Descriptions 

TeleComputing ASA (OnDemand)  

www.telecomputing.com 

Available since 1997. 

TeleComputing ASA delivers SaaS solutions for IT operations, outsourcing, and applications. 
System development and IT consulting are provided through its subsidiary Kentor. OnDemand is 
its application delivery SaaS offering, which typically includes the Microsoft Office suite. However, 
OnDemand includes a much larger service model to host data and applications, based on the 
individual requirements and application suites for each customer. TeleComputing is able to 
achieve a high degree of customization to resolve integration issues, while keeping subscription 
prices at competitive rates. 

Pricing and terms: OnDemand starts at under $90 per user per month and is discounted by 
quantity. The core SLA is minimum 99.7% service availability within agreed-on service hours, 

http://www.telecomputing.com/
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measured monthly. Service hours are negotiated with each customer and vary from workdays 
from 7 a.m. to 5 p.m. and up to 24/7 for some customers. Other SLAs are negotiated per 
customer to cover incident and change handling, service call wait time, service desk opening 
hours, etc. 

Security: It offers a combination of strong authentication, virtual private networks (VPNs), data 
encryption, firewalls, virtual LANs, file-level access control, and intrusion detection systems. 
Sensitive data, subject to laws or regulations, may require dedicated customer "zones." 
TeleComputing also maintains specific nondisclosure agreements with employees and 
subcontractors. 

Magically (MagicalDesk) 

www.magically.com 

Available 1998 to 2003. 

Magically developed a suite of Web office productivity applications that were comparable in 
functionality to Microsoft Office for individual users, as well as group/shared portals that could be 
organized by company or project. Magically also offered facilities for creating formal workspaces 
shared between multiple companies for collaboration and project management. Magically's Web 
site is still active, although Gartner was unable to make contact for this research report and the 
site appears not to have been updated for several years. Readers can find its product and service 
descriptions helpful for evaluating currently available services. 

Nivio (nDesktop)  

www.nivio.com 

http://geneva.nivio.com/OTH/terms&conditions.html 

http://geneva.nivio.com/OTH/privacy_policy.html 

Available since February 2009. 

nDesktop is a hosted Windows environment, plus any desktop application service, available 
directly from Nivio, or indirectly via several telco partners such as Bharti Airtel. Nivio has 
announced a future version that will allow users to run their applications offline, as long as they 
reconnect to the Nivio server at least once every 30 days for license management. Nivio has also 
announced Nivio Companion, a dataless appliance that requires only a monitor and keyboard to 
connect users to its online desktop. Companion is priced at under $150. 

Pricing and terms: nDesktop costs $7.43 per month and provides a full desktop environment and 
Microsoft Office suite, plus 10 gigabytes of online storage. Additional applications may be 
accessed on a rental, pay-per-use basis, and custom configurations are negotiable for enterprise 
contracts. Endpoint security software is included with all accounts. 

Security: Nivio's data centers use multiple firewalls. Stored files are antivirus-scanned and 
encrypted on Nivio's file servers and within a virtual desktop delivered on the user's workstation. 
Nivio backs up all files daily. Safe Harbor regulations are established based on Nivio's data 
center locations. 

Google (Google Apps Premier Edition)  

www.google.com/apps/intl/en/business/index.html 

www.google.com/apps 

http://www.magically.com/
http://geneva.nivio.com/OTH/
http://geneva.nivio.com/OTH/terms%26conditions.html
http://geneva.nivio.com/OTH/privacy_policy.html
http://www.google.com/apps/intl/en/business/index.html
http://www.google.com/apps/
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Available since February 2007 (Premier Edition). 

Pricing and terms: Premier Edition business service is $50 per user per year and includes 25 
gigabytes of online storage. Bundled Web applications include e-mail, calendar, and IM access 
that will synchronize with major smartphone platforms; Google Docs; Google Video; and Google 
Sites — all with 24/7 support for company administrators and a 99.9% uptime guarantee. 
Optional e-mail archiving is offered for up to 10 years. Many of the applications can also be 
accessed for free through Google Apps Standard Edition or through consumer versions via the 
main Google Web site, but they have a lower storage allowance and mandatory targeted ads. 

Security: Postini malware detection is integrated, and application programming interfaces (APIs) 
are included for single sign-on and limiting document sharing. Homogeneous server architecture 
enables rapid updates and configuration changes. Data is replicated in multiple data centers for 
redundancy and availability. Data is fractured and obfuscated across multiple servers and disks. 
Google's controls have successfully completed a SAS 70 Type II audit. 

Symantec (GoEverywhere beta)  

www.goeverywhere.com 

Available since January 2009. 

Pricing and terms: GoEverywhere is a beta project and is not priced at this time. Users receive a 
Windowslike desktop over the Web. GoEverywhere has a store to help users purchase and install 
commercial software. Users can also install applications from the Internet. Backups are offered 
with an optional storage management service. Users control their operating systems and can 
update and upgrade as desired. Private and shared file and folder spaces are included for privacy 
(Safe Places) and collaboration (Open Places). In addition, 24/7 support is offered directly on the 
desktop, through e-mail, IM, Internet phone, and GoGroups. 

Security: Single sign-on to the desktop and all applications. 

Microsoft (Office Live Workspace beta) 

www.officelive.com 

Available since October 2007 (in beta). 

Pricing and terms: Office Live Workspace is a free service that brings Microsoft Office to the Web. 
Users can store and share documents online and, in the near future, be able to edit Word, Excel, 
PowerPoint, and OneNote within a browser. Currently, users get five gigabytes of online storage. 
Users can share documents with up to 200 people via e-mail invitation. Office Live for individual 
users is complementary to Office Live Small Business, which additionally offers free Web site 
design and hosting, custom domain name registration, up to 100 e-mail accounts, and document 
storing and sharing with Office Live Workspace. Office Live does not allow third-party 
development or add-on programs or services at this time. 

Security: Stored files are virus-protected by Microsoft Forefront Security for SharePoint. The 
Windows Live ID and password provide individual owners access control and third-party 
permissions to view, edit, and comment on shared documents and work spaces. Microsoft’s 
privacy policy applies to all information stored in Office Live Workspace — 
http://privacy.microsoft.com/en-us/default.mspx   . 
 

http://www.goeverywhere.com/
http://www.officelive.com/
http://privacy.microsoft.com/en-us/default.mspx
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