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Increasingly, businesses of all sizes are choosing to migrate their data, applications and services 

to the cloud. The advantages are clear--increased availability, lightweight, easily accessible 

applications, lower maintenance and administrative costs--but so too are the risks. As data 

migrates to the cloud, it becomes a tantalizing target for malicious actors all over the world. IT 

administrators and CEOs may love the fact that their applications are now accessible from 

anywhere but may not realize that this is as true for hackers as for users.  

 

As a developer of cloud-based solutions, your task is to provide your customers with applications 

that embody all of the conveniences of cloud computing while avoiding the most common 

security pitfalls associated with such products. Make no mistake: This is no short order. Cloud 

applications are inherently more vulnerable, though data in the cloud can be protected by 

implementing robust security mechanisms. The most successful developers have adopted a sort 

of "enlightened paranoia," building security into their products at the design stage. By doing the 

same, you'll be able to deliver all of the advantages of cloud computing to your customers with 

none of the headaches.     

 

In the following whitepaper, we'll provide you with concrete security lessons gleaned from 

leaders in the field of cloud security. All of the executives that we spoke with work for companies 

based in the state of Florida, where a cluster of forward-looking security and application 

development companies is quickly emerging.  

Making Sense of Cloud Formations 
 

Despite its increasing popularity and relevance in the enterprise environment, "Cloud 

computing" is still seen by some businesses as a consumer class technology. Other businesses, 

meanwhile, are choosing to follow the trend without fully understanding or appreciating the 

advantages and disadvantages of cloud computing. If cloud computing is to become a dominant 

force in the enterprise, as many have predicted, developers will have to build products that meet 

their customers' toughest expectations. Security is the most important part of this equation: Only 

when a business feels confident that its data will be secure will it allow that data to migrate to 

the cloud. Building this confidence begins with understanding the clear advantages that are 

driving businesses to move their data and applications to the cloud and communicating these 

advantages to your potential customers.  

 

Broadly speaking, there are three major categories of cloud solutions. Each serves a different 

business need and each poses different security challenges. We won’t belabor the definitions 

here—as a developer, you are likely familiar with the capabilities of each type of technology—

but a short review will help us define a framework within which to address security concerns that 

should be kept in mind when designing, deploying and selling cloud-based applications and 

solutions. 
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• Utility Computing: With utility computing, the customer purchases server features 

(including virtual machine instances, storage and computation) at pay-as-you-go, utility 

pricing. This provides access to server hardware on an as-needed basis, with none of the 

considerable set-up and maintenance costs. Miami, Florida-based Terremark, who 

contributed to this white paper, is among the vendors in this category. 

• Platform as a Service (PaaS): With PaaS solutions, the customer uses an online 

environment as an operating system on top of which applications execute. In practice, 

this is something like writing applications for .NET or J2EE, as PaaS provides the 

underlying framework for applications of the customer's choosing. Such platforms 

include Google's AppEngine and Salesforce.com's force.com, both of which hide 

machine instances behind higher-level APIs.  

• Software as a Service (SaaS): The term Software as a Service refers to desktop-like 

applications that are accessed via the web. Using SaaS, applications that would have 

once run on the end user's client PC are now hosted in the cloud, leading to greater 

efficiency and convenience. Google Apps are the most often cited example of SaaS. 

 

Depending on their design, any of these three types of solutions might be accessible via the 

public Internet. "Public clouds" as they are sometimes called, can display a front-end to anyone 

with Internet access, though a login and password might be required to access and manipulate 

data (think: Google Apps). "Private clouds," meanwhile, hide even the front-end using a virtual 

private network (VPN) and many utilize enterprise-level access controls to ensure that only 

authorized parties are granted access. 

 

While moving applications into the cloud can pose a new set of security risks, when well 

executed, this transition can be made without placing undue stress on the customer. "All you're 

doing with the hosted model is moving it outside the organization," says Alex Eckelberry, CEO of 

Sunbelt Software, a Clearwater, Florida-based company. Sunbelt provides award-winning 

endpoint and server-based security software, which has been recognized by Network Computing, 

CNET's Download.com, PC World, PC Magazine, SC Magazine, Laptop Computing, Redmond 

Magazine, Information Security Magazine and Windows IT Pro. “It’s the same type of application 

delivered in a different way.” While the relationship between the user and the application may 

be fundamentally different on a technical level, many customers will have the same expectations 

of cloud applications as of traditional, locally based solutions. That's why the best cloud 

applications are those that are as secure—if not more secure—as traditional solutions. 

 

Nonetheless, enterprises should fully understand both the advantages and disadvantages of 

cloud computing before taking the plunge. On the plus side, using cloud services gives a company 

the convenience of offloading administrative and technical tasks to a provider that is better 

equipped to deal with them. On the other hand, because these services are now provided 

outside of company premises, the enterprise is relying on an outside partner to handle its critical 

business needs and sensitive data in a responsible manner. This delicate relationship is founded 

on trust and robust security will go a long way toward putting your customers at ease. 

 

So how, exactly, does a developer build in security mechanisms that exceed expectations? The 

first step is understanding what those expectations are. Business concerns aren’t always about 

security in the sense of “data gone wrong”; sometimes the concern stems from the fact that data 

is simply gone. Such data loss can be either temporary (i.e. a service outage) or permanent (i.e. a 

lack of adequate backups). As Eckelberry points out, the primary concerns in this area are 

matters of practicality: Have you provided your customers with the tools that they'll need to 

navigate the inevitable service outage that will occur? And have you instilled in them the 

confidence to know that once the service is again available, all of their data will be safe and 

sound? Users of T-Mobile's Sidekick devices will understand why the answers to these questions 

are so important. In the fall of 2009, following a major service outage, it took days before users 

knew whether their personal data would ever be available again. Even users of Google 

applications for businesses know that downtimes are a fact of life—what's important is feeling 

secure in the knowledge that a service outage is only a temporary hiccup. 
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While some enterprises have remained weary of cloud computing for these reasons, they should 

understand that internal issues hold the potential to introduce the same problems to self-hosted 

applications. A company's mail server can go down. An employee can intentionally sabotage a 

server or an IT administrator can innocently forget to apply a security patch.  When 

communicating with your customers, make it clear that all services provide a balance between 

convenience and reliability. When properly deployed, cloud services can be more secure, more 

reliable and more convenient than traditional products. 

 

Chris Day, Chief Security Architect at Terremark in Miami, Florida, highlights one advantage of 

utility computing that brings little in the way of security worries. Cloud platforms are like more 

traditional servers at the surface, he says; the primary difference is that businesses are able to 

purchase processing power by the gigahertz and memory and storage by the gigabyte and can 

allocate that pool in various server instantiations. In ten minutes, a customer can have, say, a 

Linux server that meets all of their requirements, deployed out of Terremark’s library of virtual 

servers, with none of the hassles usually associated with server deployment. 

 

Because businesses deploy their applications in ways that are similar to how they deploy in the 

traditional, physical environment, developers don’t have to change very much about how they 

write software that runs in the environment, security included. But that’s not to say cloud 

computing doesn’t introduce new security issues to the equation—very much to the contrary. 

 

Thunderclouds: What You Should (And Shouldn’t) Worry About 
 

The biggest security issues in cloud computing arise from the fact that a company's applications 

and data are no longer located in an environment that it controls. Until now, that company 

managed most of its information technology in house. And even though a determined criminal 

could always hack into virtually any computer system, no matter how secure, there’s a perceived 

protection in knowing that sensitive data is hidden behind the closed doors of “home.” With 

cloud computing, the customer is no longer inside the “home;” he or she is out in public, working 

in the middle of the street. As a developer, you must instill in your customers a sense of "home," 

even as you coax them to step outside of the boundaries of their organizations with their data in 

tow. Good application design can make a cloud-based application feel as familiar as a client-

based application. 

 

With so many vendors offering cloud-based solutions, you will have to demonstrate to potential 

customers that your services and applications are the right ones to meet their needs. A large part 

of this is communicating to the customer that you fully understand the importance of their 

sensitive information and business-critical applications. The customer will always maintain full 

ownership over this data; your job is to facilitate the customer's interaction with this data while 

defending it from outside attack. Again, this relationship should be founded on trust, though 

earning a business' trust is never easy. As Joel Smith, CTO of AppRiver, an email and web-security 

company—which has been recognized with 15 tech awards just this year—based in Gulf Breeze, 

Florida, explains, “As a consumer, you have to rely on trust, you have to trust that the vendor will 

take care of things. A business can't have that same faith.” 

 

Even so, businesses must learn that when they offload processes to a provider of cloud 

computing services, they are not offloading all responsibility. Sharon Wooley, Senior Director of 

Marketing and Communications at SpectorSoft in Vero Beach, Florida, reminds us that businesses 

have to do their part in keeping cloud data secure as well. Even the most robust security cannot 

prevent end users from making decisions that compromise the integrity of data in the cloud. The  

key to preventing this is raising awareness. Without clear IT policies and rules, users may engage 

in activity that makes data unnecessarily vulnerable, Wooley says.
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Some companies ask new hires to sign an Acceptable Use Policy (AUP) on their first day of work. 

The problem is that, in many cases, the first day of work marks the first and last time that an 

employee sees the AUP. “A lot of abuses come out of ignorance,” says Wooley. “Companies 

should be more stringent in communicating their security policies. Give them a handbook, and 

have them take an Internet quiz to ensure they understand it.” By recommending that your 

customers take such measures, you can help ensure that they are doing their part to keep their 

data secure. 

 

Still, even with vigorous internal policies, there are 

numerous external threats that can pose danger to your 

customers' data. Malware sits at the top of the list of 

such threats; according AppRiver COO Scott Cutler, in 

most cases, malware enters the corporate environment 

through email. Worse yet, these are no longer “just 

viruses” intent on wreaking havoc with little rhyme or 

reason. According to Cutler, 65 to 75 percent of all that 

malware in the wild is designed specifically to collect or 

expose confidential information. Worst of all, much of 

this software is designed to stay hidden. 

 

Hapless users have demonstrated how much damage can be done out of ignorance and using 

cloud applications only magnifies the potential for destruction. There’s no reason for developers 

to assume that malware authors will ignore the “opportunities” in cloud computing, according to 

Ray Dickenson, CTO of Authentium, a Palm Beach Gardens, Florida-based company which 

secures e-commerce transactions for clients such as Google, Microsoft and Symantec. “Clouds 

are propagation vectors for harmful data,” he says. Businesses must be taught to appreciate the 

high value of data in the cloud and should be prepared to protect it accordingly. Your job is to 

provide them with the tools to do so effectively. 

 

Some types of businesses need to pay special attention to the data security issues that arise 

when migrating to the cloud--businesses that operate subject to government regulations like the 

U.S.'s Health Insurance Portability and Accountability Act (HIPAA) and Sarbanes-Oxley Act must 

be especially careful. Compliance isn't easy when working in the cloud, but providing your 

customers with robust compliance tools and information can go a long way toward making them 

feel comfortable. 

 

One of the risks that becomes more pronounced in the cloud is the risk of aggregate data 

breaches. As a provider of cloud-based software and/or services, you are the steward of 

information belonging to numerous organizations. While your customers have a responsibility to 

keep their data safe, your responsibility is greater. Increasingly, criminals are looking to 

aggregate data as a valuable commodity. Accounting or human resources data from one small 

business may not be very valuable, suggests Authentium’s Dickenson, but data collected from 

50,000 small businesses could be priceless. As such, your applications and facilities are a target, a 

fact that should never be ignored or forgotten. 

 

“Ninety-nine percent of the companies using a cloud-based service may be boring, but the bad 

guys will come at the 1 percent with everything they've got,” Dickenson says. Online job site 

Monster.com learned this lesson the hard way in 2007 when 1.3 million job seekers' personal 

information was stolen, including usernames, addresses, phone numbers and email addresses. 

What’s the value of a single resume? Not much. But 1.3 million of them provide opportunities for 

identity theft and phishing scams on a massive scale, as Monster unfortunately discovered.  

 

“A lot of abuses come out 

of ignorance. Companies 

should be more stringent 

in communicating [to 

employees] their security 

policies.” 

Sharon Wooley, Senior Director 

of Marketing and 

Communications 

Spectorsoft in Vero Beach, FL 
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Luckily, smart design can help prevent this type of data theft from occurring. Data sets stored in 

the cloud should be partitioned such that one compromised administrator account cannot result 

in a colossal data leak. This policy should govern the organization of data sets stored either on 

your servers or hosted by another provider. As Dickenson points out, such a policy would have 

prevented the Monster.com data breach, which severely undermined the confidence of 

Monster.com users. 

 

At the most basic level, cloud applications and services should be designed with data breaches in 

mind. How might a user at SureFortify IT infiltrate the system and access data belonging to 

ClientCommand Solutions? These are the types of questions you should ask yourself at all stages 

of the development process. Measures that prevent such scenarios from occurring should be 

baked into the core architecture of the product. Even after the product has been completed, 

your job still isn't finished. Tap into your team's knowledge to build simple, easy-to-understand 

disaster recovery scenarios that will help your customers cope with any unforeseen failures. 

 

If you're unsure where to start with regard to building security into your products, or even if 

you're already a leader in cloud security, you should never hesitate to engage the larger 

community of experts. Terremark’s Day reminds us that, “A lot of research is going on in the 

Information Security community, by good guys and bad guys, on how to attack virtual machine 

[VM] hypervisors—is there a way for an attack to see the storage of another guest? We still 

worry about what ports are open, about application security and now there's this to think about, 

too.” Become an active participant in the security 

community and by engaging in the ongoing dialog, you'll 

be able to ensure that your products are prepared to 

handle the latest threats. Hotbeds of security research 

and testing, for example, the major tech centers in 

Florida, provide ample opportunities to interface with 

researchers working on the cutting-edge of security. 

 

Terremark, for example, has always been actively 

involved with outside researchers and uses the 

knowledge gleaned from the larger security community 

to compile lists of possible threats alongside the 

appropriate responses. “I can't know what I can't know, 

but I can plan for what I consider worst case, such as a large scale compromise or large scale data 

theft,” Day says. Working closely with Terremark’s own vendor of virtualization software, 

VMWare, Day's team created proprietary portfolio services and instruments to monitor the 

behavior and health of its data farm. Using real-time traffic analysis tools, Terremark can identify 

anomalous behavior as it happens, allowing the company to cut off malicious attacks at the pass. 

If a customer whose traffic is usually local suddenly starts sending large quantities of data to 

unusual locations, Terremark's custom monitoring software will sound the alarm and a 

technician will take a closer look. Such a system allows Terremark's customers to feel secure--

even if a data breach occurs, those customers know that Terremark is doing everything it can to 

keep their valuable information safe. 

 

Storm Clouds: How You Can Ensure Cloud Application Security 
 

As a developer, there are a number of steps that you can take to ensure that your products allow 

customers to reap the full benefits of cloud computing while providing the expected level of 

security. But security vendors say that none of these techniques will have an effect unless your 

customers are fully on board as partners, making security and security testing a top priority. 

 

 

 

 

“I can’t know what I can’t 

know, but I can plan for 

what I consider worst 

case, such as a large scale 

compromise or large scale 

data theft.” 

Chris Day,  

Chief Security Architect 

Terremark in Miami, FL 
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A CEO who has had to walk across the hot coals of damage control won’t need a lot of convincing 

but most businesses, for better or for worse, will be more focused on speed than security. 

Communicating clearly with your customers can help set the stage for a truly secure 

environment. There’s a big difference between a customer who asks, “The application is secure, 

isn’t it?” and one who approaches you with detailed queries about how you are actively working 

to protect their data and that of their customers. “I've seen CEOs ask the questions in both 

ways,” says Authentium’s Dickenson. “Do they want an answer they want to hear, or to know the 

ugly truth?”  

 

Regardless of which category a customer falls into, he or she should be provided with in-depth 

information regarding data security. The more confident the customer is made to feel, the more 

likely that customer will choose your solutions over those of your competitors. 

 

Cloud computing is a relatively new field but that doesn't mean that your customers will be more 

forgiving. There's no shortage of malicious actors waiting by to capitalize on the mistakes made 

by developers, so conduct in-depth code reviews with a focus on security as well as ample 

penetration testing and always be sure that a product passes the most vigorous internal QA and 

security tests before being deployed to a customer. “If developers are not as familiar with, say, 

the Google API, they may make bad design decisions,” says Terremark’s Day. “My presumption is 

that someone ready to deploy a serious enterprise application has put it through some pretty 

strenuous security testing. And if they haven't, God help them.” 

 

Testing should always be conducted in a way that predicts the security challenges that an 

application will face once deployed. For example, you should expect that even though your 

application clearly requires data to be entered in the correct format, at least some percentage of 

queries will contain data that is malformed, whether intentionally or not. Hackers have learned 

that unexpected requests often yield unexpected results and malicious actors may challenge 

your products by inputting unusual characters or text strings of excessive length. Perform data 

validation and utilize behavior-based heuristics to keep databases clean and to prevent your 

products from giving away too much information. 

 

As was previously mentioned, many businesses demand speed and this fact might encourage you 

to write applications that are overly lightweight, at the peril of security. Some performance-

enhancing techniques may undermine security if not properly implemented. If an application is 

running unacceptably slow, you might be tempted to simply turn off certain user authentication 

requirements, in order to make the application "feel" faster for your customer. In this situation, 

it's important not to forget that such checkpoints introduce delay by definition. Stopping to 

verify whether a user or process has permission to access data takes time but is ultimately worth 

the minor delay that the end user might experience. Communicating the importance of such 

security features clearly to your customers can help discourage misguided requests to shut off 

important security mechanisms. It's important to remember that with cloud computing, the 

customer's ability to optimize performance in-house is reduced considerably. As the provider, it's 

your job to explain to the customer the tradeoff between security and speed and to find a 

compromise that satisfies the expectations of both the end user and the CSO. 

 

A key idea to communicate during this discussion is that designing a solution with security in 

mind is far easier than trying to secure a product after it has already been deployed. 

Subsequently, paying for a secure product up front is far less expensive than dealing with the 

aftermath of a data breach. As you guide your customers through deploying your products, keep 

in mind that this could be their first time migrating data to the cloud. To this end, you might 

encourage your customers to conduct their own penetration or security testing to ensure that 

they feel confident using your product. Companies are drawn to cloud computing in part because 

they expect to save money. While cloud computing solutions can offer significant savings over 

traditional applications, your customers should be made to understand that security is an 

ongoing process that requires continued investment.  



  

7 

 

 

 

 

 

Securing the 

Cloud: Designing 

Security for a 

New Age 

AppRiver’s Smith tells companies to expect to spend "as much on security as on development." 

You might encourage a customer to reinvest  a portion of the money saved by deploying cloud 

services back into keeping those services secure. 

 

One important myth to challenge is the idea that restricting user and programmatic access to 

cloud applications makes security problems vanish. Restricting access using a VPN or other 

secure protocol or network does not entitle a business to become lax with regard to security. 

“Clouds do not solve issues with authentication, authorization and access controls,” says 

Authentium’s Dickenson. “We are still trying to solve these problems, and cloud computing just 

raises the stakes.” 

 

Regardless of how your applications are accessed, you can make sure that they are inherently 

secure in their fundamental design. Ensure at every stage of the end user's interaction that that 

particular user is authorized to access that particular data set. According to the experts that 

contributed to this white paper, far too many developers fail to perform these types of checks. 

Build user roles and authentication into the core design of your products from the start, even if 

you think it’s overkill for a specific application. Provide user-management features with multi-

level access controls that limit the most powerful features to those few users who really need 

them. 

 

Making security a focus at all stages of the development process means thinking beyond the core 

design phase. Empower your customers by giving them robust tools to monitor and control 

security for their applications. Even if you have an in-house team devoted to identifying data 

breaches, provide your customers with reports and dashboards so that IT administrators can also 

actively monitor the state of the cloud. Doing so will make your customer feel confident and 

empowered. 

 

Last but not least, don't design your application to assume 

that data entering the cloud is valid or that data already in the 

cloud is clean. “We already see viruses coming in through 

webmail; malicious links are distributed via Facebook 

messages,” Authentium’s Dickenson says. Applications should 

perform virus filtering on all inbound data and outbound data. 

“Inbound filtering may not catch a new piece of malware if 

virus definitions have not yet been created; outbound filtering 

should not assume that inbound filtering finds everything,” 

Dickenson says. Malicious code can come from anywhere and 

your applications should treat all data as suspect. 

 

Is all this security design a lot of work? Absolutely. But building 

such security mechanisms into your products will save your customers a lot of headaches. 

Ultimately, you will benefit as a developer, as more and more administrators and executives 

realize that cloud computing is safe, reliable and effective for businesses of all sizes. The next 

time you're talking to a customer who is considering skimping on security, you might want to 

remind them of this adage, as Authentium’s Dickenson often does: “The budgets are bottomless 

for damage control.” 

 

 

“Clouds do not solve 

issues with 

authentication, 

authorization and access.  

We are still trying to solve 

these problems, and cloud 

computing just raises the 

stakes.” 

Ray Dickenson, CTO 

Authentium in Palm Beach 

Gardens, FL 
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1. Practice “enlightened paranoia.” Find a balance between crafting applications that will generate enthusiasm and crafting 

applications that can withstand an attack. 

 

2. Determine the best cloud formation for your customer—utility computing, Platform as a Service or Software as a Service—

and communicate the pros and cons of each strategy clearly. Provide your customer with in-depth information regarding 

data security to build trust. 

 

3. Make sure your customer is prepared to deal with the inevitable scenario of a service outage and that you have provided 

adequate tools and documentation for dealing with downtime and data recovery. Some performance-enhancing techniques 

are diametrically opposed to security features. If applications run slow, remind your customer that security requirements 

that slow a user's access to data exist for a reason. Force your customer to think long and hard before sacrificing security 

for performance. 

 

4. The biggest security issues in cloud computing arise from the fact that the customer's applications and data are no longer 

located in an environment that he or she controls. Design your application so that the customer feels "at home," regardless 

of where the data is stored. 

 

5. Ensure that information is secured from the inside. Remind your customers that all successful rollouts are accompanied by 

IT policies that are clear and enforceable.  

 

6. Businesses that operate under government regulations need to pay even closer attention to keeping their data secure. 

Compliance isn’t easy to ascertain in the cloud but with your help, businesses can reap the benefits of cloud computing 

while meeting regulatory requirements. 

 

7. Build disaster recovery scenarios to cope with failure and partition data sets in the cloud such that one compromised 

administrator account does not give away everything. 

 

8. Make sure the behavior of sensitive data, on a cloud-based platform or in a data farm, is being monitored closely both by 

the provider and customer, in order to catch a breach as soon as it happens.  

 

9. When designing a cloud-based application always assume that the end user of your service could have malicious intent. 

Perform data validation and utilize behavior-based heuristics. Conduct in-depth code reviews, penetration testing and 

vigorous internal QA testing before deploying to a customer. 

 

10. Become an active participant in the security community to ensure your products are prepared to handle the latest threats. 

 

 

 
This white paper is brought to you by FierceCIO in partnership with Enterprise Florida, the official economic development organization for the state 

of Florida. From leaders such as Citrix and AppRiver, to emerging security providers such as Authentium and Spectorsoft, Florida continues to foster 

IT innovation. 
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