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Ask who controls the most powerful computing cloud in 
operation and Amazon EC2 or one of their competitors 
springs to mind. However there are other cloud 
computers which exist today that can directly challenge 
their might, and are controlled by those with their own 
grand designs of profit. Botnets and their creators 
represent a darker side of the Internet where money is 
a powerful motivator for creativity.

Commercial companies spend heavily on their own 
computing power or to access an online cloud so they 
can have enough capacity to support their employees 
and customers.  These setups are a costly choice for 
redundancy, bandwidth, storage, and power capacity in 
order to be sure they can perform the type and amount 
of work their business and customers’ require. 
In these setups, a failure across just a few servers 
requires replacement parts and maintenance, and the 
repair plan, timeframe, and process must be done with 

the customer needs in mind.  Botnets have a large 
advantage over traditional commercial clouds because 
they have no such limitations regarding reliability. They 
forcibly control millions of computers, and the resulting 
collective is essentially a massive, dark computing cloud 
which can easily lose hundreds (or thousands) of nodes 
without affecting the botnets’ overall scope and power. 
These dark clouds have a unique architecture and 
purpose, and their story is an interesting one.

Introduction

01



What is a computing cloud, really? It is a large collection 
of processors, memory, and storage space with access 
to massive amounts of Internet bandwidth. Working 
together, a group of computers can be accessed by 
thousands of simultaneous users to handle tasks.  
As they are physically located at facilities out on the 
Internet and not locally at the customer premise, they 
are considered to be “in the cloud” which is a reference 
to the way that the Internet has been represented in 
diagrams for a long time.

Cloud computers are flexible and fast super computers 
which are now available to anyone with a credit card.  
A company doesn’t have to spend thousands in up-
front costs for infrastructure and bandwidth, two 
hurdles which prohibited their use by the average SMB 
customer in the past.  One of the biggest trends in 2009 
was the cheap and easy access to computing power 
and bandwidth that would have been way out of reach 

Cloud Anatomy
Getting past the buzzwords
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for the average SMB even just 2 years ago. While this 
business model has been gaining popularity amongst 
legitimate business customers, the darker side of the 
Internet contains similar offerings for more sinister 
applications.

03



Modern PC’s are extremely powerful. Today, even 
affordable base models come equipped with 2-4 
processors, 3 gigabytes or more of memory, and 
terabytes of disk space. In the Internet market, 
competition combined with new technology like DOCSIS 
3.0 cable modems has made available large amounts of 
affordable bandwidth in a sort of speed and price arms 
race amongst service providers. 

This combination makes for many easy and worthwhile 
targets which malicious programs take advantage of. 
They seek to capture these abundant resources for 
use in a larger collective of evil. The best examples of 
botnet programs infect your PC without immediately-
noticeable damage, while underneath they make 
machines unwilling zombie slaves to a centralized 
master that can control their use when required. 
The process turns the computer into what is known as 
a “Bot”.  It is made part of a larger network of similarly 

Tempting Targets
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infected machines called a Botnet. What many users 
don’t realize is that once their computer is compromised 
it will also seek to silently infect and copy itself to other 
machines as well; allowing the Botnet to gain resources 
and grow exponentially faster than it could on its own 
from dedicated points.

Zombie PC’s can operate in silence, not causing popups 
or erratic behavior which might alert the user that 
something is wrong with their system. They lay dormant 
until the controller of the Botnet needs the resources 
of his ‘Dark Cloud’ to cause a denial of service attack, 
mail millions of spam messages, crack a password, or 
distribute a crippling exploit. 
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The image usually associated with a cloud computing 
center is a white, surgically clean, professional server 
room with false floors, insane amounts of cooling, and 
physical security which rivals a bank. The resulting 
facility might seem like something from the inside of a 
futuristic starship.  Each server is precious, and money 
is spent on redundant servers, switches, hard disks, 
power supplies, and other areas designed to minimize 
the impact of any failure. With nothing out of place, 
modern cloud computing datacenters are the pinnacle 
of efficiency and organization. 

In contrast, a Botnet might seem almost laughable, 
without any real structure or plan, never knowing how 
many nodes will be available, but what they lack in 
finesse and order they make up with sheer scale and 
brute force. Millions of processors, countless gigabytes 
of storage and memory, and enough combined 
bandwidth to overwhelm even multi-gigabit commercial 

Internet connections. 

Their design might be best visualized as something 
from a darker spaceship engineering world; wires all 
over the place, lightening arcing down to pools of water, 
sparks erupting at random from various panels; yet 
when properly harnessed just as a capable a sleeker 
craft, and unstoppable in numbers. Botnets and their 
design have a massive single advantage over a true 
commercial cloud; they can grow at amazing speed with 
no thought to failures. 

Strength in Numbers
Trading “shiny” for invulnerability
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How machines are infected can be a source of confusion, 
especially for the business owner. Once infected and 
used, businesses may overreact, not only cleaning the 
Botnet but spending money on consultants and other 
services in order to find out exactly who targeted them 
and why. Rarely is this event a targeted attack against 
their specific company. 

Botnets conduct their own infection operations to 
mindlessly grow without consideration as to whom it 
is they are infecting. They work through a list of IP 
addresses in systematic order or dynamically scan the 
machines and network space around them looking for a 
vulnerable program they know how to take advantage 
of. 

An example would be a Bot program that has infected a 
home user on a cable connection using an un-patched 
Windows vulnerability. It then moves on and keeps 

Operations
How Botnets spread might surprise you
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sifting through the entire subnet of the ISP, probing 
the addresses of other customer’s machines looking for 
more things to infect using its abilities. At the same 
time, the machine it just infected has become a Bot and 
now goes to work itself. It manages to find a business 
customer it can infect, who then starts testing and 
infecting its own users and customers, and the cycle 
continues. In this example, the business itself wasn’t 
truly sourced and targeted by an individual, but rather 
infected randomly as the Botnet sought to spread 
anywhere it could. 

Knowing this, money spent on extensive forensics trying 
to identify the individual(s) involved in the “breach” 
would be better spent on perhaps reviewing the security 
policy of the existing firewall itself or investing in better 
capabilities such as an Intrusion Protection System. 

What is also commonly misunderstood is that Botnets 



aren’t simply spreading for the sake of spreading. Their 
ability to be controlled gives the wielder a huge resource 
with which to conduct very profitable ventures. Botnets 
can perform many tasks that are not easy to stop, 
since they are spread out across millions of individual 
machines which aren’t susceptible to simple IP blocking 
or having the authorities knock on a few doors.

Malicious companies are customers of the Botnet owner 
and can purchase a spam mailing blast of millions of 
messages, or knock down a competitor’s web presence 
with a crippling DDOS attack. Their creators can even do 
supercomputer-type cryptography work, testing trillions 
upon trillions of binary keys in order to brute-force the 
encryption on a stolen protected work or database. This 
aspect provides serious income to the botnet creators, 
further fueling development of more capable botnets 
using what their designers have learned after watching 
the security industry’s response to their previous efforts.
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Botnets pose a significant threat as they grow in 
popularity. Having countless machines on their own 
Internet connections frees the responsible parties from 
many of the risks associated with traditional operations 
which can land someone in a lot of trouble. Since  
malicious behavior can only be traced back to individual 
Bots while the actual operators of the Botnet remain 
hidden, this is an attractive way to make money without 
a lot of inherent risk. 

To protect yourself against Botnets, keep your operating 
systems and their programs patched and updated, and 
deflect as much of the attacks as possible by using an 
effective gateway defense so that they are not able to 
enter the network in the first place and test the fences 
of your  workstations and servers easily. 
Once a machine is infected, it can cause headaches 
to the company when suddenly your business is a 
perceived source of attacks, spam mailings, and other 

The Best Defense
Vigilance gives better benefits than vengeance 
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unwanted behavior to your customers and business 
relationships. Don’t waste money on researching the 
culprits behind an attack; instead invest in better 
securing your resources in order to defend against the 
next round of assaults which will test your network and 
machines. 

While they are complex and can be confusing to the 
average business owner trying to keep their Internet 
going and their computers clean, Bots can be easily 
dealt with using the right solution. Astaro Security 
Gateways are equipped with Intrusion Detection 
Systems that detect and stop various types of Bot 
programs. Easily configured by just telling the solution 
what type of computers and resources you have, initial 
attacks can be prevented in real-time, and existing 
infections can be identified so they can be cleansed.  
Combined with secure tunnels, controlled Web Access, 
and filtered email, your network can be shielded from 

many damaging things, leaving you free to conduct 
your business without worry.



Remember, Botnets aren’t personal, they’re just 
business.

For more information about information security trends 
and insights visit the Astaro Security Perspectives Blog 
http://securityblog.astaro.com/. 

For information on how to protect your network from 
Botnets and other information security threats download 
the free Astaro Security Gateway Essential Firewall 
Edition here: 

http://www.astaro.com/landingpages/en-
worldwide-essential-firewall 
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