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Eight reasons to do source code analysis on your
Web application

By Kevin Beaver

Given the visibility and vulnerabilities that make up many Web applications, I’m surprised to see that the underlying

source code isn’t being analyzed. Be it ignorance, lack of budget or anything in between, there’s a lot that can

come from performing this exercise in the name of reducing business risks.

Here are eight reasons for placing a higher priority analyzing the source code of your Web applications:

1. It’s easy to do

Source code analysis sounds very technical and hands-on. Who outside of the techiest of all developers and IT

byteheads wants to get involved with something like that? Actually, this difficulty factor is a myth. Once you get

analysis tools installed (which happens to be the hardest part I’ve experienced), it’s simply a matter of pointing

them to the source files and clicking Go. The tools I’ve used are mature and chock-full of handy features that most

anyone can use without expending too much brain power.

2. High benefit and (relatively) low cost

I’ve yet to perform a source code analysis where the developers haven’t come back and said, “Oh, I didn’t think of

that.” In many cases, the vulnerabilities that source code analysis tools have found wouldn’t have been discovered

by developers in a million years but could be exploited at any minute by an attacker. Finding just one vulnerability

easily justifies the few thousand dollars you’ll spend on any tools you’ll buy.

3. Web applications are a prime target

Think about where Web applications are located. They’re accessible to any and all. Both internal users and external

attackers can connect and do bad things—oftentimes even without a valid user account. Contributing to the prob-

lem is the fact that most attacks will go unnoticed even with logging enabled and basic log auditing taking place.

There’s just too much noise to keep up with. Finally, many Web applications are the entry point to all that makes up

the business. There’s so much accessibility and so much to lose.

4. Security is as important as functionality and the user experience

It’s funny how so many people—testers, QA engineers, product managers and even upper management—are often

involved in making sure software is just right in the eyes of the customer. As long as the software does what it’s sup-

posed do, that’s all that really matters. But what about the security flaws that could impact the user on a grander

scale? The priorities are shifting slowly, but the “requirement” of secure code is still not where it needs to be.

5. Traditional security testing tools go only so far

I’m a firm believer that you’ve got to have good tools to find good vulnerabilities. I’ve also experienced how imper-

fect Web application vulnerability scanning tools can be. You often have to manually validate what the tools find and

then some. But manual analysis is not going to uncover everything either. That leaves the third and final option—
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auditing checklists. But we all know how little value those provide. You’ve got to look at the entire attack surface of

your Web applications from all possible angles. That includes the source code.

6. Enhanced development processes

A nice side benefit of source code analysis is that it will often uncover weaknesses in the software development

lifecycle (SDLC) and broader problems with business processes that would otherwise go unnoticed. Plus, security

integration earlier on will save time, effort and money for everyone involved.

7. Competitive differentiation

A lot of people are talking about source code analysis. I don’t buy into vendor hype, but I do listen when end users

start talking about issues such as this. Apparently the need is growing. A lot of security assessment work is the

result of a third party -- be it a customer, auditor or business partner—asking for an independent view of software

vulnerabilities. When the time comes for someone to ask, “How do I know your software is secure?” it will pay to

have a good response and perhaps a source code analysis report to share with him.

8. Compliance as a side effect

Be it meeting service-level agreements (SLAs), internal policies or the mish-mosh of industry and government regu-

lations we’re all up against, having higher-quality source code can help businesses meet their compliance and legal

requirements. In fact, fixing the vulnerabilities in your Web applications could be the one thing that makes the

business compliant or helps it look better on its next audit.

Arguably many businesses could benefit from certain financial gains as the result of growing the customer base,

building trust and loyalty, and putting out more and more software. Those benefits come when they root out Web

security problems where they often begin—in the source code—and create more secure and higher-quality software.

Consider giving source code analysis a whirl. Most tool vendors provide some sort of free trial of their products. It

won’t hurt to at least try it out to see what’s uncovered. It may end up being the best thing you do to improve

software quality and minimize security risks for some time to come.

About the author: Kevin Beaver is an independent information security consultant, speaker, and expert witness

with Atlanta-based Principle Logic, LLC. He has more than 19 years of experience in IT and specializes in perform-

ing information security assessments revolving around IT compliance. Kevin has authored/co-authored six books on

information security including Hacking For Dummies and Hacking Wireless Networks For Dummies (Wiley) as well as

The Practical Guide to HIPAA Privacy and Security Compliance (Auerbach). He’s also the creator of the Security On

Wheels series of audiobooks.
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UNDETECTED DEFECTS LURKING IN  

YOUR CODE CAN PROVE DISASTROUS 

FOR YOUR BUSINESS.

Hidden bugs in your valuable source code can have serious consequences for your software—countless patches, drops  

in customer satisfaction, product recalls or worse. You need to know all your code is clean. Coverity offers advanced source  

code analysis products for the detection of hazardous defects and security vulnerabilities. Catastrophic errors are identified  

immediately as code is written. Assuring the highest possible code quality—no matter how complex your code base.  

This allows your developers to spend less time searching for bugs and more time adding value to your product. 
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Your code is either coverity clean—or it’s not.



Static code analyzer tests for dangerous race conditions

By Colleen Frye

Testing for race condition defects in code is like looking for the proverbial needle in the haystack, according to Ben

Chelf, chief technology officer of Coverity Inc. “You might see something strange, but you may not see the same

behavior twice in row, and you don’t have complete control of the system, even in the test lab.”

Now, with new concurrency defect detection capabilities in the Coverity Prevent SQS static code analyzer, develop-

ers will be about to identify race conditions and other concurrency defects earlier in the development cycle, before

it gets to test, according to the company.

With the advent of multi-core hardware, developers are being pushed to develop multi-threaded applications. In

multi-threaded applications, race conditions occur when two threads are trying to access the same data at the same

time, which can corrupt the data.

“Developers need to develop with multiple threads to take advantage of multi-cores,” Chelf said. “With single-core,

it was less critical for developers to think multithreaded development. With single-threaded programming, the

developer has complete control over what happens—they can see every condition and determine what will happen

when you run a program.”

With multithread there’s a combination of what’s happening in code, but it’s also dependent on the platform

operating system where the code is running. The operating system starts making decisions for you; it schedules

the thread. If the program is not designed well, it can make the program behave differently depending on what the

operating system does with the threads, Chelf said.

So while testers can exercise the system to look for race conditions, “it’s almost impossible to test for all the paths in

the code and interleaving threads, and developers don’t have control over how threads are to be scheduled,” Chelf

continued. “And when you ship a program, there can still be race conditions that only hit in the field under certain

circumstances. It can take weeks, months or years to trace back the problem and figure out what went wrong.”

New interface, advanced analysis capabilities

The latest release of Coverity Prevent SQS introduces a new interface designed to help developers understand the

complex interleavings that exist within multi-threaded applications. New advanced analysis capabilities in Prevent

SQS provide analysis of 100% of these interleavings, according to Coverity.

Prevent SQS identifies race conditions statically by looking for places where data is not protected appropriately,

Chelf explained.

“We get around race conditions by protecting access to data,” he said. “We can make sure you’re doing that in the

code itself. We developed a new interface for looking into issues, and a lot has to do with the way the threads inter-

act. You need to show the developer, ‘here’s how the data is treated, the number of places in the code, the number
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of threads,’ and explain to the developer in the interface so they understand the implications of the bug and they

can go back in and protect it.”

In addition to identifying race conditions, Prevent SQS looks for deadlock and thread block, both concurrency

defects. With deadlock, two or more threads wait for a lock in a circular chain such that the locks can never be

acquired. This defect can cause the entire software system to halt. With thread block, a thread calls a long-running

operation while holding a lock, preventing the progress of other threads. This type of defect can dramatically impact

application performance.

Previously, there was no practical way to eliminate concurrency defects prior to testing, Chelf said. Now, he said,

uncovering some of the defects prior to testing will be a time-saver.

“We’ve been looking at concurrency-type defects for a while,” Chelf said. “It’s the number one request we’ve heard

from customers. And we anticipate how much more this will be a problem as every deployment platform is multi-

core and every application multithreaded. The problem will only be exacerbated.”

Coverity Prevent SQS is available immediately for C, C++ and Java software projects. It is priced based on project

size.

About the author: Coleen Frye is a technology writer based in Bridgewater, MA. She has been covering the IT

industry for more than 20 years. She is a key contributor to SearchSoftwareQuality.com and has also written for

Software Magazine, Application Development Trends and other key technology publications.
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COVERITY FINDS THE DEADLY  
DEFECTS THAT OTHERWISE  
GO UNDETECTED.
Your source code is one of your organization’s most valuable assets. How can you be sure there are no  

hidden bugs? Coverity offers advanced source code analysis products for the detection of hazardous defects 

and security vulnerabilities, which help remove the obstacles to writing and deploying complex software.  

With Coverity, catastrophic errors are identified immediately as you write code, assuring the highest possible 

code quality—no matter how complex your code base. 

Reticulitermes Hesperus, or  
Subterranean Termite—unchecked, 
property damage estimated  
at $3 billion per year.  
Electron Micrograph, 140X
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Application security shouldn’t involve duct tape,
Band-Aids or bubble gum

By Joe Basirico

Throughout my time spent delivering talks at security conferences and in classrooms of prominent software compa-

nies, I consistently hear the same question: “What can we do to secure our software completely?” This question

typically comes in response to feeling completely overwhelmed by all the best practices, methodologies and tech-

niques to which my audience has just been exposed.

Unfortunately there is no single or easy answer to that question. Application security must be dealt with and con-

sidered in every phase of the software development life cycle (SDLC). I know practitioners would rather that I

discuss the silver bullet solution, but there is none. Security in the SDLC is essential—so much so that Microsoft

has bestowed upon it a completely new name: the Secure Development Lifecycle, or SDL. While these acronyms

may be similar, the way we think about software differs drastically in each model.

The original software development life cycle was created to deliver applications that are feature-rich, free of bugs and

shipped on time. It was designed at a time prior to security being the prevalent issue that it is today. The Secure

Development Lifecycle attempts to marry the pillars of the original SDLC with fundamental secure practices through-

out the lifecycle. This practice will create an application that has a secure core and can better withstand attacks.

When software development teams begin to think about security early in the SDLC, it reforms our ideas of what

our software will look like and gives us flexibility to address the concerns of not only security, but performance,

usability, reliability, maintainability and many other important metrics. It’s only when we attempt to tack on security

three weeks before the ship date that it becomes impossible.

There are four indispensable things to consider when designing software:

1. Security principles must be applied to every phase of the SDLC, otherwise ship dates will slip and software

will remain insecure.

2. People not professionally trained in security cannot be expected to make sound security decisions.

3. Software will never be 100% secure, and people will inevitably make mistakes when implementing a secure

system. Therefore, proper fail-safes must be in place to mitigate these risks.

4. The insider threat is real; I’ve worked in both small and large companies, and my distrust for those protect-

ing data is the same.

The deck is stacked against the software development team. Attackers have to find only a single vulnerability; you

have to find them all. Additionally, auditors and compliance are here to stay—and they want proof that you are tak-

ing the necessary steps to produce a secure application.
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Requirements gathering phase

In the first phase of any project the project or program manager (PM) must request feedback from his users to

understand what new features to include in the next version. Often this phase requires countless hours of creating

customer surveys and use case scenario planning. Even before the application is conceived, security must be taken

into account. The PM can help facilitate this by asking clients such leading questions as these:

• How bad would it be if this piece of personal data was lost?

• How tolerant are you to password policies?

• Would you be interested in using a biometric scanner if it meant an increased level of security and

confidence?

Asking those questions will do two things for you. First it will instill confidence that you take security seriously and

want to protect customers’ sensitive data. It will also ensure that as features are created in the next phases, you

will know how tolerant your users are to security mechanisms or data loss. Armed with this intelligence, you can

now begin writing requirements.

Requirements authoring phase

Like a sculptor sketching an outline of a new sculpture, the PM must begin thinking about how each component will

fit together in this phase. If security is designed into this phase, the PM can consider not only what should happen

during normal execution, but what should not happen and what the consequences are should a bad thing occur

(e.g., a data breach). Before the first line of code is written and the first process is run, the PM needs to think

about possible attacks, vulnerabilities and mitigations. If the sculptor Alexandros of Antioch had anticipated children

swinging from her arms before sculpting her, the Venus De Milo might still be completely intact today.

Effective exercises to create security requirements are as follow:

Consider the attacker in each feature—Consider not only what a benign user will create with your software but

also what an attacker may be able to do with it.

Outline what each feature should do and what it should not do—One requirement for a login control may be

to ensure that a user with valid credentials is allowed access to his data. Another requirement for that feature

should be that the login control will disallow any unauthorized user from retrieving another user’s personal data.

Understand the principle of “secure by default”—When designing the system, ensure features are off until a

user enables them. This will decrease the application’s attack surface. A disabled feature does not provide an

avenue of attack, and it also has the added benefit of increasing performance and lowering the memory footprint.

Use threat modeling to understand the possible threats to a system—Threat modeling and threat trees are

great ways to understand the security implications of each feature. Threat modeling is an effective risk analysis

technique that will be described near the end of this article.

Software Testing and Debugging

Application security shouldn’t involve duct tape,

Band-Aids or bubble gum

Sponsored by: Page 10 of 15



Design phase

Architects translate the features wish list into a structured document that developers can use to create an applica-

tion. This document explains how the pieces of the application will fit together. The architect will consider the best

technologies to use and how each component will communicate with each other. In this phase the architect must

consider the attacks, common vulnerabilities and best practice mitigations of each component individually, as well

as the security of each communication channel. The architect must be all-knowing. Key activities to consider include

the following:

Review and update the threat model document—The threat model should be a living document that contains

all the assets, entry points and attack vectors of the software. Ensure there are mitigations in place for each attack

in the threat model.

Ensure communication channels are secured—Use proper encryption standards such as SSL and TLS for Web

traffic or AES for transmitting blocks of sensitive data.

Enable the developer to understand how the component he will be working on will be used in the appli-

cation—Consider future implementations to be sure that if a component is used in a different way than originally

thought, it does not expose a latent security flaw. Ensure that each function or feature is responsible for checking

all inputs or flag the function to be used only behind a secure trust layer.

Development phase

This phase is often a black hole, where the vast majority of vulnerabilities creep in. Developers sometimes believe

that the operating system or the libraries they call are perfect and cannot fail, but we know that is not the case.

There is a lot to consider when developing an application, so developers must be trained in secure development and

must show a constant focus on security. This includes a careful examination of the libraries and functions they use.

The moment a developer forgets to check a return value or fails to validate input, he will likely expose a serious

security vulnerability.

To make things easier and to increase the overall quality of software, here are some best practices:

Train your stakeholders—The most important thing developers can do is become knowledgeable about the sys-

tem they are securing. Without the right knowledge they cannot know the security implications of their decisions.

The end of this article lists helpful books and training courses to learn more.

Review the threat model—Leveraging the threat model as a guide for development is a great way to make sure

each threat and possible vulnerability has been mitigated. The threat model should be updated as new threats are

discovered or mitigated.
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Review code for security—Code reviewing can be difficult to get traction on because it requires so much time.

However, just like an author wouldn’t dream of publishing a book before an editor had a chance to review it, a

developer should always have a second pair of watchful eyes examine sensitive code blocks.

Use static analysis tools—Static analysis tools can help create more secure code by quickly and easily checking

for common security vulnerabilities. However, these tools are in their infancy and you need to understand what they

can and cannot do.

Use tried-and-true security libraries—Security libraries are very difficult to write. Leveraging the libraries that

have been provided for you will reduce development time and cost while increasing the security of your application.

Attempting to create a new encryption or hashing algorithm is not a good idea. There are proven algorithms and

libraries that have been peer-reviewed and scrutinized for possible weaknesses. At the time of this writing the

standard for encryption is the Advanced Encryption Standard (AES 128, 192, and 256). The standard for hashing

is SHA-256 or greater. All other algorithms have shown signs of serious weakness and should be discontinued.

Do not implement your own security mechanisms—As mentioned above, leveraging existing security mecha-

nisms for cryptography, authentication and integrity will help reduce costs and development time while creating a

more secure system. No security will be gained from creating a proprietary, and otherwise unknown, security algo-

rithm.

Validate your input—Input is the root of all evil. Without input our software would do exactly the same thing

every time, which would be less glamorous, but predictable and safer. Consider all methods of input, including

the UI, registry keys, the network, Remote Procedure Calls, XML, HTTP requests, UDP, return values from APIs,

corrupted memory, files, and every other way your application knows what to do.

Test phase

The tester is the guardian of the application. The role of the guardian is not easy. Compressed ship dates and slip-

pages in the other phases can make the life of a tester difficult. We often hear, “It’s OK, we’ll make this time up in

testing.” But it’s impossible to fit security testing into an already abbreviated test phase.

There are three main characteristics of an adept security tester:

1. Imagination—A tester must be able to think about software and software security from a completely dif-

ferent perspective, including the ways that the software was intended to be used and considering all other

ways that the software could be used. Think like my mother, think like an attacker, think like a power user.

Use your imagination to explore every corner of the software to find vulnerabilities that are elusive and

likely to wreak havoc if discovered by a malicious user.

2. Knowledge of system—An effective security tester understands how every component fits together and

can recognize when things are out of place. A complete knowledge of the system will alert the tester when

components are used improperly or when security vulnerabilities manifest in difficult-to-find ways.
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3. Evil streak—ou cannot discount the benefit of being able to think like an attacker. It’s important to not

consider the obvious scenarios such as “Are there any temporary files being created where they shouldn’t

be?” Think more destructive and evil: “What could I do with these temporary files if I found one?” The

opportunity to be evil without doing anything wrong is what makes security testing so exciting.

Below are a few points to help get the imagination, knowledge and evil streak going.

Education—The single most important aspect of sound testing is a solid foundation in security. This can be provid-

ed by books, classes and conferences. They key, though, is never falling into the trap of thinking you know enough.

Books are often written by experts in the field with lots of hands-on experience (and you can always refer to them

when needed).

Security classes allow you to get real hands-on testing tips and knowledge from security professionals. The tech-

niques that you learn will stick with you and become part of your daily testing routine.

Conferences are great opportunities to communicate and knowledge share with others in the security space

Review the threat model—The threat model can be used to hold the PM, architect and developer’s feet to the

fire. It’s a great place to start, but great testers know that real vulnerabilities reside outside of this model. Be sure

to use your imagination to isolate new threats and vulnerabilities, and be sure to update the threat model as they

are discovered.

Test with a methodology—Banging your head on a keyboard has never provided a reliable or repeatable method

for finding vulnerabilities that the end user cares about or the attacker may exploit. For this reason, employ a

methodology to look for vulnerabilities in locations where they are likely to be found and where they are likely to

cause the most damage. A methodology, however, is not a test plan; don’t let it stifle your nose for great bugs.

Testers are like the police dogs of the software world, if you sniff out a great SQL injection vulnerability, feel free to

explore it.

Release and documentation

Once testers bless the application, it is time to release the product to customers. Similar to sending a child off to

college, this can be a heart-wrenching but relieving experience. Support and documentation for customers must

be provided so they can deploy software securely and seek answers to problems they encounter. In this phase,

disabling every security feature while enabling every functional feature creates a highly functional product, but

increases the attack surface of the application exponentially.

Before releasing a product, be sure to follow these steps to make it easy for your customers to deploy safely:

1. Document all security features—Explain the benefit of leaving these features on and how to allow legacy

features to communicate.
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2. Document ways to turn on features that are not available by default—Provide easy-to-follow

instructions on how to turn on disabled features securely.

3. Train support staff—Be sure to train the support staff on the new security features and the best ways to

use them. Make sure the support staff does not adopt a “turn everything on and walk away” policy.

Bringing it all together

The best organizations unite all of these techniques and understand that assessing their applications before they

ship is a prerequisite. Doing this provides a clear understanding of the risks involved with shipping and its impact to

the end user. Deploying mitigation techniques before shipping ensures that risks found in their assessment have

been minimized. Proactive organizations also ensure that every member of the team has the proper education and

security charter that enables the development team to effectively incorporate security at each phase of the SDLC.

Knowledgeable development teams can make informed decisions when presented with day-to-day problems. Having

each member of the team trained in security is important and will help ensure that your application is significantly

more secure, but this is not sufficient. While the PMs, architects, developers and testers strive to create a secure

product, they should also employ key security practitioners at each phase dedicated to reviewing their phase’s

deliverables. These individuals ensure rubber hits road and maintain a steady, repeatable secure development

process. Typically, a developer spends the majority of his time reviewing code for security vulnerabilities, a tester

focuses on testing for unmitigated threats, and an architect ensures that the application as a whole can be securely

produced.

Finally, proactive organizations understand the benefit of partnering with companies with specific expertise in

assessing security risk, mitigating threats and providing the knowledge their teams need to discover vulnerabilities

and understand the risks.

With this multilayered approach, software ships more securely, closer to the scheduled delivery date and closer to

anticipated cost. Your company becomes more competitive in the market and reduces its overall risk, resulting in

fewer headaches from the auditors and customers.

About the author: Joe Basirico is a senior security trainer at Security Innovation Inc. in Wilmington, Mass. He

delivers security courses to Software Teams in need of application security expertise. He has trained developers and

testers from numerous world-class organizations such as Microsoft, HP, EMC, Symantec, Liberty Mutual, Sony,

State Farm, Credit Suisse, Amazon.com, Adobe and ING. Joe is a seasoned practitioner and researcher in the field

of incorporating security into the SDLC and a highly demanded presenter.
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Resources from Coverity

Controlling Software Complexity: The Business Case for Static Source Code Analysis

Ensuring Code Quality in Multi-threaded Applications: How to Eliminate Concurrency Defects with Static Analysis

ip.access Ensures Quality of 3rd Party Code with Coverity Prevent

About Coverity, Inc.

Coverity (www.coverity.com), the leader in improving software quality and security, is a privately held company

headquartered in San Francisco. Coverity's groundbreaking technology removes the barriers to delivering complex

software by automatically finding critical software defects and security vulnerabilities as software is written.

Hundreds of companies worldwide choose Coverity because it scales to tens of millions of lines of code, has the

lowest false positive rate while providing 100 percent path and value coverage.

www.coverity.com
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