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Cybercrime and cyberwar: A spotter’s guide to 
the groups that are out to get you
BY STEVE RANGER

Criminals are drawn to the internet for as many different reasons as the rest of  us. Some of  them just want to 
break things, many want to get rich, and some want to change the world. 

Some are lone wolves, some are part of  sophisticated criminal gangs and some even work with the tacit 
approval and support of  their governments. But thanks to the borderless nature of  the internet you could be 
unlucky enough to find that some—or all—of  these groups could be targeting you at some point.

Just as the rise of  the web created new business models and allowed existing firms to sell and communicate 
globally, so it has also created new types of  crime that didn’t exist before and given existing crimes a turbo 
boost by allowing crooks to perpetrate them from anywhere in the world. 
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And as the web has grown up over the last three decades the types of  cybercrime have changed too. Go back 
a decade or two and the majority of  digital crime was really a form of  online vandalism; defacing websites and 
the like. That still occurs, but much of  today’s internet crime is now about getting rich.

As online crime has grown it has also 
evolved—or mutated—into a set of  
occasionally overlapping groups that pose 
distinct threats to organisations of  different 
sizes. These groups have different tools, objec-
tives and specialities, and understanding this 
can help defend  
against them.

DISORGANISED CRIME
The bulk of  cybercrime is carried out by the 
equivalent of  real-world opportunist thieves. 
These are the crooks you’re most likely to come across, or at least feel the impact of, as an individual—the petty 
criminals of  the online world. These may be individuals or very small groups of  crooks working together. They 
might have started hacking out of  curiosity—the classic script-kiddie—and then graduated to using these skills 
to raise a bit of  money. 

Increasingly these individuals don’t need deep technical knowledge to get started because there are many 
tools available either for free or at low cost on Dark Web forums. Inexperienced hackers can buy data-stealing 
malware at relatively low cost if  they know where to look, or can hire a botnet for a few hundred dollars to 
spam out a million emails filled with offers for counterfeit goods, or with malware hidden inside.

Would-be hackers have found ransomware particularly lucrative in recent years. They buy a ransomware 
package from an underground forum then fire it out as widely as possible, then hope to infect as many PCs as 
possible before demanding a bitcoin ransom in order to decrypt the scrambled hard drives. 

In the last year or so the trend has been away from ransomware and towards cryptocurrency mining. Instead 
of  encrypting your PC, these crooks surreptitiously use its processor to mine for cryptocurrency, which is then 
deposited in the hacker’s account—while you pay for the power and the wear and tear on your PC. 

Disorganised crime also covers many other scams: denial-of-services attacks which threaten to take down 
your website unless you pay them a fee; hackers that threaten to break your website unless you pay up because 
they have spotted a small flaw; or those attempt to fool you into an advance-fee scams where the unwary are 
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promised a big payday in return for paying (often 
a substantial) sum of  money up-front. They might 
be opportunists but they can still create significant 
damage and misery.

Still, basic IT security is often enough to keep 
this sort of  crime at bay. Update those default 
passwords, use two-factor authentication where 
possible, encrypt data, use anti-malware technol-
ogies and keep patching up to date, as well as 
training staff  in good security practices means 
you’re going to be in fairly good shape.

ORGANISED CRIME
These groups will have a loose organisation and 
may utilise many contractors, including many from 
the disorganised crime group above. Some will 
have expertise in in developing hacking tools and 
vulnerabilities, others who will carry out the attack 
and yet others who will launder the cash. At the 
centre of  the web is a cybercrime boss with the 
ideas, the targets and the contacts.

These are the groups with the capability to 
mount attacks on banks, law firms and other big 
businesses. Organised cybercrime groups are also 
increasingly performing long-term, targeted attacks 
instead of  indiscriminate scatter-gun campaigns.

Europol’s 2018 Internet Organised Crime Threat 
Assessment shows how sophisticated these groups 
are using the example of  the Carbanak and Cobalt 
malware attacks which cost financial services Euro 
1bn across 40 countries. 

First the malware was developed by the gang, then 
sent in phishing emails to bank staff; from there 
the malware infiltrated the bank networks and 
found its way to the servers and ATMs. Money 
was then transferred to accounts which were 
emptied out by mules visiting ATMs and that 
cash was then laundered by being converted into 
cryptocurrency. 

Europol said that ransomware continues to be 
a big area of  interest for criminal gangs, with 
crytomining malware joining it as a lower-risk 
option. New legislation relating to data breaches 
-like GDPR—will likely lead to greater reporting 
of  breaches to law enforcement and increasing 
cases of  cyber-extortion, it warned. Card 
skimming continues to be another area gangs 
are making money, while many of  the classic 
scams, such as technical support scams, advanced 
fee fraud and romance scams are still resulting 
in a considerable numbers of  victims. One 
change that Europol has spotted: cyber-attacks 
which historically targeted traditional financial 
instruments are now targeting businesses and users 
of  cryptocurrencies.

It’s worth remembering that you could end up 
a target of  one of  these groups even as a small 
business or an individual, especially if  you do 
business with larger organisations. Being part of  
the supply chain could be enough to get you on 
their radar.

Just as the line between disorganised and organised 
crime is often blurred, so the line between 
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organised crime and nation-state backed hackers 
is sometimes hard to spot. “Transnational 
criminals will continue to conduct for-profit 
cyberenabled crimes, such as theft and extortion 
against US networks. We expect the line between 
criminal and nation-state activity to become 
increasingly blurred as states view cyber criminal 
tools as a relatively inexpensive and deniable 
means to enable their operations,” warned the 
US director of  national intelligence Dan Coats 
early this year.

HACKTIVISTS
These may be individuals or groups driven by a particular agenda—perhaps a particular issue or a broader 
campaign. Unlike most cybercriminals, hacktivists aren’t out to make money from their exploits, rather to 
embarrass an organisation or individual and generate publicity. This means their targets may be different: rather 
than a company’s accounts system or customer database, they may well want to access embarrassing emails 
from the CEO or other company officials, or to get their logo onto your homepage or to interrupt your social 
media posts.

TERRORISTS
Despite the hype, the threat from cyber terrorism remains low, largely because these groups lack the skills, 
money and infrastructure to develop and deploy effective cyber weapons, which only the largest nations can 
hope to build. As Europol notes: “While [Islamic State] sympathisers have demonstrated their willingness to 
buy cyber-attack tools and services from the digital underground, their own internal capability appears limited.”

The US government’s worldwide threat assessment also suggests limited digital terrorists have very limited 
digital capabilities.

“Given their current capabilities, cyber operations by terrorist groups mostly likely would result in personally 
identifiable information disclosures, website defacements, and denial-of-service attacks against poorly  
protected networks.”
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STATE-BACKED HACKERS
While standard criminality accounts for the vast majority of  cyber threats, the use of  the web by state-backed 
hackers has been widely publicised in recent years. 

Much of  this takes the form of  cyber espionage—attempts to steal data on government personnel or on 
expensive defence projects. Sometimes this data used by the governments themselves, sometimes it is passed 
on to businesses within their own countries. While spying on other nations is generally accepted if  not exactly 
encouraged, cyber industrial espionage is something that the US in particular is keen to discourage. For 
example after a few years where Chinese attempts to steal US industrial secrets declined, in the face of  an 
emerging trade war between the two countries there are fears that hacking attempts will soon increase again, 
with companies working in tech, biotechnology, aerospace, robotics and power equipment among the most at 
risk of  attack.

But not all state-backed hackers are after industrial secrets. The US has for example regularly warned that the 
networks which control much of  its critical infrastructure—including financial systems and power grids—
are probed for vulnerabilities by foreign governments and criminals. This could be seen as nations doing the 
ground work for future more dangerous incidents.
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Some are after money: much of  the activity by North Korea seems to be focused on raising money, whether 
that’s from ransomware or bank heists. And they can be destructive too—North Korea was blamed for the 
attack on Sony Pictures that destroyed data and disabled thousands of  computers.

State-backed hackers can also behave in some respects like hacktivists. In the run up to the 2016 US presidential 
elections, Kremlin-backed hackers managed to break into the email of  the Democratic National Committee 
and released them online to create embarrassment. 

Worse, nation-state hackers may be interested in creating physical effects by digital means—bringing down a 
power grid or forcing open the doors of  a dam at the wrong time, for example. This is where cybercrime tips 
over into cyberwarfare.

With the emergence of  the Internet of  Things (IoT)—where everyday objects from thermostats to home 
security systems—can be controlled online, the risk of  well-funded groups attempting to hack into these 
devices increases. 

If  your organisation is being attacked by state-
sponsored groups, keeping them out is likely to be 
extremely difficult: you should consider how to limit 
the damage, by segmenting networks and encrypting 
sensitive data, for example. 

Concentrating on blocking attacks at the perimeter 
will not be enough. If  your attackers are this 
well-funded and motivated they will play a long, slow 
game and you have to assume they will get inside; 
limiting the damage then becomes the key issue.

INSIDER THREATS
With all the focus on external threats, is it possible that companies are forgetting a danger much closer  
to home?

Not every criminal is on the outside. Insiders have privileged access to systems, they know the routines and 
potentially the flaws in the system. Confidential company documents stored on shared drives and weak internal 
controls on who can access data mean that the disgruntled or greedy insider could still be one of  the biggest 
risks to businesses. But it might not be to do with money; staff  can also be blackmailed by criminals into doing 
what they want. Intelligence agencies have also consistently warned that foreign governments will set honey 
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traps in order to then blackmail employees into handing over data or passwords; because of  their extensive 
access to corporate systems IT staff  have been targeted in this way.

BLURRED LINES
In reality there’s a lot of  overlap between these groups, in personnel, the tools they use and the targets they 
choose. Indeed, organised crime is happy to borrow or steal tools and techniques from state-sponsored hackers 
(indeed, the same hackers may wear two hats) and as these attack methods become well known they gradually 
filter down the chain so that even the most junior crooks are able to latch onto them.

All of  this has driven up the cost to business of  preventing and clearing up after attacks—as with many types 
of  real world crime, the costs of  cleaning up can be vastly higher than the loot that the crooks manage to get 
away with.

According to one set of  research sponsored by IBM Security and conducted by Ponemon Institute, the average 
cost of  a data breach with 2,500-100,000 lost or stolen records in 2018 is $3.86 million. The vast majority of  
the biggest breaches the researchers looked at were the result of  malicious and criminal attacks; in these cases 
the costs of  a data breach involving one million compromised records is nearly $40 million.

Changes in the legal framework could also make cyber attacks even more expensive for businesses. The arrival 
of  Europe’s General Date Protection Regulation (GDPR) means that companies could face substantial fines if  
following a leak of  personal data, they are discovered to have not taken security seriously.

All of  this is driving up spending on IT security: according to analyst firm Gartner, worldwide spending 
on security products and services will reach $114bn this year and $124bn next year thanks to GDPR, risk 
management and data privacy concerns. Cybercrimals will keep trying, and the cost of  keeping them out will go 
up—but the cost of  letting them in will be even greater. 
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Cyberwar predictions for 2019: The stakes 
have been raised
BY CHARLES MCLELLAN

Before the internet era, geopolitical tensions drove traditional espionage, and periodically erupted into warfare. 
Nowadays, cyberspace not only houses a treasure-trove of  commercially and politically sensitive information, 
but can also provide access to control systems for critical civil and military infrastructure. So it’s no surprise to 
find nation-state cyber activity high on the agendas of  governments.

Notable cyber attacks launched by nation states in recent years include: Stuxnet (allegedly by Israel and the 
US); DDoS attacks against Estonia, attacks against industrial control systems for power grids in Ukraine, and 
electoral meddling in the US (allegedly by Russia); and the global WannaCry attack (allegedly by North Korea). 
China, meanwhile, has been accused of  multiple intellectual property theft attacks and, most recently (and 
controversially), of  secreting hardware backdoors into Supermicro servers.

THE GLOBAL CYBER-THREAT LANDSCAPE
What does the current threat landscape look like, in broad terms? The 2017/18 threat matrix from BRI 
(Business Risk Intelligence) company Flashpoint provides a useful overview:

THREAT MATRIX (IMAGE: FLASHPOINT)
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Threat actors are ranked on a six-point capability scale and a four-point potential impact scale, with Flashpoint’s 
cast ranging from Tier 2 capability/Negligible potential impact (Jihadi hackers) to Tier 6/Catastrophic impact 
(China, Russia and Five Eyes).

It’s probably no surprise to find China heading the 2017/18 ranking of  threat actors, in terms of  capability, 
potential impact and number of  verticals targeted:

In its 2018 mid-year update, Flashpoint highlighted various ‘bellwethers’ that may prompt “major shifts in the 
cyber threat environment”:

• The tentative rapprochement between the U.S., South Korea, and North Korea fails to result in tangible 
diplomatic gains to end the North Korean nuclear program.

• Additional states follow the U.S. example and relocate their embassy in Israel to Jerusalem.

• The U.S.’ official withdrawal from the Joint Comprehensive Plan of  Action (JCPOA) and the subsequent 
renewal of  economic sanctions prompts an Iranian response.

• The ongoing power struggle between Saudi Arabia and Iran for influence in the Middle East leads to kinetic 
conflict in the region.

• U.S. and European Union-led economic sanctions in place on Russia are extended or tightened.

COLOUR CODING CORRESPONDS TO FLASHPOINT’S ‘POTENTIAL IMPACT’ RATING (BLACK = CATASTROPHIC).  
DATA: FLASHPOINT / CHART: ZDNET
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• The Trump administration adopts a less-compromising approach toward U.S.-China relations or otherwise 
enacts policies that threaten Chinese core interests. Alternatively, China adopts an increasingly aggressive 
policy toward securing its vital core interests, including the South China Sea and the questions of  Taiwan’s 
and Hong Kong’s political sovereignty.

• The situation in Syria further deteriorates into direct armed conflict between major states with differing 
interests in the region, potentially extending further into neighboring states.

• Other nation-states, such as China, Iran, and North Korea adopt the Russian model of  engaging in cyber 
influence operations via proxies, resulting in the exposure of  such a campaign.

CYBERSECURITY POLICY IN THE UK
In the UK, the National Cyber Security Center (NCSC)—an amalgam of  
CESG (the information security arm of  GCHQ), the Centre for Cyber 
Assessment, CERT-UK, and the Centre for Protection of  National 
Infrastructure—issues periodic security advisories, among other services. 
In April, for example, it warned of  Hostile state actors compromising UK 
organisations with focus on engineering and industrial control companies. 
Specifically, the threats involved “the harvesting of  NTLM credentials 
via Server Message Block (SMB) using strategic web compromises and 
spear-phishing”. Other recent NCSC advisories have highlighted Russian 
state-sponsored cyber actors targeting network infrastructure devices and the 
activities of  APT28 (a.k.a. the cyber espionage group Fancy Bear).

In its 2018 annual review, the NCSC said it had dealt with over a thousand cyber incidents since its inception 
in 2016. “The majority of  these incidents were, we believe, perpetrated from within nation states in some way 
hostile to the UK. They were undertaken by groups of  computer hackers directed, sponsored or tolerated 
by the governments of  those countries,” said Ciaran Martin, CEO at NCSC, in the report. “These groups 
constitute the most acute and direct cyber threat to our national security. I remain in little doubt we will be 
tested to the full, as a centre, and as a nation, by a major incident at some point in the years ahead, what we 
would call a Category 1 attack.”

A Category 1 attack constitutes a ‘national cyber emergency’ and results in “sustained disruption of  UK 
essential services or affects UK national security, leading to severe economic or social consequences or to loss 
of  life.”
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Despite the efforts of  the NCSC, a recent report by the UK parliament’s Joint 
Committee on the National Security Strategy noted that “The threat to the 
UK and its critical national infrastructure [CNI] is both growing and evolving. 
States such as Russia are branching out from cyber-enabled espionage and theft 
of  intellectual property to preparing for disruptive attacks, such as those which 
affected Ukraine’s energy grid in 2015 and 2016.” 

The government needs to do more to change the culture of  CNI operators and 
their extended supply chains, the report said, adding that: “This is also a lesson 
for the Government itself: cyber risk must be properly managed at the  
highest levels.”

Specifically, the Joint Committee report recommended an improvement in political leadership: “There is little 
evidence to suggest a ‘controlling mind’ at the centre of  Government, driving change consistently across the 
many departments and CNI sectors involved. Unless this is addressed, the Government’s efforts will likely 
remain long on aspiration and short on delivery. We therefore urge the Government to appoint a single Cabinet 
Office Minister who is charged with delivering improved cyber resilience across the UK’s critical national 
infrastructure.”

CYBERSECURITY POLICY IN THE US
In the US, the September 2018 National Cyber Strategy (the first in 15 years, 
according to the White House) adopted an aggressive stance, promising 
to “deter and if  necessary punish those who use cyber tools for malicious 
purposes.” The Trump administration is in no doubt about who the US is up 
against in the cyber sphere:

“The Administration recognizes that the United States is engaged in a 
continuous competition against strategic adversaries, rogue states, and 
terrorist and criminal networks. Russia, China, Iran, and North Korea all use 
cyberspace as a means to challenge the United States, its allies, and partners, 
often with a recklessness they would never consider in other domains. These 
adversaries use cyber tools to undermine our economy and democracy, steal our intellectual property, and sow 
discord in our democratic processes. We are vulnerable to peacetime cyber attacks against critical infrastructure, 
and the risk is growing that these countries will conduct cyber attacks against the United States during a crisis 
short of  war. These adversaries are continually developing new and more effective cyber weapons.”
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The US cyber security strategy is built around four tenets: Protect the American People, the Homeland and 
the American Way of  Life; Promote American Prosperity; Preserve Peace through Strength; and Advance 
American Influence. 

As far as preserving peace through strength is concerned, the Trump administration states that: “Cyberspace 
will no longer be treated as a separate category of  policy or activity disjointed from other elements of  national 
power. The United States will integrate the employment of  cyber options across every element of  national 
power.” The objective is to “Identify, counter, disrupt, degrade, and deter behavior in cyberspace that is 
destabilizing and contrary to national interests, while preserving United States overmatch in and through 
cyberspace.”

It would seem that the stakes in the cybersecurity/cyberwar game have just been raised by the world’s most 
powerful nation.

2019 NATION-STATE / CYBERWAR PREDICTIONS
Nation-state activity has been prominent in previous annual roundups of  cybersecurity predictions (2018, 2017, 
2016), and given the above overview we expect plenty more in 2019. Let’s examine some of  the predictions in 
this area that have been issued so far.

Prediction Source Detail

Increase in crime, 
espionage and sabotage 
by rogue nation-states

Nuvias Group With the ongoing failure of  significant national, 
international or UN level response and repercussion, 
nation-state sponsored espionage, cyber-crime and 
sabotage will continue to expand. Clearly, most 
organisations are simply not structured to defend 
against such attacks, which will succeed in penetrating 
defences. Cybersecurity teams will need to rely on 
breach detection techniques.
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Prediction Source Detail

The United Nations 
proposes a cyber 
security treaty

Watchguard In 2019, the United Nations will address the issue 
of  state-sponsored cyber attacks by enacting a 
multinational Cyber Security Treaty...The growing 
number of  civilian victims impacted by these attacks 
will cause the UN to more aggressively pursue a 
multinational cyber security treaty that establishes rules 
of  engagement and impactful consequences around 
nation-state cyber campaigns. They have talked and 
argued about this topic in the past, but the most recent 
incidents—as well as new ones sure to surface in 
2019—will finally force the UN to come to  
some consensus.

A nation-state launches 
a ‘fire sale’ attack

Watchguard In 2019, a new breed of  fileless malware will emerge, 
with wormlike properties that allow it to self-propagate 
through vulnerable systems and avoid detection...Last 
year, a hacker group known as the Shadow Brokers 
caused significant damage by releasing several zero 
day vulnerabilities in Microsoft Windows. It only took 
a month for attackers to add these vulnerabilities to 
ransomware, leading to two of  the most damaging 
cyber attacks to date in WannaCry and NotPetya. This 
isn’t the first time that new zero day vulnerabilities in 
Windows fueled the proliferation of  a worm, and it 
won’t be the last. Next year, ‘vaporworms’ will emerge; 
fileless malware that self-propagates by exploiting 
vulnerabilities.
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Prediction Source Detail

State-sponsored cyber 
warfare will take  
center stage

CGS Traditional cybersecurity tools to protect against 
state-sponsored cyberattacks are not adequate and 
often obsolete as soon as they come to market. It 
is nearly impossible to keep up with cyberattacks as 
these threats are automated, continuous and adaptive. 
In the next year, we will continue to see government 
entities ramping up efforts to develop state-sponsored 
cybersecurity protections, policies, procedures and 
guidance. With individuals, businesses and government 
departments under attack, there must be a unified 
approach by the government to create guidance on a 
more holistic, official, focused effort to thwart state-
sponsored attacks.

A collision course to 
cyber cold war

Forcepoint Isolationist trade policies will incentivize nation states 
and corporate entities to steal trade secrets and use 
cyber tactics to disrupt government, critical infra-
structure, and vital industries.

The US-China trade war 
will reawaken economic 
espionage against 
Western firms

Forrester With heightened geopolitical tensions in Europe and 
Asia and the US and China in a trade war, expect 
China’s hacking engine, after a brief  respite from 2016 
to 2018, to turn again to the US and Western countries. 
The current (13th) five-year plan serves as an early 
warning system for firms in eight verticals: 1) new 
energy vehicles; 2) next-generation IT; 3) biotechnology; 
4) new materials; 5) aerospace; 6) robotics; 7) power 
equipment; and 8) agricultural machinery. If  you’re in 
one of  these industries, expect a breach attempt  
very soon.
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Prediction Source Detail

Trade wars trigger 
commercial espionage

Cyberark Government policies designed to create ‘trade wars’ will 
trigger a new round of  nation-state attacks designed to 
steal intellectual property and other trade secrets to gain 
competitive market advantages. Nation-state attackers 
will combine existing, unsophisticated, yet proven, 
tactics with new techniques to exfiltrate IP, as opposed 
to just targeting PII or other sensitive data.

In 2019 and beyond, 
we expect to see more 
nations developing 
offensive cyber 
capabilities

FireEye (Kevin 
Mandia)

There are people that claim nations should not do this, 
but in the halls of  most governments around the world, 
officials are likely thinking their nation needs to consider 
offensive operations or they will be at a disadvantage.

We are also seeing 
deteriorating rules of  
engagement between 
state actors in  
cyber space

FireEye (Kevin 
Mandia)

I have spent decades responding to computer 
intrusions, and I am now seeing nations changing their 
behaviors. As an example, we have witnessed threat 
actors from Russia increase their targeting and launch 
cyber operations that are more aggressive than in the 
past. Today, nearly every nation has to wonder: “What 
are the boundaries of  cyber activities? What can we 
do? What is permissible? What is fair game?” We have 
a whole global community that is entirely uncertain as 
to what will happen next, and that is not a comfortable 
place to be. We must begin sorting that out in the 
coming years.

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
17

https://www.cyberark.com/blog/the-year-ahead-cyberarks-top-2019-cyber-security-predictions/
https://www.fireeye.com/blog/executive-perspective/2018/11/road-to-security-predictions-2019-look-ahead-with-sandra-joyce.html
https://www.fireeye.com/blog/executive-perspective/2018/11/road-to-security-predictions-2019-look-ahead-with-sandra-joyce.html


Prediction Source Detail

The final priority is 
diplomacy. Cyber 
security is a global 
problem, and we are all 
in this together

FireEye (Kevin 
Mandia)

The fact that a lone attacker sitting in one country can 
instantaneously conduct an operation that threatens all 
computers on the internet in other nations is a problem 
that needs to be addressed by many people working 
together. We need to have conversations about rules of  
engagement. We need to discuss how we will enforce 
these rules of  engagement, and how to impose risks on 
attackers or the nations that condone their actions. We 
may not be able to reach agreements on cyber espionage 
behaviors, but we can communicate doctrine to help us 
avoid the risk of  escalating aggression in cyber space. 
And we can have a global community that agrees to a 
set of  unacceptable actions, and that works together to 
ensure there exists a deterrent to avoid such actions.

As we move into 2019: 
remain skeptical about 
what you read, especially 
on the internet

FireEye (Sandra 
Joyce)

Russia has been conducting influence operations for a 
really long time, and not just in the cyber realm. They’re 
very skilled. We’re seeing other threat actors learning 
from Russia’s success in cyber influence. For example, 
we recently uncovered several Iranian inauthentic 
accounts being used to propagate a social agenda that 
was pro-Iranian. We’re going to increasingly see these 
cyber operations from more nations than just Russia, 
and now Iran, as nations realize how effective this tactic 
can be. The upside of  social media is that everyone can 
be part of  the conversation, but that can clearly be a 
downside as well.

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
18

https://www.fireeye.com/blog/executive-perspective/2018/11/road-to-security-predictions-2019-look-ahead-with-sandra-joyce.html
https://www.fireeye.com/blog/executive-perspective/2018/11/road-to-security-predictions-2019-look-ahead-with-sandra-joyce.html


Prediction Source Detail

China’s Belt and Road 
Initiative to drive cyber 
espionage activity in 
2018 and beyond

FireEye (Threat 
Intelligence)

The Belt and Road Initiative (BRI) is an ambitious, 
multiyear project across Asia, Europe, the Middle East, 
and Africa to develop a land (Silk Road Economic Belt) 
and maritime (Maritime Silk Road) trade network that 
will project China’s influence globally. We expect BRI 
to be a driver of  cyber threat activity. Cyber espionage 
activity related to the initiative will likely include the 
emergence of  new groups and nation-state actors. 
Given the range of  geopolitical interests affected by 
this endeavor, it may be a catalyst for emerging nation-
state cyber actors to use their capabilities. Regional 
governments along these trade routes will likely be 
targets of  espionage campaigns. Media announcements 
on BRI progress, newly signed agreements, and related 
development conferences will likely serve as operational 
drivers and provide lure material for future intrusions.

Iranian cyber threat 
activity against U.S. 
entities likely to increase 
following U.S. exit from 
JCPOA, may include 
disruptive or destructive 
attacks

FireEye (Threat 
Intelligence)

Last year, we reported that should the U.S. withdraw 
from the JCPOA [Joint Comprehensive Plan of  Action], 
we suspect that Iran would retaliate against the U.S. 
using cyber threat activity. This could potentially take 
the form of  disruptive or destructive attacks on private 
companies in the U.S. and could be conducted by 
false front personas controlled by Iranian authorities 
purporting to be independent hacktivists. While we 
do not anticipate such attacks in the immediate or 
near-term, we suspect that initially Iranian-nexus actors 
will resume probing critical infrastructure networks in 
preparation for potential operations in the future.
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Prediction Source Detail

Cyber norms unlikely to 
constrain nation-state 
cyber operations in the 
near future

FireEye (Threat 
Intelligence)

Norms of  responsible state behavior in cyberspace, 
though still in their infancy, have the potential to 
significantly affect the types of  future cyber operations 
conducted by nation-states and their proxies in the 
long term. Norms can be positive or negative, either 
specifically condoning or condemning a behavior. The 
future of  cyber norms will be most strongly influenced 
by political and corporate will to agree, and ultimately 
decisions by particular states to accept or disregard 
those norms in their conduct of  cyber operations.

Various countries active in cyber diplomacy, along 
with a small number of  international corporations, are 
exploring norms to manage their increasingly complex 
and crowded cyber threat landscape. However, except 
for an emerging consensus to not conduct cyber-
enabled theft of  intellectual property with the intent to 
provide commercial advantage, no norm has yet found 
significant, explicit agreement among states.

OUTLOOK
It’s clear from the above round-up of  predictions that nation states are likely to be more active than ever in 
cyberspace in 2019. Perhaps we’ll even see the sort of  ‘national cyber emergency’ envisaged by the UK’s NCSC, 
with potential loss of  life. That’s the point where cyber attack moves towards cyberwar. 

It’s also clear that governments—in the UK and US at least—are increasingly, if  belatedly, acknowledging the 
scale of  the problem of  hostile nation-state cyberactivity. It remains to be seen how effectively they can defend 
themselves, and even retaliate.

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
20

https://www.fireeye.com/blog/executive-perspective/2018/11/road-to-security-predictions-2019-look-ahead-with-sandra-joyce.html


Can Russian hackers be stopped? Here’s why 
it might take 20 years
BY STEVE RANGER

In the spring of  2015, faced with external cyberattacks on the US of  increasing frequency and severity, 
President Obama made a dramatic announcement.

The level of  hacking and cyber-espionage against the US had created an “unusual and extraordinary threat to 
the national security, foreign policy, and economy” of  the country, said the President, who declared a national 
emergency to deal with the threat. This executive order allowed the administration to pursue sanctions against 
those who attacked US critical infrastructure or stole secrets.

Since then the national emergency has been extended three times (it must be reconfirmed every year), but the 
attacks against the US and its allies continue.

Image: iStock/AdrianHancu

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
21

https://obamawhitehouse.archives.gov/the-press-office/2015/04/01/executive-order-blocking-property-certain-persons-engaging-significant-m


Indeed, the ongoing state of  emergency did little to deter the most spectacular anti-US hacking campaign in 
recent years: Russia’s meddling in the 2016 US presidential election.

Russia is not alone in pursuing cyberattacks—which show little sign of  stopping—to advance its aims: The US 
government and its allies have long complained about the behaviour of  China, Iran, and North Korea, too.

Despite years of  sanctions, indictments, and other attempts to combat hackers, the attacks have continued. And 
experts have warned it could be 20 years before the situation is brought under control. So why can’t the hackers 
be stopped?

HOW CAN GOVERNMENTS STOP HACKERS?
It’s not that the US hasn’t tried to deter cyberattacks, rather that the techniques the country and its allies have 
used so far haven’t been very effective at stopping the bombardment.

“We have seen consistent intrusions and intrusion attempts,” said Benjamin Read, manager of  the cyber-
espionage team at security company FireEye.

Certainly, cybersecurity is a tough concept for politicians to get their heads around. Foreign agents sneaking 
into computer systems to steal secrets is crazy enough; the idea of  enemies hacking into the computers which 
control critical infrastructure like power stations to cause destruction can seem like something out of  an airport 
thriller—but is scarily real.

But as politicians try to wrap their heads around the concept of  “the cyber,” in the absence of  a clear legal 
framework, hackers and spy agencies are experimenting to see what they can—and can’t—get away with. It’s 
this uncertainty and lack of  rules, and any obvious deterrent, that’s creating a free-for-all online.

And cyberattacks are cheap, too: No need for a huge military might when all you need is a few smart people 
and some PCs to start a hacking campaign that can cause headaches for some of  the biggest nations on the 
planet. For a state with few other options, cyberattacks can be a potent weapon.

What makes cyberattacks an even more enticing option is that it’s often hard to work out who is actually 
responsible for a particular incident, making it a handy way to cause trouble without necessarily getting caught. 
Nations often outsource these kinds of  intrusions to freelancers who are adept at covering their tracks, making 
it harder to point the finger of  blame. For example, an intrusion that took French TV station TV5Monde off  
the air was first thought to be the work of  the “Cyber Caliphate” linked to ISIS, but is now blamed on Russia-
backed hackers who deliberately left a false trail.
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Complicating matters even further is the often-forgotten reality that all countries commit espionage—even 
against their own allies—to understand capabilities and intentions (there’s also an unwritten rule that defence 
contractors and government agencies are considered to be fair game when it comes to espionage, digital or 
otherwise).

For Western governments, making a clear distinction between what they consider standard (if  unsavoury) 
elements of  statecraft, ones that they indulge in themselves, and those activities that are deemed less 
acceptable—industrial espionage, election meddling, destructive cyberattacks, and even cyberwarfare, for 
example—has proven difficult.

Hacking is cheap, easy, deniable, and everybody is doing it. No wonder it’s proving so hard to stamp out.

HOW DOES CYBER-DETERRENCE WORK?
This is the complicated backdrop against which Western governments are struggling to build some kind of  
model to deter cyberattackers.

“What deterrence is 
fundamentally about is 
making the cost of  doing 
something too high for 
someone to want to do it,” 
says Ewan Lawson, senior 
research fellow for military 
influence at the Royal 
United Services Institute 
(RUSI), who was previously 
with Joint Forces Command 
with responsibility for 
the development of  
cyberwarfare capabilities.

“The two forms we’ve tended to see is deterrence through hardening—just making something too difficult to 
be done—or deterrence through punishment, where you impose a cost on the individual or organisation.” 

Hardening defences should be the easy part. Many of  the most basic attacks—such as the Russian attacks 
on routers and network infrastructure that the FBI and the UK’s GCHQ warned about recently—could be 
deflected by basic security measures like changing default passwords.

Participants at the Locked Shields international technical network   

(image: NATO)
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However, while governments have more control over their systems, they have less ability to insist that 
businesses and individuals improve their own security, which is generally pretty terrible, because there are 
always better things to do. That means there is always a backdoor open to the hackers—and too often the front 
door, too.

According to one estimate, more than two-thirds of  the UK’s critical infrastructure bodies suffered an IT 
outage in the last two years, a third of  which were likely due to cyberattacks. Few companies can survive a 
sustained assault by hackers, and even fewer are prepared to defend against state-backed attacks.

“The unfortunate reality is that, for at least the coming five to ten years, the offensive cyber capabilities of  our 
most capable potential adversaries are likely to far exceed the United States’ ability to defend and adequately 
strengthen the resilience of  its critical infrastructures,” warns a 2017 US Department of  Defense report on 
cyber deterrence.

Attempts to tackle the other side of  that deterrence equation—imposing a cost on the hackers—have proved 
even more complicated.

Earlier in 2018 the US director of  national intelligence Dan Coates warned that Russia, China, Iran, and North 
Korea “will work to use cyber operations to achieve strategic objectives unless they face clear repercussions for 
their cyber operations.”

However, finding a set of  effective deterrents remains at best a work in progress.

Some state-backed hackers are looking for trade secrets, some are looking for weaknesses that could be used in 
future attacks, some are looking to steal money—and others want to just stir up trouble. Some want to do all of  
these things at once. Each of  these motivations requires a different response.

“In order to have effective deterrence from a US standpoint it’s very important that we not just think about 
this in terms of  cybersecurity defence and offence, but the cultural aspects of  various nation states and their 
motivation,” said Trevor Rudolph, a New America cybersecurity fellow who was chief  of  the Cyber and 
National Security Division at the Office of  Management and Budget during the Obama administration.

Over the last half-decade, the US and its allies have tried to deter state-backed hackers with everything from 
publicity to sanctions and indictments, and (maybe) even attempts to hack back against assailants.

While governments have plenty of  practice at responding to a traditional armed assault because they’ve  
been dealing with that pretty much since countries were invented, calibrating a response to a cyberattack 
remains tricky.
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“Ultimately it’s not about responding to a 
cyberattack with cyber means, it’s about looking 
at the full toolkit you have as a state in terms 
of  diplomatic, economic, military, and others, 
and determining the right set of  incentives and 
penalties you’re going to apply to a country that’s 
behaving in a way that is unacceptable,” says 
Dmitri Alperovitch, CTO at security company 
CrowdStrike.

CYBER-DETERRENCE TRIAL 
AND ERROR
The US, in particular, has been testing a variety 
of  different deterrent strategies over a number of  
years. China was the first country openly tackled 
for its cyber-espionage when, in May 2014, a 
grand jury indicted five Chinese military hackers 
for hacking directed at companies in the US 
nuclear power and solar energy industries. (See the 
timeline at the end of  this article.)

A summit between President Obama and 
Chinese President Xi Jinping followed a year 
later, at which both countries promised not to 
use commercial cyber-espionage. Chinese attacks 
slowed, at least temporarily. But, according to the 
US intelligence community, China continues to 
use cyber-espionage to try and break into defence 
contractors and communications firms  
in particular.

China is also targeting confidential business infor-
mation such as pricing strategies or mergers and 
acquisitions data says FireEye’s Read. “What we’ve 
seen pop up is Chinese groups targeting US law 

firms, US investment companies, and  
so on, stealing information in support of  
economic goals.”

Attempts to curb cyber intrusions by Iran have 
also met with similar, limited, success.

In March 2016 charges were announced against 
seven Iranians over distributed denial of  service 
attacks against US companies; one man was also 
charged with unauthorized access into control 
systems of  a US dam. In March 2018 the US 
Department of  Justice charged nine Iranians with 
stealing more that 31 terabytes of  documents and 
data from more than 140 American universities 
and 30 American companies.

The US also tried using sanctions against North 
Korea over its hacking attack on Sony Pictures in 
what was the first use of  sanctions by the US in 
response to cyber-espionage.

It’s possible, although still unclear, that the US may 
have also responded to Pyonyang’s attack on Sony 
Pictures by taking North Korea’s internet offline 
for a short period of  time, but even this has done 
little to curb North Korea’s activities.

But North Korea continues to use cyberattacks to 
gain intelligence and in particular to steal funds to 
prop up the state. “They’ve really veered into the 
crime angle,” Read notes.

While attempts to curb the behaviour of  China, 
Iran, and North Korea has been limited in its 
impact, the biggest challenge the US faces at the 
moment is from Russian interference.
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Russia has been blamed for the hacking of  the Democratic National Committee and the subsequent leaking of  
emails. Kremlin-backed groups have also been accused of  using disinformation campaigns across social media 
to stage arguments and undermine trust in the US political system during the 2016 Presidential campaign.

For its part, Russia has denied any meddling. President Putin has denied Russian state involvement in any 
election meddling, although he did not rule out that Russian hackers might be involved.

“If  they are feeling patriotic, they will start contributing, as they believe, to the justified fight against those 
speaking ill of  Russia,” he told journalists in 2017. But then, in March 2018 Putin again denied Russian state 
involvement: “Why have you decided the Russian authorities, myself  included, gave anybody permission to do 
this?” he told NBC News.

US intelligence warns that Russian intelligence and security services continue to probe US critical 
infrastructures, as well as target the US, NATO, and allies for insights into US policy. Attempts to deter Russian 
meddling seem to have had little impact.

These are ballistic missiles in North Korea. Security experts are becoming increasingly worried about cyber-espionage and 

cybercrime originating from North Korea. (Image: Getty/STR) 
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“It has not changed the calculus or the behaviour on behalf  of  the Russians,” said then-NSA chief  Admiral 
Mike Rogers in February 2018 according to CNN. “They have not paid a price that is sufficient to change their 
behaviour,” he added.

In December 2016 President Obama 
responded to revelations about Russian 
behaviour by expelling diplomats 
and closing two Russian properties. 
President Trump added to those moves 
with new sanctions in March 2018—
which had been approved by Congress 
seven months earlier—and accused 
Moscow of  attempting to hack the US 
energy grid. Critics said these sanctions 
did not go far enough.

“The sanctions... are a grievous 
disappointment and fall far short of  what is needed to respond to that attack on our democracy,” said Adam 
Schiff, senior Democrat on the House of  Representatives Intelligence Committee (more sanctions were 
imposed on Russia in May 2018).

Deterring Russia is, for the US, further complicated by Donald Trump’s own response to the hacking 
revelations.

In the Presidential race he—jokingly—invited Russia to hack Hillary Clinton, saying: “Russia, if  you’re listening, 
I hope you’re able to find the 30,000 emails that are missing.”

Since winning the election he also has been somewhat inconsistent in his response, and was initially reluctant to 
blame Russia for election meddling. At the Helsinki summit in July he said President Putin had been “extremely 
strong and powerful in his denial” of  Russian interference and said “I don’t see any reason why it would be” 
that Russia had interfered in the election.

The President later clarified he meant to say “I don’t see any reason why it wouldn’t be Russia.” Trump has also 
said he held Putin personally responsible for the attacks.

The Senate Intelligence Committee said that Russia had tried to help Trump and hurt Hillary Clinton with its 
campaign; the Trump administration for its part has insisted that the Russian meddling had no impact on the 
outcome of  the election.

Image: Alexei Nikolsky/AFP/GettyImages
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But this level of  ambiguity about 
Russian election interference from 
the top of  the US administration—
about who did it, why, and how much 
impact it had—likely makes it harder 
for US actions to punish Russia’s 
behaviour to have much real impact.

THE LIMITS OF NAMING-AND-SHAMING
One tactic the US has used with some success is to be more public about Russian attacks; it has also 
coordinated with other countries to go public.

“The US government using its own sources and methods coming out solo in saying ‘This nation state did a 
bad thing’ will have a debatable effect. What I think is more effective is if  an international body or a group of  
nations can come out and conclusively say that a particular nation state or group did something,” said Rudolph.

In February 2018, seven nations—the US, the UK, Denmark, Lithuania, Estonia, Canada, and Australia—
blamed the NotPetya ransomware attacks on Russia, with support from New Zealand, Norway, Latvia, Sweden, 
and Finland. Similarly, it was the US along with the UK and Australia in April 2018 that complained about 
Russian interference with routers and internet infrastructure.

Creating a broader coalition makes its condemnation stronger and harder for a country to shrug off.

But although naming-and-shaming may have worked against Chinese industrial cyber-espionage (at least in the 
short term), it doesn’t seem to be particularly effective against the Russians. While the Chinese government 
doesn’t like to be embarrassed in this way, Russia seems much less concerned.

While Moscow consistently denies conducting any of  these attacks, it doesn’t seem to mind the accusations too 
much—if  only because it acknowledges the Russian state’s capabilities.

“If  you look at the Russian government, you have to pair unilateral sanctions with international sanctions 
and the real threat of  retribution. What we did in the last [Obama] administration in response to the election 
meddling was insufficient at best,” said Rudolph.

Some analysts go further: “Building cyber-deterrence through a mix of  both national capabilities and global 
norms that guide behavior has been a cornerstone of  US cyber security since the very realm first emerged. 
Today, it is not just challenged, but in utter collapse,” said cybersecurity expert Peter Singer in a January  
2018 article.
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So what would a stronger response look like? RUSI’s Lawson suggests that targeting Russian oligarchs and their 
wealth could be effective. “All of  this comes with a degree of  risk, and one of  the things we don’t do very well 
these days is accept risk. None of  these things have a 100% guaranteed outcome, but the do-nothing option is 
not an option either,” he says.

“At the moment for Russia there are no consequences. For Putin it all seems to be working,” said Lawson.

So has there been any deterrent effect of  Western governments’ measures so far against Russia? “Not one that 
I’ve heard communicated in a very effective way, and certainly not one when I’ve spoken to Russians that I 
think they would recognise as such,” says Lawson.

But Rudolph sees some positive developments. The US plans to invest more in identifying who is really behind 
an attack. The National Security Strategy published in 2017 specifically mentioned plans to invest in capabilities 
that improve the ability of  the US to attribute cyberattacks more effectively, and there is now more of  a recog-
nition that the one-size-fit-all approach to cyber-deterrence doesn’t work.

Donald Trump’s response to hacking revelations about Russia has complicated efforts at cyber-deterrence.   

(Image: Shutterstock/Evan El-Amin)
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“That’s something I’ve seen the Trump administration start to evolve, and I do believe they have different 
response packages, and for different nation states and that’s not something we always had,” Rudolph said.

WHERE DOES CYBER-DETERRENCE GO NEXT?
There is always the chance that nation states will change their minds about their use of  hacking and cyber 
intrusion.

As recently as 2009 Russia was keen for a treaty with the US covering the use of  cyberweapons. This would 
have banned countries from embedding code in the systems of  other nations and imposed a ban on the use 
of  deception to disguise the source of  cyberattacks. The US wasn’t interested, however. President Trump has 
also floated the idea in 2017 that the US and Russia create an “an impenetrable Cyber Security unit” to prevent 
election hacking, but this didn’t get very far.

“I’m sceptical as to whether we can develop a 
meaningful or effective deterrent strategy,” said 
Rudolph.

It will likely take years, or even decades, for rules 
to finally emerge that govern cyber-espionage 
and cyberwarfare, so countries will continue to 
jockey for position for years to come until norms 
are established. A failure to establish boundaries accepted by all means that the risk of  accidental escalation 
remains; if  the rules of  engagement aren’t clear, then a relatively trivial hacking incident could rapidly turn into 
a full-on confrontation.

More worryingly, the kind of  cyberattacks that governments are required to deter may also change over time. 
As societies become more reliant on technology—like the Internet of  Things—the risk of  catastrophic 
cyberattacks will rise.

“A large-scale cyberattack on civilian critical infrastructure could cause chaos by disrupting the flow of  
electricity, money, communications, fuel, and water. Thus far, we have only seen the virtual tip of  the 
cyberattack iceberg,” said a 2017 report on cyber deterrence.

Governments might choose to deter the largest attacks with the largest weapons in their military arsenals. It was 
recently suggested that a sufficiently serious cyberattack could result in a nuclear response, which not everyone 
thinks is far-fetched.

It was recently suggested that a 
sufficiently serious cyberattack 

could result in a nuclear 
response, which not everyone 

thinks is far-fetched.

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
30

http://time.com/5210728/russia-u-s-hacking-cyberwar-kgb-soviet-union/
https://www.reuters.com/article/us-usa-trump-russia-cyber/trump-backtracks-on-cyber-unit-with-russia-after-harsh-criticism-idUSKBN19U0P4
https://www.armed-services.senate.gov/imo/media/doc/DSB%20CD%20Report%202017-02-27-17_v18_Final-Cleared%20Security%20Review.pdf
https://www.csoonline.com/article/3248986/security/pentagon-considers-nuclear-response-to-retaliate-for-large-cyber-attacks.html
https://www.csoonline.com/article/3248986/security/pentagon-considers-nuclear-response-to-retaliate-for-large-cyber-attacks.html
https://www.csoonline.com/article/3248986/security/pentagon-considers-nuclear-response-to-retaliate-for-large-cyber-attacks.html


“I think the national security community has lacked a bit of  creativity when it comes to thinking of  the sheer 
scope and scale of  a massive cyberattack, and the physical consequences that come from that, so I think the 
nuclear deterrent is interesting—it’s part of  the evolution of  what is going to be a truly effective deterrence. We 
just don’t know yet, and I don’t think we will know for about 20 more years,” said Rudolph.

One further complication is that rival countries have very different definitions of  national security and how to 
protect it—understanding these differences will be key to creating an agreed set of  rules. This makes cyberwar 
a question of  language, not computer code.

RUSI’s Lawson argues the West’s adversaries aren’t playing by the same rules “so surely it makes sense to 
continue the conversation and at least start to explore where the boundaries lie.”

For example, Russia is—among other things—very concerned about the ability of  the West to influence its 
population through the internet in the way that it did in the past through radio stations, and sees its own 
election meddling as acceptable through that prism of  suspicion.

“It’s about continuing the conversation,” said Lawson. “If  it does take 20 years for norms to appear in part that 
will be our fault for making the decision not to engage.”

But for now, many nations states will judge that using hackers to spy on, disrupt, distract, and steal from rival 
states remains a cheap, effective, and relatively risk-free option. Until something changes, expect to see plenty 
more of  the same.

Participants at the two-day exercise called Locked Shields. (Image: nato) 
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A BRIEF HISTORY OF CYBER-DETERRENCE
In the last few years the US government and others have made various attempts to stop hacking attacks by 
countries including Russia, China, North Korea, and Iran, with mixed results.

May 2014
A grand jury indicted five Chinese military hackers for computer hacking, economic espionage, and other 
offences directed at companies in the US nuclear power, metals, and solar energy industries. This was the first 
time charges were levelled at state-sponsored hackers for economic espionage. “For too long, the Chinese 
government has blatantly sought to use cyber espionage to obtain economic advantage for its state-owned 
industries,” said then-FBI Director James Comey.

December 2014
Internet service in North Korea is disrupted shortly after President Obama said the US would respond to 
North Korea’s attack on Sony Pictures “in a place and time and manner that we choose.” If  this was a US 
attack, it would be the first publicly known retaliation by the US against a cyberattack.

January 2015
US government imposes sanctions on North Korea following its “destructive, coercive cyber-related actions 
during November and December 2014.” This is the first time sanctions are used to respond to a cyberattack.

April 2015
President Obama declares a national emergency to deal with cyberattacks, saying: “The increasing prevalence 
and severity of  malicious cyber-enabled activities originating from, or directed by persons located, in whole 
or in substantial part, outside the United States constitute an unusual and extraordinary threat to the national 
security, foreign policy, and economy of  the United States.” The executive order authorises a set of  new 
sanctions against individuals or groups whose cyberattacks result in significant threats to the US, and gives 
authorities the power to freeze assets or apply sanctions against companies that knowingly use stolen trade 
secrets.

September 2015
Agreement on commercial cyber-espionage. President Obama and China’s President Xi Jinping agree that 
“neither country’s government will conduct or knowingly support cyber-enabled theft of  intellectual property, 
including trade secrets or other confidential business information, with the intent of  providing competitive 
advantages to companies or commercial sectors.”
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March 2016
Charges are announced against seven Iranians for conducting a coordinated campaign of  DDoS attacks against 
46 companies, mostly in the US financial sector, from late 2011 through mid-2013. One man was also charged 
with gaining unauthorized access into the Supervisory Control and Data Acquisition (SCADA) systems of  the 
Bowman Dam, in Rye, NY, in August and September of  2013.

December 2016
US places sanctions on Russia over election meddling.

“Russia’s cyber activities were intended to influence the election, erode faith in U.S. democratic institutions, 
sow doubt about the integrity of  our electoral process, and undermine confidence in the institutions of  the 
U.S. government. These actions are unacceptable and will not be tolerated,” the White House said. The April 
2015 executive order is extended to authorise sanctions against those who: “Tamper with, alter, or cause 
a misappropriation of  information with the purpose or effect of  interfering with or undermining election 
processes or institutions.”

February 2017
The Department of  Defense’s Defense Science Board Task Force on Cyber Deterrence warns: “It is clear that 
a more proactive and systematic approach to U.S. cyber-deterrence is urgently needed.”

March 2017
The national emergency is extended. “The President believes that the significant cyber-enabled activities 
continue to pose an unusual and extraordinary threat to our national security and economic prosperity, and 
therefore he has determined that it was necessary to continue this national emergency,” said then-White House 
press secretary Sean Spicer.

November 2017
Three Chinese nationals are indicted for computer hacking, theft of  trade secrets, conspiracy, and identity theft 
directed at US and foreign employees and computers of  three corporate victims in the financial, engineering, 
and technology industries between 2011 and May 2017.

December 2017
The US National Security Strategy says the country will “impose swift and costly consequences on foreign 
governments, criminals, and other actors who undertake significant malicious cyber activities.” It adds: “We will 
also invest in capabilities that improve the ability of  the United States to attribute cyberattacks.”
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February 2018
The US and the UK blame Russia for NotPetya ransomware, saying: “It was part of  the Kremlin’s ongoing 
effort to destabilize Ukraine and demonstrates ever more clearly Russia’s involvement in the ongoing conflict. 
This was also a reckless and indiscriminate cyberattack that will be met with international consequences.”

March 2018
More US sanctions on Russia following election meddling and NotPetya. “The Administration is confronting 
and countering malign Russian cyber activity, including their attempted interference in US elections, destructive 
cyberattacks, and intrusions targeting critical infrastructure,” said Treasury Secretary Steven Mnuchin.

March 2018
The US Department of  Justice charges nine Iranians with conducting a massive cyber theft campaign,  
stealing more that 31 terabytes of  documents and data from more than 140 American universities and 30 
American companies.

March 2018
Cyber state of  emergency extended again. “Significant malicious cyber-enabled activities originating from 
or directed by persons located, in whole or in substantial part, outside the United States continue to pose an 
unusual and extraordinary threat to the national security, foreign policy, and economy of  the United States,” 
says President Trump.

April 2018
The US, the UK, and more accuse Russia of  hacking into networks. “We have high confidence that Russia 
has carried out a coordinated campaign to gain access to enterprise, small office, home office routers known 
as SOHO routers and residential routers, and the switches and connectors worldwide,” said Rob Joyce, White 
House cybersecurity coordinator.

May 2018
The US State Department publishes a document on cyber-deterrence that warns “Strategies for deterring 
malicious cyber activities require a fundamental rethinking.”

June 2018
The US Treasury Department announces further sanctions against five Russian companies and three 
individuals, part of  its attempt to tackle “Russia’s malign and destabilizing cyber activities.” The Treasury said 
the sanctions targeted Russia’s cyber and underwater capabilities, and said “Russia has been active in tracking 
undersea communication cables, which carry the bulk of  the world’s telecommunications data.”
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July 2018
The Justice Department indicts 12 Russian hackers thought to be responsible for the 2016 cyberattack on the 
Democratic National Committee.

September 2018
The US Department of  Justice charges a North Korean programmer with involvement in some attacks 
including the WannaCry ransomware outbreak in 2017, and the attack on Sony Pictures Entertainment in 2014.

October 2018
The US charges Russian military officers over international hacking and disinformation campaigns: the charges 
relate to attacks against the World Anti-Doping Agency in an effort to undermine it following the exposure of  
a Russian state-sponsored athlete doping program.
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What is cyberwar? Everything you need to 
know about the frightening future of digital 
conflict
BY STEVE RANGER

WHAT IS CYBERWAR?
Cyberwarfare refers to the use of  digital attacks—like computer viruses and hacking—by one country to 
disrupt the vital computer systems of  another, with the aim of  creating damage, death and destruction. Future 
wars will see hackers using computer code to attack an enemy’s infrastructure, fighting alongside troops using 
conventional weapons like guns and missiles.

image: istock/the light-writer
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A shadowy world that is still filled with spies, hackers and top secret digital weapons projects, cyberwarfare is an 
increasingly common—and dangerous—feature of  international conflicts. But right now the combination of  
an ongoing cyberwarfare arms race and a lack of  clear rules governing online conflict means there is a real risk 
that incidents could rapidly escalate out of  control. 

• Cyberwar: What happens when a nation-state cyber attack kills?

WHAT DOES CYBERWARFARE LOOK LIKE?
Just like normal warfare which can range from limited skirmishes to full-on battles, the impact of  cyberwarfare 
will vary by target and severity. In many cases the computer systems are not the final target—they are being 
targeted because of  their role in managing real-world infrastructure like airports or power grids. Knock out the 
computers and you can shut down the airport or the power station as a result. 

There are plenty of  grim cyberwarfare scenarios available. Perhaps attackers start with the banks: one day  
your bank balance drops to zero and then suddenly leaps up, showing you’ve got millions in your account. 
Then stock prices start going crazy as hackers alter data flowing into the stock exchange. The next day the 
trains aren’t running because the signalling stops working, and you can’t drive anywhere because the traffic 
lights are all stuck on red, and the shops in big cities start running out of  food. Pretty soon a country could be 
reduced to gridlock and chaos, even without the doomsday scenarios of  hackers disabling power stations or 
opening dams. 

One worst-case cyberattack scenario on the US sees attackers combining outright destructive attacks focused 
on critical US infrastructure with data manipulation on a massive scale.

Still, there are—thankfully—vanishingly few examples of  real-world cyberwarfare, at least for now. 

Nearly every system we use is underpinned in some way by computers, which means pretty much every  
aspect of  our lives could be vulnerable to cyberwarfare at some point, and some experts warn it’s a case of  
when, not if.

WHY ARE GOVERNMENTS INVESTING IN CYBERWARFARE 
RIGHT NOW?
Governments are increasingly aware that modern societies are so reliant on computer systems to run everything 
from financial services to transport networks that using hackers armed with viruses or other tools to shut down 
those systems could be just as effective and damaging as traditional military campaign using troops armed with 
guns and missiles.
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Unlike traditional military attacks, a cyberattack can be launched instantaneously from any distance, with little 
obvious evidence of  any build-up, unlike a traditional military operation. Such as attack would be extremely 
hard to trace back with any certainty to its perpetrators, making retaliation harder.

As a result governments and intelligence agencies worry that digital attacks against vital infrastructure—like 
banking systems or power grids—will give attackers a way of  bypassing a country’s traditional defences, and are 
racing to improve their computer security. 

However, they also see the opportunity that cyberwarfare capabilities bring, offering a new way to exert 
influence on rival states without having to put soldiers at risk. The fear of  being vulnerable to the cyber-
weapons of  their rivals plus a desire to harness these tools to bolster their own standing in the world is leading 
many countries into a cyber arms race. 

• NSA chief: This is what a worst-case cyberattack scenario looks like

• The impossible task of  counting up the world’s cyber armies

• Cybercrime and cyberwar: A spotter’s guide to the groups that are out to get you

WHAT IS—AND WHAT IS NOT—CYBERWARFARE?
Whether an attack should be considered as an act of  cyberwarfare depends on a number of  factors. These 
include the identity of  the attacker, what they are doing, how they do it—and how much damage they inflict.

Like other forms of  warfare, cyberwarfare in its purest sense is usually defined as a conflict between states, not 
individuals. To qualify the attacks really should be of  significant scale and severity.

• Inside the secret digital arms race: Facing the threat of  a global cyberwar

• Governments and nation states are now officially training for cyberwarfare: An inside look

If  cyberwar is best understood as serious conflict between nations, that excludes a lot of  the attacks that are 
regularly and incorrectly described as cyberwarfare. 

Attacks by individual hackers, or even groups of  hackers, would not usually be considered to be cyberwarfare, 
unless they are being aided and directed by a state. Still, in the murky world of  cyberwarfare there are plenty of  
blurred lines: states providing support to hackers in order to create plausible deniability for their own actions is, 
however, a dangerously common trend.
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One example: cyber crooks who crash a 
bank’s computer systems while trying to 
steal money would not be considered to 
be perpetrating an act of  cyberwarfare, 
even if  they come from a rival nation. But 
state-backed hackers doing the same thing 
to destabilise a rival state’s economy might 
well be considered so.

The nature and scale of  the targets 
attacked is another indicator: defacing an 
individual company’s website is unlikely to 
be considered an act of  cyberwarfare, but 
disabling the missile defence system at an airbase would certainly come at least close. 

The weapons used are important, too—cyberwar refers to digital attacks on computer systems: firing a missile 
at a data center would not be considered cyberwarfare, even if  the data center contained government records. 
And using hackers to spy or even to steal data would not in itself  be considered an act of  cyberwarfare, and 
would instead come under the heading cyber espionage, something which is done by nearly all governments. 

For sure there are many grey areas here (cyberwarfare is basically one big grey area anyway), but calling  
every hack an act of  cyberwar is at best unhelpful and at its worst is scaremongering that could lead to 
dangerous escalation.

CYBERWARFARE AND THE USE OF FORCE
Why the who, what and how of  cyberwarfare matters is because how these factors combine will help determine 
what kind of  response a country can make to a cyberattack.

There is one key formal definition of  cyberwarfare, which is a digital attack that is so serious it can be seen as 
the equivalent of  a physical attack.

To reach this threshold, an attack on computer systems would have to lead to significant destruction or 
disruption, even loss of  life. This is the significant threshold because under international law, countries are 
allowed to use force to defend themselves against an armed attack.

It follows then that, if  a country were hit by a cyberattack of  significant scale, the government is within its 
rights to strike back using the force of  their standard military arsenal: to respond to hacking with missile  
strikes perhaps. 

Nation states’ conflict is moving online (image: istockphoto) 
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So far this has never happened—indeed it’s not entirely clear if  any attack has ever reached that threshold. 
Even if  such an attack occurred it wouldn’t be assumed that the victim would necessarily strike back in such a 
way, but international law would not stand in the way of  such a response.

That doesn’t mean attacks that fail to reach that level are irrelevant or should be ignored: it just means that 
the country under attack can’t justify resorting to military force to defend itself. There are plenty of  other 
ways of  responding to a cyberattack, from sanctions and expelling diplomats, to responding in kind, although 
calibrating the right response to an attack is often hard (see cyber deterrence, below).

• In the grey area between espionage and cyberwar

• Russia ‘front of  the queue’ when it comes to hacking, says security minister

WHAT IS THE TALLINN MANUAL?
One reason that the legal status of  cyberwarfare has been blurred is that there is no international law that refers 
to cyberwar, because it is such a new concept. But this doesn’t mean that cyberwarfare isn’t covered by law, it’s 
just that the relevant law is piecemeal, scattered, and often open to interpretation.

This lack of  legal framework has resulted in a grey area that some states are very willing to exploit, using the 
opportunity to test out cyberwar techniques in the knowledge that other states are uncertain about how they 
could react under international law.

More recently that grey area has begun to shrink. A group of  law scholars has spent years working to explain 
how international law can be applied to digital warfare. This work has formed the basis of  the Tallinn Manual, 
a textbook prepared by the group and backed by the NATO-affiliated Cooperative Cyber Defence Centre of  
Excellence (CCDCoE) based in the Estonian capital of  Tallinn, from which the manual takes its name.

The first version of  the manual looked at the rare but most serious cyberattacks, the ones at the level of  the use 
of  force; the second edition released tried to build a legal framework around cyberattacks that do not reach the 
threshold of  the use of  force.

Aimed at legal advisers to governments, military, and intelligence agencies, the Tallinn Manual sets out when an 
attack is a violation of  international law in cyberspace, and when and how states can respond to such assaults.

The manual consists of  a set of  guidelines -- 154 rules—which set out how the lawyers think international 
law can be applied to cyberwarfare, covering everything from the use of  cyber mercenaries to the targeting of  
medical units’ computer systems.
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The idea is that by making the law around 
cyberwarfare clearer, there is less risk of  an attack 
escalating, because escalation often occurs when the 
rules are not clear and leaders overreact.

The second version of  the manual, know as Tallinn 
2.0, looks at the legal status of  the various types of  
hacking and other digital attacks that occur on a daily 
basis during peacetime and looks at when a digital 
attack becomes a a violation of  international law  
in cyberspace.

• The new art of  war: How trolls, hackers and spies are rewriting the rules of  conflict

• Did Russia’s election hacking break international law? Even the experts aren’t sure

WHICH COUNTRIES ARE PREPARING FOR CYBERWAR?
Pretty much every single nation with the money and the skills is investing in cyberwarfare and cyberdefence 
capabilities. According to US intelligence chiefs, more than 30 countries are developing offensive cyber attack 
capabilities, although most of  these government hacking programmes are shrouded in secrecy. This has lead to 
concerns that a secret cyber arms race has already begun.

US intelligence briefings regularly list Russia, China, Iran, and North Korea as the major cyber threat actors to 
worry about. The US has long warned that Russia has a “highly advanced offensive cyber program” and has 
“conducted damaging and/or disruptive cyber attacks, including attacks on critical infrastructure networks”.

The Pentagon has said that China is looking to narrow the gap with the US in terms of  cyberwarfare 
capabilities and has warned that China has attempted to probe US networks for data useful in any future crisis: 
“Targeted information could enable PLA [People’s Liberation Army] cyber forces to build an operational 
picture of  US defense networks, military disposition, logistics, and related military capabilities that could be 
exploited prior to or during a crisis,” it warned.

• China aims to narrow cyberwarfare gap with US

The Pentagon has said that 
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any future crisis.
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US CYBERWARFARE CAPABILITIES
However, it’s likely that the US still has the most significant cyberdefence and cyberattack capabilities. Speaking 
in 2016, President Obama said: “we’re moving into a new era here, where a number of  countries have 
significant capacities. And frankly we’ve got more capacity than anybody, both offensively and defensively.”

Much of  this capability comes from US Cyber Command, which has a dual mission: to protect US Department 
of  Defence networks but also to conduct “full spectrum military cyberspace operations in order to enable 
actions in all domains, ensure US/Allied freedom of  action in cyberspace and deny the same to our 
adversaries”.

Cyber Command is made up of  a number of  what it calls Cyber Mission Force teams.

The Cyber National Mission Force teams defend the US by monitoring adversary activity, blocking attacks, and 
manoeuvring to defeat them.

Cyber Combat Mission Force 
teams conduct military cyber 
operations to support military 
commanders, while the Cyber 
Protection Force teams defend 
the Department of  Defense 
information networks.

By the end of  fiscal year 2018, 
the goal is for the force to grow 
to nearly 6,200 and for all 133 
teams to be fully operational. 
The US is believed to have 
used various forms of  cyber 
weapons against the Iranian 
nuclear programme, the North 
Korean missile tests and the so-called Islamic State, with mixed results.

Reflecting the increased priority the US is putting on cyberwarfare capabilities in August 2017, President 
Donald Trump upgraded Cyber Command to the status of  a Unified Combatant Command, which puts on 
the same level as groups such as the US Pacific Command and US Central Command. Other US agencies like 

Admiral Michael Rogers, director of the US National Security Agency and head 

of US Cyber Command  (image: Siim Teder/Estonian Defence Forces)
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the CIA and NSA have cyber espionage capabilities and have in the past been involved with building cyber-
weapons—such as the famous Stuxnet worm (see below).

The UK has also publicly stated that it is working on cyber defence and offence projects, and has vowed to 
strike back if  attacked in this manner. In April 2018 the director of  GCHQ confirmed that cyberattacks by 
British intelligence services supported operations against the terror group ISIS.

• British spies waged cyber campaign against ISIS, says GCHQ chief

WHAT DO CYBERWEAPONS LOOK LIKE?
Imaging the smartest hackers with the biggest budgets aiming to break the biggest systems they can; that’s 
what the high end of  cyber weapons can look like—projects involving teams of  developers and millions of  
dollars. But there are very, very few of  these. In general the tools of  cyberwarfare can vary from the incredibly 
sophisticated to the utterly basic. It depends on the effect the attacker is trying to create. 

Many are part of  the standard hacker toolkit, and a series of  different tools could be used in concert as part of  
a cyberattack. For example, a Distributed Denial of  Service (DDoS) attack was at the core of  the attacks on 
Estonia in 2007.

Other standard hacker techniques are likely to form part of  a cyberattack; phishing emails to trick users into 
handing over passwords or other data which can allow attackers further access to networks, for example. 
Malware and viruses could form part of  an attack like the Shamoon virus, which wiped the hard drives of  
30,000 PCs at Saudi Aramco in 2012.

According to the Washington Post, after revelations about Russian meddling in the run up to the 2016 US 
Presidential elections, President Obama authorised the planting of  cyber weapons in Russia’s infrastructure. 
“The implants were developed by the NSA and designed so that they could be triggered remotely as part of  
retaliatory cyber-strike in the face of  Russian aggression, whether an attack on a power grid or interference in a 
future presidential race,” the report said.

RANSOMWARE AND CYBERWARFARE
Ransomware, which has been a constant source of  trouble for businesses and consumers, may also have been 
used not just to raise money but also to cause chaos. Perhaps one of  the most unexpected twists recently has 
been the use of  weaponised ransomware to destroy data. The US, UK and a number of  other governments 
blamed Russia for the NotPetya ransomware outbreak which caused havoc in mid-2017, with the White House 
describing the incident as ‘the most destructive and costly cyberattack in history.’ While the attack was most 
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likely aimed at doing damage to computer systems in Ukraine it rapidly spread further and caused billions of  
dollars of  damage, reflecting how easily cyber weapons can get beyond the control of  their makers.

• Blaming Russia for NotPetya was coordinated diplomatic action

• ‘Russian military behind NotPetya attacks’: UK officially names and shames Kremlin

• NotPetya cyber attack on TNT Express cost FedEx $300m

• NonPetya ransomware forced Maersk to reinstall 4000 servers, 45000 PCs

CYBERWARFARE AND ZERO-DAY ATTACK STOCKPILES
Zero-day vulnerabilities are bugs or flaws in code that can give attackers access to or control over systems, 
but which have not yet been discovered and fixed by software companies. These flaws are particularly prized 
because there will likely be no way to stop hackers exploiting them. There is a thriving trade in zero-day exploits 
that allow hackers to sidestep security: very handy for nations looking to build unstoppable cyber weapons. It is 
believed that many nations have stock piles of  zero day exploits to use for either cyber espionage or as part of  
elaborate cyber weapons. Zero day exploits formed a key part of  the Stuxnet cyberweapon (see below).

One issue with cyber weapons, particularly those using zero-day exploits is that—unlike a conventional bomb 
or missile—a cyber weapon can be analysed and even potentially repurposed and re-used by the country or 
group it was used against.

One good example of  this is shown by the WannaCry ransomware attack, which caused chaos in May 2017. 
The ransomware proved so virulent because it was supercharged with a zero-day vulnerability that had 
been stockpiled by the NSA, presumably to use in cyber espionage. But the tool was somehow acquired by 
the Shadow Brokers hacking group (quite how is extremely unclear) which then leaked it online. Once this 
happened other ransomware writers incorporated it into their software, making it vastly more powerful.

This risk of  unexpected consequences mean that cyber weapons and tools have to be handled—and 
deployed—with great care. There is also the further risk that thanks to the hyper-connected world we live 
in that these weapons can spread and also cause much greater chaos than planned, which is what may have 
happened in the case of  the Ukrainian NotPetya ransomware attack.

WHAT IS STUXNET?
Stuxnet is a computer worm that targets industrial control systems, but is most famous for most likely being the 
first genuine cyber weapon, in that it was designed to inflict physical damage.
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It was developed by the US and Israel (although they have never confirmed this) to target the Iranian nuclear 
programme. The worm, first spotted in 2010, targeted specific Siemens industrial control systems, and seemed 
to be targeting the systems controlling the centrifuges in the Iranian uranium enrichment project—apparently 
damaging 1,000 of  these centrifuges and delaying the project, although the overall impact on the programme is 
not clear.

Stuxnet was a complicated worm, using four different zero-day exploits and likely took millions of  dollars of  
research and months or years of  work to create.

IS CYBERWARFARE ESCALATION A CONCERN?
There is a definite risk that we are at the early stages of  a cyberwar arms race: as countries realise that having a 
cyberwarfare strategy is necessary they will increase spending and start to stockpile weapons, just like any other 
arms race. That means there could be more nations stockpiling zero-day attacks, which means more holes in 
software not being patched, which makes us all less secure. And countries with stockpiles of  cyber weapons 
may mean cyber conflicts are able to escalate quicker. One of  the big problems is that these programmes tend 
to be developed in secret with very little oversight and accountability and with mirky rules of  engagement.

image: istock
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WHAT ARE THE TARGETS IN CYBERWAR?
Military systems are an obvious target: preventing commanders from communicating with their troops or 
seeing where the enemy is would give an attacker a major advantage.

However, because most developed economies rely on computerised systems for everything from power to food 
and transport, many governments are very worried that rival states may target critical national infrastructure. 
Supervisory control and data acquisition (SCADA) systems, or industrial control systems—which run factories, 
power stations and other industrial processes—are a big target, as Stuxnet showed.

These systems can be decades old and were rarely designed with security as a priority, but are increasingly being 
connected to the internet to make them more efficient or easy to monitor. But this also makes these systems 
more vulnerable to attack, and security is rarely upgraded because the organisations operating them do not 
consider themselves to be a target.

• The spy on the corner of  your desk: Why the smart office is your next security nightmare

A SHORT HISTORY OF CYBERWAR
For many people, 2007 was when cyberwar went from the theoretical to the actual.

When the government of  the eastern European state of  Estonia announced plans to move a Soviet war 
memorial, it found itself  under a furious digital bombardment that knocked banks and government services 
offline (the attack is generally considered to have been Russian hackers; Russian authorities denied any 
knowledge). However, the DDoS attacks on Estonia did not create physical damage and, while a significant 
event, were not considered to have risen to the level of  actual cyberwarfare.

Another cyberwarfare milestone was hit the same year, however, when the Idaho National Laboratory proved, 
via the Aurora Generator Test, that a digital attack could be used to destroy physical objects—in this case a 
generator.

The Stuxnet malware attack took place in 2010, which proved that malware could impact the physical world.

Since then there has been a steady stream of  stories: in 2013, the NSA said it had stopped a plot by an 
unnamed nation—believed to be China—to attack the BIOS chip in PCs, rendering them unusable. In 2014, 
there was the attack on Sony Pictures Entertainment, blamed by many on North Korea, which showed that it 
was not just government systems and data that could be targeted by state-backed hackers.

Perhaps most seriously, just before Christmas in 2015, hackers managed to disrupt the power supply in parts 
of  Ukraine, by using a well-known Trojan called BlackEnergy. In March 2016, seven Iranian hackers were 
accused of  trying to shut down a New York dam in a federal grand jury indictment.
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Nations are rapidly building cyber defence and 
offence capabilities and NATO in 2014 took 
the important step of  confirming that a cyber-
attack on one of  its members would be enough 
to allow them to invoke Article 5, the collective 
defence mechanism at the heart of  the alliance. 
In 2016, it then defined cyberspace as an “opera-
tional domain”—an area in which conflict can 
occur: the internet had officially become a 
battlefield.

CYBERWAR AND THE INTERNET OF THINGS 
Big industrial control systems or military networks are often considered the main targets in cyberwarfare but 
one consequence of  the rise of  the Internet of  Things may be to bring the battlefield into our homes.

“Our adversaries have capabilities to hold at risk US critical infrastructure as well as the broader ecosystem 
of  connected consumer and industrial devices known as the Internet of  Things,” said a US intelligence 
community briefing from January 2017. Connected thermostats, cameras, and cookers could all be used either 
to spy on citizens of  another country, or to cause havoc if  they were hacked. Not all IoT devices are in homes; 
hospitals and factories and smart cities are now filled with sensors and other devices which means that the 
real-world impact of  an IoT outage could be widely felt.

HOW DO YOU DEFEND AGAINST CYBERWARFARE?
The same cybersecurity practices that will protect against everyday hackers and cyber crooks will provide some 
protection against state-backed cyberattackers, who use many of  the same techniques. 

That means covering the basics: changing default passwords and making passwords hard to crack, not using 
the same password for different systems, making sure that all systems are patched and up-to-date (including the 
use of  antivirus software), ensuring that systems are only connected to the internet if  necessary and making 
sure that essential data is backed up securely. This may be enough to stop some attackers or at least give them 
enough extra work to do that they switch to an easier target.

Recognising that your organisation can be a target is an important step: even if  your organisation is not an 
obvious target for hackers motivated by greed (who would hack a sewage works for money?), you may be a 
priority for hackers looking to create chaos.

The same cybersecurity 
practices that will protect 

against everyday hackers and 
cyber crooks will provide some 
protection against state-backed 
cyberattackers, who use many 
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However, for particularly high-value targets this is unlikely to be enough: these attacks are called ‘advanced and 
persistent’. In this case it may be hard to stop them at the boundary and additional cybersecurity investments 
will be needed: strong encryption, multi-factor authentication, and advanced network monitoring. It may well 
be that you cannot stop them penetrating your network, but you may be able to stop them doing any damage.

At a higher level, nations and groups of  states are developing their own cyber defence strategies. The European 
Union recently announced plans to work on a cyber defence plan which it will invoke if  it faces a major, 
cross-border cyberattack, and plans to work with NATO on cyber defence exercises. However, not all nations 
consider such planning to be a particularly high priority.

More broadly, to prevent cyberwar incidents, countries need to talk more: to understand where the boundaries 
lie and which kinds of  behaviour are acceptable. Until that is done there is always the risk of  misunderstanding 
and escalation. 

WHAT IS CYBER DETERRENCE?
Just as nations attempt to deter rivals from attacking in conventional weapons, so countries are developing the 
concept of  cyber deterrence to help to prevent digital attacks from occurring in the first place—by making the 
cost of  the attack too high for any potential assailant. 

One way of  doing that is securing and hardening their own computer systems so that is becomes very hard—
and very expensive—for any attacker to find weaknesses. Thanks to the swiss-cheese nature of  so many 
computer systems the attackers will still have the advantage here. 

The other option is to impose costs on the attackers through sanctions, criminal investigations or even the 
threat of  striking back. However, as hackers (from all nations) continue to poke and pry at the computer 
systems of  their rivals, it would seem that cyber deterrence is at best a work in progress. 

• Can Russian hackers be stopped? Here’s why it might take 20 years

• Russian election meddling continues, says US: So why can’t it be stopped?

WHAT IS CYBER ESPIONAGE?
Closely related but separate to cyberwarfare is cyber espionage, whereby hackers infiltrate computer systems 
and networks to steal data and often intellectual property. There have been plenty of  examples of  this in recent 
years: for example the hack on the US Office of  Personnel Management, which saw the records of  21 million 
US citizens stolen, including five million sets of  fingerprints, was most likely carried out by Chinese state-
backed hackers.
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Perhaps even more infamous: the hacking attacks in the run up to the 2016 US Presidential elections and the 
theft of  emails from the Democratic National Committee: US intelligence said that Russia was behind  
the attacks. 

The aim of  cyber espionage is to steal, not to do damage, but it’s arguable that such attacks can also have a 
bigger impact. Law scholars are, for example, split on whether the hacks on the DNC and the subsequent 
leaking of  the emails could be illegal under international law.

Some argue that it mounts up to meddling in the affairs of  another state and therefore some kind of  response, 
such as hacking back, would have been justified; others argue that it was just below the threshold required. 

As such the line between cyberwarfare and cyber espionage is a blurred one: certainly the behaviour necessary 
is similar for both—sneaking into networks, looking for flaws in software—but only the outcome is different; 
stealing rather than destroying. For defenders it’s especially hard to tell the difference between an enemy 
probing a network looking for flaws to exploit and an enemy probing a network to find secrets.

“Infiltrations in US critical infrastructure—when viewed in the light of  incidents like these—can look like 
preparations for future attacks that could be intended to harm Americans, or at least to deter the United 
States and other countries from protecting and defending our vital interests,” then-NSA chief  Rogers said in 
testimony to the US Senate.

CYBERWARFARE AND INFORMATION WARFARE 
Closely related to cyberwarfare is the concept of  information warfare; that is, the use of  disinformation and 
propaganda in order to influence others—like the citizens of  another state. 

This disinformation might use documents stolen by hackers and published—either complete or modified 
by the attackers to suit their purpose. It may also see the use of  social media (and broader media) to share 
incorrect stories. 

While Western strategists tend to see cyberwarfare and hybrid information warfare as separate entities, some 
analysts say that Chinese and Russia military theorists see the two as closely linked. Indeed it is possible that 
Western military strategists have been planning for the wrong type of  cyberwar as a result.

WHAT ARE CYBER WARGAMES?
One of  the ways countries are preparing to defend against cyberwarfare is with giant cyber defence wargames, 
which pit a ‘red team’ of  attackers against a ‘blue team’ of  defenders.
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Some of  biggest international cyber defence exercises, like the NATO-backed Locked Shields event, can see 
as many as 900 cybersecurity experts sharpening their skills. In Locked Shields, the defending teams have to 
protect small, fictional, NATO member state Berylia from mounting cyberattacks by rival nation Crimsonia.

It’s not just the technical aspects of  cyberwarfare that are tested out; in September 2017 European Union 
defence ministers also took place in a table-top exercise called EU Cybrid, designed to test their strategy and 
decision making in the face of  a major cyberattack on the European Union military organisations. The game 
aimed to help develop guidelines to be used in such a real-life crisis, and was the first exercise to involve 
politicians at such a senior level.

WHEN WILL CYBERWAR TAKE PLACE?
Some argue cyberwar will never take place; others argue cyberwar is taking place right now. The truth is of  
course somewhere in the middle.

A member of the Locked Shields Green Team during the cyber defence exercise (image: nato)
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Beyond the famous example of  Stuxnet pure cyberwar operations will remain extremely rare, but already the 
concept has become absorbed into the broader set of  military options that exist, just like other new technol-
ogies, such as submarines and aircraft, in the past.

It’s possible that cyber weapons may also become a more common feature of  low intensity skirmishes between 
nations because they are capable of  causing confusion and chaos but not (too) much damage. But it’s unlikely 
that a war would ever be fought purely with digital weapons because they are too expensive and hard to control 
and of  limited impact. 

That doesn’t mean cyberwarfare is irrelevant—rather that some kind of  cyberwarfare capability will be part of  
pretty much every military engagement from now on. 
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Survey: IT pros are concerned about 
cyberwarfare, end users, and conducting 
international business
BY MELANIE WACHSMAN

It’s not a matter of  “if ” companies 
will become a victim of  a 
cyberwarfare or cybersecurity attack 
but “when,” as both types of  attacks 
grow more sophisticated daily, putting 
millions—or billions—of  company 
dollars, reputations, and data at risk. 
In a recent survey by ZDNet’s sister 
site Tech Pro Research, only 28% of  
the survey’s 248 respondents haven’t 
been a victim of  some form of  
security attack. 

Interestingly, 86% of  respondents 
were highly or moderately concerned 
with cyberwarfare attacks more than 
they were with general security risks. 
In a similar survey conducted in 2016, 
only 14% of  respondents were slightly 
worried about cyberwarfare; 16% 
weren’t worried at all.

One reason for the heightened 
concern regarding cyberwarfare 
can be attributed to an increase in 
companies conducting some form 
of  international operations. Of  survey 
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respondents, 41% participated in overseas business and 86% of  respondents said participating in international 
business presented additional security challenges.

END USERS TO BLAME
Mobile devices were considered a company’s weakest security link back in 2016. This shifted in 2018, as 
44% percent of  respondents ranked end users as their company’s weakest security link (only 13% attributed 
the honor to mobile devices). This is most likely due to the understanding that devices don’t cause security 
breaches—rather, end users’ actions do—such as unwittingly clicking on suspicious links, opening attachments 
with malicious payloads, or leaving devices unlocked.

To no surprise, most respondents pointed out the need for improved end-user security training as well as 
education pertaining to overseas laws (25% of  respondents indicated their own ignorance of  overseas laws) to 
improve security.

This infographic contains more details from the research. For all the findings, download the full report 2018 
Cyberwar and the future of  Cybersecurity Report (available to Tech Pro Research subscribers).
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Governments and nation states are officially 
training for cyberwarfare: An inside look
BY STEVE RANGER

Berylia is under attack. Again.

The island nation, located somewhere in the cold waters of  the Atlantic Ocean, relies on its state-of-the-art 
drone industry for a large part of  its income. But recently its drone research labs have come under cyber attack 
from unknown assailants, forcing Berylia to deploy rapid-reaction teams of  security experts to its labs, under 
orders to find out what’s happening, and to stop the attacks as quickly as possible.

Over two hectic days, the teams will have to battle against mounting attacks on their systems, hijacking of  their 
drones, and questions from a sometimes hostile press.

Tallinn, Estonia, hosts NATO’s Locked Shields cyberwarfare simulation. (Image: iStock/KavalenkavaVolha)
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And it’s not the first time Berylia has come under attack: strangely these cyber onslaughts happen every year 
at around the same time. And these incursions won’t be the last time the country comes under attack either, 
because the fictional drone-building country is the setting for the NATO annual cyber defence wargame, 
Locked Shields.

The exercise is run from Estonia by NATO’s cyberwarfare think tank, the Cooperative Cyber Defence Centre 
of  Excellence (CCD COE). The annual event, which has been running since 2010, aims to train the security 
experts who protect national IT systems on a daily basis. While the exact scenario changes every year, the 
setting—the embattled Berylia—remains the same, and arch-rival Crimsonia often makes an appearance too.

Berylia might be a fictional state, but Estonia itself  has first hand experience of  these sort of  digital attacks: 
back in 2007 its banks and government systems suffered weeks of  disruption from hackers after Estonian 
authorities proposed moving a Soviet war memorial. Russia denied any involvement in the attacks, but the 
incident accelerated plans for the formation of  the NATO’s cyber think tank, located in the Estonian  
capital, Tallinn.

This year Locked Shields saw more than 1,700 attacks carried out against 1,500 virtualised systems being 
protected by 20 teams, which separately had to defend online services and industrial control systems against 
real malware and digital attacks.

The wargame pits 20 ‘blue team’ sets of  defenders from NATO’s member states, against a ‘red team’ of  
attackers which attempt to disrupt their networks. A separate ‘white team’ of  experts runs the game systems. In 
total, the exercise involves around 550 people across 26 nationalities, 250 of  which are the core planning team 
in Tallinn, where the main action takes place over a two-day period.

It’s not the only big cyberwar game. The US runs its own ‘Cyber Guard’ event every year, which this year saw 
around 1,000 players from various government agencies. Those taking part included the UK, Canada, and 
Australia, all dealing with a fictional attack on an oil refinery, power grids, and ports, while the Bank of  England 
has overseen ‘Waking Shark’ exercises across the banks in London. However, Locked Shields describes itself  as 
the largest international technical cyber defence exercise.

All the Locked Shields teams get the same mission briefing, and the same set of  virtual systems to defend. 
While the game is run from Estonia by NATO’s Cooperative Cyber Defence Centre of  Excellence (CCD 
COE), most teams log-in remotely from their own countries. The teams are playing simultaneously but 
separately, so it is in some respects 20 games at once, although the teams are allowed to share some 
information.
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In the scenario, the teams are playing as a rapid reaction team that has just been dropped into a drone research 
lab. That means when the game starts, they don’t even know precisely what systems they have to defend, and 
whether their adversary has already managed to breach any.

Even the technical information they are given about the systems they have been called in to protect is—as it 
would be in real life—shoddy and possibly incorrect, making it even harder for the teams to prepare  
their defences.

“We are trying to use hacking scenarios and attack scenarios that are taken from real life, so we are not playing 
on an abstract simulation, we are actually using the same operating systems that would be encountered in real 
life,” Dr Rain Ottis, Locked Shields 2016 scenario master, said.

“We want to see how they handle themselves as a team in a situation where there’s lots of  fog of  war, where 
you do not have full visibility of  the scenario of  the things that are happening to you,” he said.

Berylia and Crimsonia are the two fictional countries involved in the Locked Shields simulation. (image: 

Hans-Toomas Saarest
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Over the course of  the exercise things only get 
worse. Not only do the teams have to deal with 
incoming attacks, they also have to deal with 
getting blamed for attacks coming from their 
networks. “It is as realistic as we can make it,”  
said Ottis.

The teams of  defenders—each of  around a dozen 
people—have to protect around 2,000 machines 
making up a realistic representation of  what a 
business network would look like. The services the 
blue teams have to maintain range from websites, 
email, and online shopping services, to various 
kinds of  industrial control systems.

The aim is to put constant pressure on the 
defending teams, to test them with the sort of  
full-scale cyber attack that hardened security 
professionals would hope to never experience in 
real life.

 “We have absolutely everything in there, we 
have Windows 7, 8, 10, we have Apple OS X, we 
brought in most of  the Linux versions, so what we 
want to do is have a wide spectrum of  operating 
systems. Everything you can imagine in a regular 
office, all the software and hardware, we try to 
simulate that and show that in some way they can 
be vulnerable,” said Aare Reintam, CCD COE’s 
technical exercise director.

“We want to show them everything you have in 
the environment can be a target or a jumping point 
into your internal networks,” he said.

That means that everything from smartphones to 
humble printers could be a target. “We want to 

express that absolutely everything that you have 
in the network can be a target, that you have to 
defend everything. Attackers have to find only one 
thing to attack,” he said.

As such, teams don’t just have to protect standard 
PCs or servers, the Internet of  Things is part of  
the security threat too. In the scenario, the teams 
are protecting a drone research lab, so one of  the 
challenges they are faced with is keeping control 
of  the command and control system for the 
drones—and regaining control of  the drones if   
it’s lost.

Locked Shields participants crowd around giant 
screens of  data to analyze attacks in motion. 
(Image: Hans-Toomas Saarest) Perhaps one of  
the more unexpected systems they need to protect 
is an industrial command and control system. 
The one that runs the cooling in their own server 
room. If  the teams lose control of  that, then their 
mysterious enemies can turn up the heat, and shut 
their servers down (to add a little drama to the 
proceedings when this happens sparks shoot out 
of  the server room simulation board).

The aim is to put constant 
pressure on the defending 
teams, to test them with 

the sort of full-scale cyber 
attack that hardened security 
professionals would hope to 
never experience in real life.
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The teams respond to the challenges 
differently, and one tempting option of  
course when faced with an overwhelming 
cyberattack is to pull the plug—to protect 
the systems by taking them offline. But that 
would be to miss the point: teams must be 
able to protect the systems while keeping 
them up and running, even if  they have  
to prioritise.

For Reintam, this is one of  the keys to 
the event: “We are teaching them how to 
protect our lifestyle. We have to make sure 
that the lifestyle that we are used to, that 
you wake up in the morning and you turn 
on your lights, that you turn on the water 
and can make yourself  a coffee, that you 
can browse the news with your coffee... you 
have to pay attention to every aspect of  the 
ecosystem and you have to protect it.”

The game wouldn’t get very far without the 
red team, which aims to create that fog of  
war that surrounds the defending teams. It 
has around 60 members to “entertain” the 
defending blue team, said Mehis Hakkaja, 
head of  the red team and CEO of  Clarified 
Security. The red team uses attack methods that are out in the wild to make attacks as realistic as possible, 
although still ones that can be defended against.

Even though the red team knows most blue team systems and vulnerabilities beforehand and even has 
pre-planted backdoors, the situation changes rapidly as soon as the exercise starts, he said: some of  the attacks 
are based on cybersecurity basics like missing patches but can rapidly accelerate to attacks on complex indus-
trial control systems.

This battlefield has traded trenches and firearms 
for desks, monitors, keyboards, and lots of cables. 

(image: Hans-Toomas Saarest)
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The red team can pretend to be various typical hacker groups—from stealthy ‘advanced persistent threat’ actors 
to noisier and apparently less skilled hacktivists—or perhaps both at the same time, depending on the scenario. 
The game plan changes depending on how well the teams respond. The attackers will attempt to do things like 
steal documents which are then leaked to the in-game media, but if  the teams managed to thwart that heist 
then the game goes in another direction instead.

Playing through such a variety of  attacks and threat actors from various angles allows the red team and organ-
isers to evaluate the blue teams on their ability to notice and respond, whether their initial defensive plan 
worked, and whether they managed to retain control and a sufficient situational overview.

“Having a good initial defence strategy is good, but ability to adjust it on-the-fly is even more important,” 
Hakkaja said, as it seeing the bigger picture, “because just blocking and blindly trying to apply defences, or only 
seeing some attack indications only gets you so far.”

As well as the technical aspects of  the game, the teams are also tested on their understanding of  the legal issues 
involved with protecting against the attacks, how they deal with the press, and how well they report back to 
their fictional commanders or political leaders.

In the media element of  the game, the teams for example have to be able to explain their actions and put 
across their point of  view accurately, even when being questioned by hostile journalists who are trying to trick 
the teams into saying too much or saying the wrong thing, all of  which plays out on the in-game news site.

Another element tested is around legal issues. The legal picture around hacking, and cyberwarfare in particular, 
is often unclear, so the teams have to do everything they can to ensure that they are behaving legally.

For example, the legal framework used during armed conflict is different to those used in standard policing, so 
working out whether a cyber incident has risen to the level of  an armed conflict is a key factor, something that 
is hard for defenders to work out when many of  these attacks are stealthy and anonymous. Malware doesn’t 
wear a uniform or carry a flag.

During the exercise, the legal advisors on the team are tested, often in coordination with the other events in the 
game: for example, being asked to give military commanders advice on their options when dealing with  
hacked drones.

“In every military operation the idea is to get the commander the options to chose from, and each of  those 
option need to be assessed by a lawyer to say what legal issues do they raise, is it lawful in the first place, which 
is the best option from a legal perspective,” explains Dr. Heather Harrison Dinniss, head of  the Locked Shields 
legal team and senior lecturer in International Law at the Swedish Defence University.
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It’s only in the last few years—with the publication of  documents like the Tallinn Manual which looks at how 
international law applies to cyberwarfare—has the legal framework around cyberwarfare has become clearer.

“The difficulty when you are dealing with cyber, of  course, is you don’t necessarily know who it is that is 
launching the attack,” Harrison Dinniss said. “Cyber makes that assessment more difficult.”

“There’s a much greater acceptance now that the law applies,” she added, although there are still things that are 
uncertain: for example, while it’s generally agreed that a serious cyber attack could be considered the equivalent 
of  an armed attack, there’s less agreement about how to treat less physically destructive attacks.

“There are still interpretation issues, something that’s still up in the air is what do we do about data-only 
attacks,” she said. We’re talking about ones that don’t cause any physical damage but wipe computer systems, 
like the attack on Saudi Aramco in 2012 which wiped more than 30,000 devices.

“There is still a question of  how do we treat that because there is no physical harm. What do you do when they 
wipe the computers and make them unusable. Is that enough? Is that a use of  force? There’s still significant 
disagreement on [that],” she said.

A Locked Shields cyber warrior puzzles over the state of the Live Attack Map. (Image: Hans-Toomas Saarest)
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Teams also have to make sure they do the paperwork.

“We do want them to be able to write human-readable 
reports about what is going on, something they could 
send to a manager or a government minister—so 
condense what they know into something that a 
non-tech expert can understand, because we have 
seen time and again that this is a weak spot in the 
cybersecurity community. We like the lingo that we use and it’s sometimes why the message gets lost, and we 
train for that,” said scenario master Ottis.

The exercise puts a lot of  emphasis on team communication, team leadership, and delegation. So what makes a 
good cyber defence team?

The best teams tend to have done some preparation by thinking through the skills and tools that they will need. 
Those teams typically figure out who is taking which role quickly, too, so they don’t have to worry about who is 
looking after which systems when the action begins.

Winning teams try to understand the battlefield, predict what their attackers are going to do next, and try to be 
ready for it, said Ottis.

“We like to see where you are trying to figure out the battlefield, know yourself, know your adversary, and make 
your plan based on that,” Ottis added. “Figure out where you need sensors, which service require more manual 
monitoring, and which ones you can leave on the back burner. We are talking about being proactive within the 
network that you have.”

Head of  the red team Hakkaja makes a similar point: “To see, understand, and communicate the big picture, 
not being lost in the small technical pieces, is probably the hardest for techies. Large scale cyber exercises like 
Locked Shields provide a unique opportunity for blue teams to be in such rapidly evolving situations where 
they rarely are in their daily job as a team.”

However, there’s one thing that teams can’t do, and that is strike back against their adversaries. “This is a strictly 
defensive exercise so we want them to defend what they have, we want them we want them to cooperate if  
it makes sense, we want them to keep communications up with the rest of  the world and with their higher 
command. But we do not want them to go on the offensive because that has very serious legal repercussions,” 
said Ottis.

Winning teams try to 
understand the battlefield, 
predict what their attackers 
are going to do next, and try 

to be ready for it.
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The team from Slovakia won this year’s event at the end of  April, closely followed by the NATO Computer 
Incident Response Capability (NCIRC) team from NATO and Finland, which won last year. The Slovakia team 
scored highest in the media challenges of  the exercise and Germany came out on top of  the forensic game, 
while NCIRC did the best in providing legal analysis, and the Czech Republic won scenario challenges.

“When under intense pressure, network security professionals have to monitor the environment, consider 
social, political, and legal consequences as well as keep ahead of  the constant technical challenges,” said 
Thomas Svensson, inject master of  Locked Shields 2016.

Technical exercise director Reintam said there is huge demand for the exercise, reflecting how many countries 
in NATO are increasingly worried about cyber defence, especially the Baltic states. Worried about Russian 
cyber attacks, Estonia has even been discussing backing-up vast amounts of  public data, from birth records to 
property deeds, in a secure location outside of  the country.

As such, NATO has been taking cyberwarfare increasingly seriously in recent years, first making it clear that 
a serious cyber attack could trigger its collective defense clause and more recently defining cyberspace as a an 
operational domain—that is, a likely battlefield.

However, many members lack the trained staff  to recognise or deal with a serious cyber attack on their critical 
national infrastructure. Events like Locked Shields are aimed at encouraging members to take their digital 
defences more seriously, and perhaps also to show potential aggressors that NATO takes the threat seriously, 
too.

Right now, all is quiet again in Berylia. But perhaps for not too much longer.

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
62



Devastating attacks to public infrastructure “a 
matter of when” in the US
BY TEENA MADDOX

Cyberattacks have already impacted public infrastructure in other countries and it’s only a matter of  time until 
a similar attack results in a major catastrophe disrupting crucial services in the United States, according to IoT 
security experts.

“I think that it’s definitely not a matter of  if, it’s a matter of  when,” said Zulfikar Ramzan, CTO of  RSA and 
former chief  scientist of  Sourcefire. Ramzan is also the co-author of  Crimeware: Understanding New Attacks 
and Defenses.

The water supply is at risk of a cyberattack to public infrastructure. (Image: Stockphoto/mrossbach)
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Public infrastructure refers to whatever is critical to keep society functioning, from utilities and water to 
hospitals, transportation and public safety. This infrastructure can be part of  either the public or private 
sector, such as with financial services, hospitals and pharmaceutical companies. If  any part of  this structure is 
attacked, it could lead to an unprecedented crisis.

Overall, industrial control systems (ICS) incidents, as these type of  attacks are known, are on the rise. The 
number of  incidents reported to U.S. authorities increased 17 percent in 2015, with 295 incidents, according to 
the U.S. Department of  Homeland Security ICS Cyber Emergency Response Team (ICS-CERT).

“This is a near-term threat that we need awareness about. We need to be prepared. From a general industry 
perspective, we see these industries taking a very compliance-driven approach. I draw direct parallels to what 
we’ve seen in enterprise security. Ten years ago everyone was taking a checklist compliance certification and 
accreditation and that gave them a false sense of  security,” said Brad Medairy, senior vice president at Booz 
Allen Hamilton and a leader of  the firm’s Strategic Innovation Group (SIG) and Predictive Intelligence 
business. “I see that today on the operational technology side, which is compliance driven and it’s just a matter 
of  time before sophisticated adversaries with malicious intent start to compromise that.”

Ports, dams, railways, pharmaceutical manufacturers and utilities are at a high risk, along with supply chain 
problems within the manufacturing sector. “I think manufacturing in the near term is certainly at risk. I think 
that we’re going to start to see potential ransomware, supply chain attacks and disruptions,” Medairy said. 

Tim Herbert, senior vice president of  research and market intelligence for CompTIA, said, “I think today 
anything that is connected is a target. We have seen the trend over time that with many of  the motivations for 
targeting, whether it’s a business or infrastructure, is that there’s much more of  a monetary motivation, whether 
there’s an expectation to extract funds via ransomware or a way to steal data to be able to monetize that in 
some way.”

Ransoming the power grid is an inevitable attack, Herbert said, adding, “governments are really struggling to 
try to reconcile some of  these challenges and what to do, such as not jumping to conclusions—especially when 
it’s so easy to create an attack and make it seem like it’s coming from another country. We know an attack is 
coming, it’s just a matter of  what the degree and the intensity of  it is.”

Other countries have already suffered at the hands of  cunning cybercriminals hacking into the public 
infrastructure:

• In December last year, more than 225,000 customers in the Ukraine experienced a blackout on a cold 
winter’s day as the result of  remote intrusions at three regional electric power distribution companies. 
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Hackers thought to be associated with Russia were blamed for the attack that used malware to attack 
and destroy data on hard drives and flood phone lines with a denial-of-service attack, according to a U.S. 
Homeland Security report.

• North Korea has been tied to three separate reconnaissance attacks on South Korea’s light rail operators, 
stealing information pertaining to critical systems such as speed and safety controls, according to a report 
by Booz Allen Hamilton. 

• A nuclear power plant in Germany was infected with malware as the result of  employees bringing in USB 
flash drives from the outside. And malware was found in the control room of  a Japanese nuclear reactor.

People in the U.S. have more of  a tendency to wait until something happens here to be concerned about the 
risk, according to Scott Montgomery, CTO of  Intel Security for the public sector. 

“Our way here is to wait until our nose is rubbed in it before we do a lot to be proactive. Imagine if  the 
200,000 had been in Pittsburgh, Pennsylvania rather than the Ukraine. You might not have even covered the 
Ukraine incident. But imagine if  it happened in Pittsburgh—we’d still be talking about it,” Montgomery said. 

“There are some organizations doing a little bit more because they don’t want to be on the front page. The 
United States Army asked Congress for an additional $200-some million dollars so they could gain power 
grid independence and become an independent power generator, so they didn’t have to rely on the grid at 
Fort Bragg and Fort Hood respectively. They said if  someone turned out the lights in Killeen, Texas it would 
seriously impact our war fighting ability. We need independence from that,” said Montgomery. Fort Hood is 
located in Killeen, Texas.

Another city that’s taking preventative measures is New York, N.Y., which tests water from an aquifer 80 miles 
away to make sure that nothing has been added to the water supply. By testing so far from the city, they can 
isolate problems before the water supply reaches the metro area, Montgomery said. “But every municipality 
doesn’t have the wherewithal or the ability to do that,” he added.

Despite the belief  that critical infrastructure networks can be ‘isolated’ or ‘air gapped,’ and cannot be attacked 
from the outside, hackers always find a touch point between the sensitive operational network and the open 
IT network, said Daniel Cohen Sason, software engineer manager for Cyberbit. This then “exposes the critical 
ICS/SCADA networks to external attacks. Since OT networks are based on legacy devices and non-standard 
protocols, network managers are often unaware of  these touch points, which makes the threat of  a hack even 
more likely than it was previously thought to be.”
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“The effect on public infrastructure could be a power outage, like we saw last year in Ukraine. Or, it could 
be something more serious like a Chernobyl-style catastrophe at a nuclear plant. The problem we often see is 
that critical infrastructure network operators are notoriously reluctant to introduce security products into their 
fragile, legacy networks, which leaves the door open to hackers with malicious intent,” Sason said.

There’s particular concern among the water supply and dams because there isn’t a strong focus on security. 
“We see some crazy things when we go out and look at client environment in those industries,” said Medairy, 
particularly with employees using traditional IoT devices for their personal use and connecting them to the 
internet while they’re at work. 

IoT products as a whole aren’t built with enough security in place, according to Matt Scholl, computer security 
division chief  for the National Institute of  Standards and Technology (NIST), which produced a report in July 
on the topic and recommends a framework for improving critical infrastructure cybersecurity.

“It really would be nice if  IoT products were built with a least functionality and a security capability as part of  
them. That would be awesome. And it would be great if  us as a market...emphasized and incentivized that to 
IoT vendors. They will build it, but we have to come,” Scholl said. “We need to somehow incentive and reward 
people who are doing security and reliability and privacy engineering into these products so that they will do it. 
Rather than waiting for the crisis to happen.”

Timo Elliott, vice president and global innovation evangelist for SAP, said, “A lot of  the IoT we’ve been 
looking at are consumer devices and they’re woefully lacking in security because security is hard to set up. It’s 
been an almost deliberate decision by manufacturers to make them easy to hack into.” 

“Every network is always under attack,” Elliott said. “It’s important to design these systems to prevent attacks. 
There will always be tiny cracks you can’t find or block, like with bugs in your house. You need an onion 
approach with more layers.”

The key to surviving such an attack is to recognize the reality that it will be impossible to keep every hacker 
from getting into the front door of  an organization’s network, Ramzan said.

“We can still prevent them from getting much past the front door, if  they get in. The goal of  an attacker isn’t to 
compromise an IoT device or a server somewhere for its own sake—they’re after something deeper and more 
insidious for the attacker. There is time from the entry to the overall breach,” Ramzan said, explaining that a 
company needs to figure out how to minimize that window and quickly detect the hacker to stop them from 
achieving their main goal, whatever that might be.
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Companies spend a disproportionate amount on prevention, and that leaves nothing for dealing with detection 
and response after there’s a breach. With Gartner predicting 6.4 billion connected devices by the end of  this 
year, and upward of  21 billion connected devices by 2020, the risk of  a hacker attacking public infrastructure 
will only get worse with time, Ramzan said. 

“The real key in being able to solve that problem is going beyond visibility and coupling that with analytics,” he 
said. “Analytics is about being able to glean meaningful nuggets of  insight from that sea of  noise. If  you can 
do that intelligently then you can really provide an organization with prioritized lists of  what they need to do to 
reduce their risks as quickly as possible. I call that ‘the gap of  grief.’ Security is no longer an IT concern. It’s a 
CEO board-level concern.”
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Understanding the military buildup of offensive 
cyberweapons
BY CONNER FORREST

“Shall we play a game?”

“Love to. How about Global Thermonuclear War?”

True geeks will recognize the above exchange as one of  the seminal pieces of  dialogue from the 1983 film 
WarGames, where a young hacker named David Lightman nearly starts World War III after gaining access to 
a powerful military supercomputer. The film was a critical success, and set the stage for a variety of  films that 
explored the relationship between cybersecurity and the military. 
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WarGames, and films like it, were meant to be perceived as fictional. As time has gone on, though, the line 
between what kinds of  cyberwarfare are possible, and what are science fiction has begun to blur. Computer 
programs like the Stuxnet worm, for example, have taken down large portions of  government infrastructure, 
including centrifuges used in Iran’s nuclear programme. 

But, when and how did this happen? The rise of  offensive cyberweapons has changed the landscape of  
cyberwar, from protecting against data theft to defending against physical destruction. To understand this rise, 
it’s helpful to look at the history of  such weapons.

THE BIRTH OF OFFENSIVE CYBER
There’s much confusion around some of  the language used when referring to elements of  cyberwarfare. 
According to Ewan Lawson, senior research fellow for military influence at RUSI (Royal United Services 
Institute), it’s important to clarify that offensive cyberweapons don’t typically deal with passive activities like 
data collection or surveillance; rather, a cyberweapon is something that is “deliberately designed to do damage 
or destruction.” 

Bob Gourley, co-founder of  the cyber security consultancy Cognitio and former CTO of  the Defense 
Intelligence Agency, echoed that sentiment. According to Gourley, at least in the US, “offensive cyber weapons 
are not designed to take information, but to degrade, disrupt or destroy systems.” 

Cyberwarfare, and these offensive weapons associated with it, have been around for a long time. Gourley, 
and others, would argue that these weapons have been around since the US Civil War, when both sides 
began destroying the telegraph lines that carried vital information. As technology progressed, military targets 
continued to be attacked, but civilian infrastructure did as well, Gourley said. 

“I would suspect that, since the beginning of  networking, there’s been cyberwars going on, but we just haven’t 
known about them,” said Forrester analyst John Kindervag. 

More recently, though, major cyber attacks have come to light showcase just how powerful cyberweapons 
can be. Perhaps the most notable of  these is aforementioned Stuxnet, a computer worm that caused some 
centrifuges involved in Iran’s nuclear programme to self-destruct. 

“Stuxnet is interesting in that it was one of  the first incidents where cyber accesses, effectively, were used for 
destructive purposes,” said RUSI’s Lawson. “Prior to that, there might have been some deletion of  data, there 
have been DDoS-type attacks, but Stuxnet is one of  the first where you see actual, physical destruction as a 
consequence of  an attack through cyberspace.” 
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Of  course, that’s just the surface-level effect. Stuxnet also proved how far some entities are willing to go to 
successfully carry out an offensive cyberattack. Forrester’s Kindervag said that tools like Stuxnet were obviously 
not built overnight, and some experts on the development of  such tools have estimated that, if  it was to be 
built as a commercial product, the development costs would be around $100 million.

The Stuxnet worm was uncovered by accident, when its source code escaped into the wild. According to Scott 
Warren, a partner at Squire Patton Boggs who specializes in cybersecurity, this presents another  
serious problem.

“The worry here is that it has mapped a blueprint for the next generation of  cyberwarfare. From the previous 
being focused on corporations and individuals—and which were primarily financially motivated—to one where 
an attack on a city’s infrastructure is now possible,” said Warren. 

Still, Stuxnet isn’t the only attack of  its kind to make headlines. Around the same time that the famous Sony 
hacks were coming to light, a cyberattack was used to cause massive destruction at a German steel mill,  
Lawson said. And, even more recently, hackers were able to attack Ukraine’s power grid and shut off  power in 
some areas. 

Despite these things seeming to happen more often, it doesn’t necessarily mean that the world is seeing a rise 
the availability of  cyberweapons. Lawson argued that it’s a matter of  more opportunities presenting themselves, 
while Kindervag said that it could just be a matter of  increased awareness. 

On the flip side, Warren would argue that there is evidence of  a rise in the use of  cyberweapons. However, he 
said, it’s important to understand the semantics around some of  the phrasing. 

“Under the UN definition, there have been very few attacks that would qualify as ‘cyberwarfare,’” Warren said. 
“Perhaps many of  the other examples are more ‘cyber-terror’, where individuals act in a coordinated fashion—
such as ‘hacktivisits’—to disrupt or destroy infrastructure.”

Whatever the terminology, the fact is that offensive cyberweapons are here, and are bound to become more 
prevalent and more powerful in the future. 

THE REALITY OF CYBERWARFARE
One of  the other big questions to answer is: Who has these weapons? The short answer is, no-one is entirely 
sure. When it comes to traditional weapons, like nuclear missiles, there are measures in place to track their 
origin of  launch, or to measure how much enriched uranium a country has stockpiled. For cyberweapons, these 
things are far more difficult to track. 
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So far, we know that the US and UK have declared 
programs, Lawson said. China, Russia, Israel, and 
North Korea are all typically regarded as potential 
major players in cyberwarfare as well. But, it’s also 
plausible that many more groups are involved. 

“My instinct and experience tells me that every 
nation state is involved in this,” Kindervag said. 

Even though it’s unclear what capabilities many 
countries have, their responses to the rise of  cyberwar have been more public. The US is especially open 
about this, declaring that it has two cyberspace weapon systems available and elevating its Cyber Command to 
a Unified Combatant Command (UCC). The US government has even declared cyber as the fifth domain of  
warfare—land, sea, air, space, and cyber.

Around the world, though, jobs have been popping up for government roles in cyber. Lawson said that the UK 
model tends to be mostly government-based, while the US model is a mix of  contractors and government. The 
Russian model, he said, appears to be a combination of  formal military service organizations and a willingness 
to use non-state groups and activists. China, on the other hand, is very military-focused. What’s interesting to 
note, Lawson said, is that the approaches to cyber among these countries are very mixed. 

However, there’s still no governing body that deals with issues related to cyberwarfare, Warren said. 

“If  a country goes rogue with chemical weapons, there will be sanctions placed on it by the UN or others,” 
Warren said. “This is not yet the case for cyberwarfare. Proving who was behind a given attack is also difficult, 
with some countries pointing the finger at a group of  patriotic hackers. No government has admitted any role 
in Stuxnet, for example.”

These risks affect business and consumers as well: if  a business is working with the government, or providing a 
product for them, it will be targeted. For example, Lockheed Martin had its plans for the F-35 stolen,  
Lawson said. 

The potential for attacks on infrastructure pose a challenge for both businesses and consumers. Attacks such as 
one that would shut down a power grid would be early aims in a cyberwar, Lawson said. And while the effects 
are often temporary, a cyberattack on a power grid could cost billions of  dollars.

Critical national infrastructure like water and power come into play, but non-traditional infrastructure will also 
be targeted, Lawson said. 

“If a country goes rogue with 
chemical weapons, there will 

be sanctions placed on it by the 
UN or others. This is not yet the 

case for cyberwarfare.” 
—Scott Warren
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“What about things like food distribution networks in the West, where everything is ‘just enough just in time?’ 
It wouldn’t take much to disrupt those to the point where there’s no food on the shelves,” Lawson said. 

Despite the increased risk brought about by cyberwarfare, some experts would argue that there is an intrinsic 
value that comes with its rise. Both Gourley and Kindervag made the argument that the use of  Stuxnet possibly 
saved the involved parties from a ground war. One could hypothesize, Kindervag said, that Israel might have 
felt it necessary to attack the nuclear refineries in Iran if  they hadn’t first been disabled by Stuxnet. 

An additional argument would be that, if  war has to happen, it would be better if  it was perpetrated in 
cyberspace instead of  the real world. 

“If  we’re going to have warfare, the cyber world is a pretty bloodless place to do it,” Kindervag said. 
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Cybercrime Inc: How hacking gangs are 
modeling themselves on big business
BY DANNY PALMER

The clichéd image of  a cybercriminal is one of  a lone hacker, huddled over a computer in their parent’s 
basement. Today, that stereotype couldn’t be further from the truth, because—now more than ever—
cybercrime is carried out by gangs running sophisticated operations.

The most organized criminal groups, such as those active on the dark web, are operating like legitimate 
businesses, with departmentalized teamwork, collaboration tools, training, and even service agreements 
between malicious software providers and their hacker customers.

“When you start to see malware kits that have customer service agreements and warranties associated with 
them, you know that you’ve moved into a pretty professional space,” says Nathaniel J Gleicher, former director 
for cybersecurity policy for the White House’s National Security Council.

Like the legitimate software market, cybercrime is now a huge economy in its own right, with people with a 
range of  skillsets working together towards one goal: making money with illicit hacking schemes, malware, 
ransomware, and more. It’s essentially an extension of  ‘real world’ crime into cyberspace, and it’s come a long 
way in recent years as groups have become bigger, more specialized, and more professional.

“There’s been a substantial amount of  improvement and innovation in the way attackers go after networks and, 
as cybercrime has professionalized, you’ve seen individuals develop a particular set of  skills which fit into a 
broader network,” says Gleicher, now head of  cybersecurity strategy at Illumio.

“You have people who are managing and distributing credit card information, people who are cracking bank 
accounts, people who are managing remote access toolkits, to people who specialize in social engineering. 
There’re very specific skillsets,” he adds.

But it’s not just gangs of  hackers anymore: the cybercriminal ecosystem has evolved to the extent that it 
supports roles you’d expect to find in any large business.

“Advanced cybercrime groups now mirror legitimate organizations in the way they operate, with networks of  
partners, associates, resellers, and vendors. Some groups even deploy call center operations to ensure maximum 
impact for their scamming efforts,” says Sian John, chief  strategist for EMEA at Symantec.
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That overlap with the world of  business is also true of  the tools cybercriminals use to communicate and 
collaborate, with different groups—whether they’re responsible for orchestrating phishing campaigns or 
stealing and cloning card data—coordinating their actions for maximum effect.

“They’re very much acting like a business. We’re seeing that they very much collaborate and communicate via 
encrypted instant messaging systems,” says Jens Monrad, senior intelligence analyst at FireEye.

However, such systems aren’t open to anyone, as the dark web is still very much a closed space. “They’re still 
using various internet forums, some which are only available if  you have enough street credibility or that you 
have to pay for to demonstrate how you’re willing to collaborate on their terms,” Monrad says.

Terms and conditions have very much become a part of  the increasingly professionalized world of  cybercrime, 
where cybercriminals are now leasing out or franchising their malicious software as a service and making just as 
much money—if  not more—than when they were selling it themselves.

“The franchises take that technology, but rather than hosting it in the country where it’s being developed, 
they’ll ask the developers if  they can take some of  their services and host them in places they can’t get to and 
let them take a cut. It’s exactly the same as an independent software company: they have their own channel 
programme,” says Bharat Mistry, cybersecurity consultant at Trend Micro, who describes such operations as 
“full-on enterprises on the underground”.
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This practice of  hosting services to allow foreign cyberattackers to more easily commit cyberattacks against 
local targets has been observed in China and Russia. It’s systemic of  what has become a global trade meaning, 
like the largest enterprises, cybercriminal outfits are able to operate around the clock.

With 24-hour operations in what looks increasingly like a service-based business, cybercriminals are even 
recruiting people to work as customer service operatives—although many of  these ‘employees’ will be unaware 
they’re working for a criminal group.

“Some groups deploy call center operations to ensure maximum impact on their scamming efforts and, in some 
instances, employees of  the call center are oblivious to the fact they are working for criminal groups executing 
low-level campaigns like tech support scams,” says Symantec’s Sian John.

If  traced by the authorities, the people unwittingly aiding these criminal activities might be fined or worse. But 
while these individuals might be discovered, the gangs they are working for often remain in the shadows.

CYBERCRIME CREDENTIALS
While those at the bottom are unskilled, the professionalization of  cybercrime has brought about another 
initiative you’d expect to see in any legitimate business operation: training courses. These programs are offered 
on the dark web in exchange for Bitcoin, the preferred currency of  organized cybercriminal groups.

“There are online training courses you can pay for which show you how to go about hacking a website and 
infiltration. Everything which happens in physical enterprises is happening in the cybercriminal underground,” 
says Trend Micro’s Mistry, adding “it’s only a matter of  time” before this becomes a widespread activity within 
the professional cybercriminal economy.

“We should assume any training techniques which are being used in legitimate organizations are being used in 
cybercriminal organizations as well,” agrees Illumio’s Gleicher.

Gleicher investigated and prosecuted cybercriminals during his time at the US Department of  Justice and 
therefore has first-hand experience of  just how sophisticated these schemes have become.

“What I found most interesting in the rise of  professionalization is, as you’re tracking these institutions, you 
quickly find they’re based in multiple countries and they have sophisticated coordination frameworks to work 
together,” he says.

What he took away from the experience was that cybercriminal operations are becoming increasingly niche, 
with groups conducting every type of  cyberfraud using strategic business techniques that rival those used 
within corporations.
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“They’re working together in this really clockwork way, they’ll specialize. So if  you see an organization which 
runs fraud scams, something as simple as selling fake cars online, they’re going to specialize in that and they’re 
going to have teams of  people creating legitimate looking websites, and teams of  people communicating with 
prospective buyers who have effective enough English to appear legitimate,” Gleicher says.

These trends suggest that hacking and cybercrime are no longer the domain of  individuals seeking to make a 
nuisance of  themselves. Cybercrime is now an industry involving major criminal groups, with ecosystems as 
well-structured as the corporations they’re likely attempting to target. Organizations must therefore ensure their 
own defenses are up to fighting this threat.
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Why ransomware is exploding and how your 
company can protect itself
BY ALISON DENISCO RAYOME 

Ransomware represents a growing threat for 
the enterprise, as 40 percent of  businesses 
worldwide were attacked with their data held 
ransom in the past year.

This particular brand of  malware is not new: 
The first recorded case of  ransomware, known 
as the AIDS trojan, appeared in 1989. The attack 
is relatively easy to deploy and cash in on, said 
Michael Canavan, vice president of  presales 
systems engineering at Kaspersky Lab.

In the past, cybercriminals targeted a wide range of  consumers, and would ask for around $300 to release their 
personal photos and information. Between April 2015 and March 2016, more than 718,500 users were hit with 
encryption ransomware—an increase of  550 percent compared to the same period in 2014-2015, according to 
Kaspersky Lab research. 

“The way it’s going, we don’t see any indication that the growth rate is slowing,” Canavan said.

Once businesses started getting infected, hackers realized payoffs could get higher, Canavan said. “Business 
targets are at a higher premium because they have a bigger resource pool and more capabilities in terms of  
data—it’s not just photos of  your kids, it’s patient files in hospitals and financial records in banking organiza-
tions,” Canavan said. “Asking for a couple hundred bucks might not justify the value of  the data encrypted.”

Ransom costs are rising along with the attacks: The average ransom amount for 2015 was about $680—nearly 
twice that for 2014, according to a Symantec report. It will likely double again in 2016, said Kevin Haley, 
Symantec’s director of  security response.

The majority of  ransomware attacks are not targeted toward one particular end user or business—rather, they 
cast a wide net via a phishing email, and then infect a user’s home or work device, Haley said. Still, about 43 
percent of  spear phishing attacks (malware hidden in messages that appear to be from a trustworthy source) 
include ransomware targeted at small businesses in 2015, up from 34 percent in 2014, another Symantec  
report found.

The majority of ransomware 
attacks are not targeted 

toward one particular end 
user or business—rather, they 
cast a wide net via a phishing 
email and then infect a user’s 

home or work device.
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Hospitals are also becoming lucrative prey, in part due to high-profile attacks where healthcare organizations 
paid thousands to hackers. They also tend to have lots of  sensitive material on file and outdated security 
practices, said Gartner analyst Peter Firstbrook. 

Broken down by industry, some 38 percent of  attacks are in the services field, which includes health care. 
About 17 percent of  attacks are in manufacturing, just over 10 percent are in public administration, and nearly 
10 percent are in finance, insurance, and real estate, according to Symantec. The US is the most affected region, 
with 28 percent of  global infections, the report found.

One of  the most popular vehicles for ransomware is a phishing email telling the user they have an invoice that 
requires payment, Haley said. Another common way is to infect a website, or redirect one website to another 
hosting the malware. 

Haley expects to see more targeted attacks against businesses over the next year, and for other devices to come 
into play. Strikes on computers and smartphones are the norm, but they could also occur on any IoT device, 
from smart TVs to refrigerators to watches. 

“Ransomware is real, and it’s going to affect your organization,” Haley said. “Most of  the steps to protect 
yourself  are not unique—in the end, protecting yourself  against ransomware will protect you against other 
security issues as well.” 

BEST PRACTICES FOR YOUR COMPANY
IT leaders should continuously seek out innovative technologies to add to their customized, layered defense, 
said James Scott, senior fellow and co-founder of  the Institute for Critical Infrastructure Technology. “Look at 
where your valuable data is, who is trying to exploit it, and what vulnerabilities are there in protecting it.”  

To prevent a ransomware attack on your company, experts say IT leaders should do the following: 

• Use a layered security approach, with all endpoints protected, as well as protection at the mail server and 
gateway. “If  you can stop these things from ever showing up in an end user’s mailbox, you’re ahead of  the 
game,” Haley said. 

• Educate your employees. “The human element is always going to be the weakest element,” Scott said. “The 
organization’s infosec team has to continuously update their education for other staff  with relevant threats.”

• Run risk analyses, and patch vulnerabilities, especially on browsers, browser plugins, and operating systems. 
“Infosec teams should be savvy enough to continuously pen test the organization to hunt for vulnerabil-
ities,” Scott said. “It’s important that they do that with the same vigor as the adversary would.” 
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• Build a comprehensive backup solution, and backup often. “If  your files get encrypted, you don’t have to 
pay the ransom—you just restore the files,” Haley said. Most businesses back up, but some have not tested 
whether or not these backups work in an emergency. 

• Track behavior analytics to detect abnormalities among users. 

• Limit access to file shares to only those who absolutely need access. 

Some organizations are using AI products to predict threats, Scott added. “A year ago, the technology to detect 
and respond to threats was what everyone was talking about,” he said. “Now, it’s detect, respond, and predict.”

CYBERWAR AND THE FUTURE OF CYBERSECURITY

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
79



How the Dark Web works
BY DAN PATTERSON

The Dark Web is an ominous network of  shadowy hackers hellbent on stealing company data, overthrowing 
the country, and selling drugs to your kids with Bitcoin. 

Or is it? The hidden and encrypted internet enables hackers and activists and criminals. It’s also a wonderful 
source for shocking headlines and salacious YouTube stories, and a communication and privacy-enhancing 
platform. Powered by a network of  encrypted websites and accessible only by using a complex set of  security 
tools, the Dark Web is as intriguing as it is beguiling. To understand the realities of  the hidden internet, better 
grab a flashlight.
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The Dark Web and the deep web 
are terms often confused and used 
interchangeably. The deep web is a 
term that refers to sites and pages 
unavailable to the general public and 
not indexed by traditional search 
engines, like corporate intranet sites, 
private social media posts, and pages 
with nofollow search tags.

Above the deep web hovers the clearnet, the traditional internet and mobile web used by billions of  people 
around the world. The clearnet is secure, and encryption is used to move secure data from place to place all the 
time. SSL guards passwords and protects credit card information during e-commerce transactions. But the very 
nature of  the clear internet is that anonymity is rare. Computer and mobile IP addresses are constantly logged 
and easily traced. Cookies help web marketers track online activity and analyze behavior. 

What differentiates the so-called Dark Web is the method by which sites are accessed. The Dark Web, or 
darknet, is a network of  sites with encrypted content, accessible only with a secure suite of  secure-browsing 
tools, like Tor. Tor—an acronym for the onion router—is a package of  open-source security tools written for a 
customized version of  the Mozilla Firefox browser, compatible with Windows, OS X, and Linux. The software 
encrypts user traffic and passes the IP address through the complex of  Tor nodes. 

These “onion layers” help protect the user’s anonymity and provide access to similarly protected websites. 
These sites range from forums to wiki pages to blogs and function much like clearnet sites. Dark Web domains 
frequently employ non-memorable, hashed URLs with the .onion top level domain. These sites block inbound 
traffic from all non-secure internet connections. 

Personal and work computers often house mission-critical data, like sensitive files, passwords, and health 
records. Because Tor can be used and the Dark Web can be accessed on a traditional home PC, security 
professionals rely on additional security tools like the Tails operating system. Tails is a Linux distribution that 
can be installed on and run from a portable flash drive. By accessing the Dark Web via Tails, user behavior is 
never logged locally, and it is significantly more challenging for malicious software to harm the host PC.

The Dark Web is used frequently by good actors for legitimate reasons. Encryption, security, and privacy are 
championed by news organizations, tech companies, universities, and activists in repressive regimes. The U.S. 
State Department helps fund the Tor project, and according to the United Nations, encryption is a fundamental 
human right. Facebook operates a widely used secure Dark Web portal to the social network.

The Dark Web is used frequently by 
good actors for legitimate reasons. 

Encryption, security, and privacy are 
championed by news organizations, 

tech companies, universities, and 
activists in repressive regimes. 
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Yet it is also true that the Dark Web is an opaque, sometimes twisted, reflection of  the clearnet. Crime is 
profligate. Black markets enable the morally libertine to profit handsomely in Bitcoin. The most famous Dark 
Web market, the Silk Road, allowed vendors and buyers to conduct business anonymously and enabled the 
sale of  drugs, guns, humans, identities, credit card numbers, zero-day exploits, and malicious software. The site 
was raided and shut down by the FBI in 2013, but the idea of  an anonymous, encrypted black market spread 
rapidly. Today, the site Deep Dot Web lists dozens of  Dark Web markets. 

“The Dark Web operates a lot like the clear web,” said Emily Wilson, Director of  Analysis at security firm 
Terbium Labs. “The same crime that happens off  line, all the time, also happens on the Dark Web.” In many 
ways, she said, because it’s relatively easy to visit Dark Web markets, it’s sometimes easier to see criminal activity 
as it happens. 

Although it’s not necessary for the layperson to visit the Dark Web often, if  ever, every consumer is at risk 
of  identity theft and should have a basic understanding of  how the encrypted internet functions. Businesses 
should be aware that data from hacked companies and the government is easy to find and purchase on the 
encrypted internet. A number of  companies, including Tripwire, ID Agent, and Massive, monitor the Dark 
Web and help businesses respond to Dark Web data leaks.

The Dark Web is not entirely malicious, but it’s also not a safe place to visit. Novices and experts alike should 
exercise care and caution when visiting the Dark Web. ZDNet does not condone illegal or unethical activity. 
Offensive material can sometimes be just a click away. Browse at your own risk. Never break the law. Use the 
Dark Web safely, and for legal purposes only. 

The Dark Web—like encryption—is a double-edged sword. The hidden internet enables both good and bad 
actors to work uninhibited anonymously. And like encryption, the Dark Web is a reality for both consumers 
and business. Companies need to know about the Dark Web, Wilson said, and they need to be prepared for 
incidents to occur. 

But consumers and companies shouldn’t overreact to perceived threats. The Dark Web is not enormous. 
“Compared to the clearnet, the Dark Web is maybe a few thousand, or few hundred thousand [sites.],” Wilson 
explained. “Only a few thousand return useful content, and compared to the clearnet there’s tiny amount of  
regular Tor users.”
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