
 

 

2010 Cyberwar 

Winning the cyberwar of 2010 

 Eddie Schwartz 

 CSO, NetWitness Corporation 

 http://dx.doi.org/10.1016/S1361-3723(10)70110-X, How to Cite or Link Using DOI 

  

 

We are in the middle of a cyberwar. You might not believe this statement because you are not 

experiencing the apocalyptic nightmare that you see in Hollywood blockbusters. The world is not falling in. 

Giant robots are not shooting at each other, and an angry-looking Bruce Willis isn't swinging through your 

window. But, according to authorities like former CIA and NSA director General Michael Hayden, 

cyberwarfare is the fifth and final domain of battle, and it is happening now across the internet and within 

your organisation. 

Cyberwarfare is the most critical domain to the populace because we live in a time when computers 

control everything from the flow of money to our bank accounts and electric current to our homes, to the 

communications that drive food, fuel, and most other basic supplies to our cities and towns. During the 

last several years, we have observed disruptions to these essential information flows attributed to nation-

sponsored groups, organised criminals, and radical organisations. These attackers are sophisticated, 

have global reach, and can operate effectively with relative stealth and anonymity. 

Today, successful cyber attacks generally fall into an important security category known as ‘advanced 

threats’, or ‘advanced persistent threats’ (APTs). This category of threats is comprised of complex, multi-

dimensional techniques that are designed to maintain persistence within your organisation, and to be 

mostly invisible to defensive technologies such as firewalls, intrusion detection systems, and other data 

loss prevention or anomaly detection approaches. Unfortunately, many security organisations across 

government and commercial sector enterprises do not pay sufficient attention to advanced threats, for a 

variety of reasons. 

First, compliance and controls-related efforts continue to consume an inordinate share of the 

discretionary security budget and mindshare of the security program and security experts. Unfortunately, 

most compliance and controls-related efforts are Jurassic by default, and do not focus resources on the 

dynamic risks that cause the most harm to the organisation. 

Second, organisations continue to lose valuable information in spite of all the resources poured into these 

control structures and existing preventative technologies. In a world of advanced threats consisting of 

daily, fresh application-layer attacks that exploit user weaknesses and technology deficiencies, a reliance 

on prevention alone is an epically failing strategy. 
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Lastly, the information security market has been conditioned by security vendors and some analysts who 

suggest that advanced threats are limited to targets in the government sector. As many victims across 

various commercial sectors will attest, all organisations that have any information of any value are a 

target of sophisticated groups employing advanced threats. 

To be ready for the cyberwar of 2010, both public and commercial organisations must be able to detect 

advanced threats – and this capability requires a new way of thinking about network security monitoring. 

Network forensics – the next generation of network security monitoring 

Network forensics represents the next generation of network security monitoring to combat advanced 

threats. Network forensics has grown to be a critical component of defence in depth and continuous 

network monitoring strategies. Many seasoned security experts have used network data for forensics 

purposes for years. 

Historically most network forensics work has been associated with small-scale, post-facto analysis in 

support of investigations, or in more infrequent cases, as part of an organised cyber threat intelligence 

team. During the last few years, however, the arrival of inexpensive computer hardware and memory 

combined with improvements in search algorithms has enabled both technology and the process to 

advance to where pervasive adoption of real-time network forensics as part of day-to-day security 

operations across government and commercial organisations is an absolute requirement. 

In 2010, state of the art network forensics requires pervasive full packet capture and reassembly of live 

network sessions. A simple example of the use of network forensics is an incident in which the security 

team needs to review all of the Web content of a particular user session, as in the case of malware 

downloaded during a ‘drive-by’ visit to a bad website. 

To perform this review, the security team would need to reconstruct all of the HTTP and HTTPS sessions 

associated with this incident and all the follow-on network traffic of any type associated with the user's 

machine. This level of network session analysis and reconstruction requires pervasive full packet capture 

at a network interface where incident analysis is desired, such as an internet point of presence or a 

business partner link. 

Network forensics is not the same as log management or security event and information management 

(SEIM) because with network forensics, the security team is working with full packet data – the actual 

content of all network traffic, versus the simple aggregation or correlation of summary logs or incomplete 

netflow message statistics. Although it may sound simple to capture network traffic, there's a lot more 

than meets the eye to doing this properly. The bandwidth can start at 100Mbps and reach well over 

10Gbps at a large organisation at critical choke points such as core switches and internet points of 

presence. Once you have collected 100 terabytes or more of network traffic, the real magic actually has 

little to do with capturing the traffic, and mostly is associated with creating useful realtime analytics that 

support the organisation's security objectives and use cases. 



If you are thinking about network forensics to fight the cyberwar of 2010, the requirement for 

pervasive/real-time versus ad hoc network traffic capture and analysis cannot be overstated. Imagine if 

you were trying to use video surveillance to identify criminals who had entered a bank during a robbery. If 

you waited to activate the digital video recorder until the robbery was in progress, you might only obtain 

an image of the backs of the criminals' heads walking out of the bank. Or worse, imagine if the images 

were stored in individual files located on tapes that were archived offsite and you had to search them 

individually to find the subject of interest – not very useful in terms of a timely and successful 

investigation. 

In a scenario where your organisation is recording all of the network traffic pervasively, the real trick is to 

both capture and analyse the data properly in real time, and to build effective rules that are pertinent to 

the threats facing your organisation. 

The importance of the application layer 

To detect the advanced threats in the cyberwar of 2010, it is critical to analyse everything holistically from 

OSI layer two to layer seven. The analysis should cover anything that generates network traffic or that 

can have an impact on network traffic. 

For example, an application layer object called ‘user’ can encompass any network-based object that 

might represent a user or group of users on the network, such as Microsoft Active Directory usernames, 

Yahoo email addresses, or Twitter or Facebook user handles. A ‘device’ would include the various 

nominal descriptors for a workstation, server or other network device, including IP addresses, computer 

names, MAC addresses, and more. 

‘Applications’ include the essential characteristics and components of standard and non-standard 

applications operating across the network – legitimately or not. This rubric includes metadata such as 

filenames, encryption types, error messages, application actions, passwords, and much more. All of these 

metadata comprise the nouns, verbs and adjectives in a robust lexicon that ultimately describes what is 

really happening on your organisation's network. 

Facing the cyberwar of 2010, we cannot over emphasise the importance of the application-layer visibility. 

It is a failing strategy to rely solely on IP addresses, port numbers and other numeric addressing as 

definitive attack identifiers because these numbers are unreliable, and non-standard network traffic can 

be tunnelled over commonly accepted ports (e.g., SSH over port 443, or non-DNS traffic over port 53). 

Achieving this objective requires a port and protocol agnostic approach to session analysis. Most serious 

adversaries operate outside of the scope of signature-based defences, and below the radar of ‘known 

good’ anomaly thresholds, rendering many security technologies blind to advanced threats. 

In today's world of advanced threats, complex technology and savvy insiders, network forensics enables 

security teams to reduce uncertainty and sort through a number of tough problems quickly and efficiently. 

Fighting fire with fire 



There was a time when network forensics techniques were reserved for situations that were highly 

extreme in nature, due to lengthy time requirements and the technical difficulty level. For example, 

suppose you were searching for ‘patient zero’ in a designer malware attack on your organisation. The 

attack symptoms eventually may become clear, in terms of data losses for to your organisation and other 

malicious network traffic characteristics, but in a situation where there are dozens or even hundreds of 

infected machines, how would you determine the actual point of entry of the malware in an enterprise of 

10 000 hosts? 

Luckily, the state of the art of network forensics has advanced during the last few years, and the days of 

‘grepping’ through millions or billions or sessions in the hope of finding some snippet of obfuscated 

JavaScript code for secondary analysis in a tool such as Wireshark have faded into the past. 

Today, thanks to advances in both analytic technology and security operational practices, many leading 

public and commercial organisations are using network forensics every day in a variety of situations to 

fight the cyberwar of 2010 and to combat advanced threats. 

These can be used to lower the risk to the enterprise by improving the effectiveness of the security 

operations centre (SOC). Enterprise-wide, real-time, network forensics provides a profound level of 

network content and context for SOC personnel, augmenting defense-in-depth approaches such as 

firewall and intrusion detection system (IDS) log analysis, statistics-based anomaly detection, and event 

correlation. The availability of better and deeper information for the SOC staff improves the effectiveness 

of the SOC by allowing them to make informed decisions faster, thereby reducing the gap exposure and 

risk for the organisation. 

Network forensics can also be used for threat intelligence operations. Top security teams are constantly 

refining proactive views into the threats faced by their respective government and commercial 

organisations. Advanced threats from organised criminal and state-sponsored groups fall outside the 

detective capabilities of current security popular platforms, and must be viewed from the complete 

perspective of advanced network intelligence and pervasive network forensics. Network forensics 

provides security professionals a common lexicon for evaluating, analysing, and discussing advanced 

threats and taking proactive defensive steps. 

Investigatory support is another broad use category for forensics. It includes a wide range of post-facto 

activities including: data breach or information loss impact assessment, human resources or legal 

department ediscovery support, anti-fraud activities, external investigation support (e.g., law enforcement 

and others). Many of these investigations historically have taken place at the host level, using disk-

imaging tools such as EnCase, but there are many situations in which network forensics can play both a 

support and pre-emptive role in such investigations. 

Many security controls are critical to the organisation, difficult to evaluate, and must be monitored on a 

continuous or 24×7 basis. Network forensics techniques facilitate the continuous monitoring of many 

network controls, providing greater realtime assurance. 

Winning the cyberwar 



The cyberwar of 2010 is being fought across all industry sectors. Some organisations are going to be 

winners and many are going to lose spectacularly. A winning cyberwar strategy begins with the 

recognition that advanced threats are real, complex, and happening at a network very close to you. 

Real-time network forensics provides a new and powerful weapon to combat advanced threats. Security 

teams in all sectors should become familiar with network forensics techniques, and leading technologies 

will become part of mainstream security operations. Using the approaches described in this article, 

security experts can dramatically improve existing incident management and overall risk management 

activities, and achieve a powerful ‘continuous augmented awareness’ of advanced threats that cause 

harm to the organisation. 
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