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Patrick Devine: Hello, and welcome to a SearchSecurity.com presentation, WWW - World 
Wide Weaponization: Protection Against Malware and Emerging Cyber Threats. This 
presentation is being brought to you by ESET. For more information ESET, you can click on 
their logo in the lower portion of your screen. My name is Pat Devine and I am the moderator 
for today’s presentation. Joining me today is Jeff Debrosse, Senior Research Director at 
ESET. 
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Before we begin the presentation, I would like to review a few housekeeping items with you. 
The slides for this presentation will be pushed to your screen automatically. If you have any 
questions throughout the presentation, you can type them into the “Ask A Question” area, 
which is located on the right-hand side of the viewing console, and they will be addressed at 
the end of the presentation. If you have any difficulty reading or viewing the slides, there is 
an “Enlarge Slide” button that you can click on, which is located just below the slides. And, if 
you experience any technical difficulties with this presentation, there is a “Help” link that you 



can click on, which is located on the lower right-hand corner of your screen. With that said, I 
am now going to turn things over to Jeff to begin today’s presentation. Jeff, take it away! 
 

"There's a war out there, old friend, a world 
war. And it's not about who's got the most 
bullets. It's about who controls the 
information: ...what we see and hear, how we 
work, what we think. It's all about the 
information ."

- Sneakers. Dir. Phil Alden Robinson, Universal Pictures, 1992 

 
 
Jeff Debrosse: Great! Thanks Patrick! Well, I’d like to start off with talking about the growth 
and scalability of the internet. One of the very first things I definitely always like to do too is 
I find a really interesting quote, something that ties back to the subject at hand, and in this 
case it’s about cyber war. It’s talking about the information and what that cyber warfare is all 
about. 
 
So, the very first thing I really, really wanted to communicate is that the growth of the 
internet provides for massively scalable distributed systems, and this is actually a huge 
benefit and it’s a design of the internet. Now, it’s been a boom to government, business and 
consumers, but it’s also, unfortunately on the negative side, it’s been a boom to criminals and 
others with malicious agendas. Now, the presentation is going to cover the past, present and 
future considerations regarding cyber attacks, cyber warfare, malicious software, cyber 
criminals and state-sponsored attacks, which really is tied right around cyber warfare. And, I 
will also cover why it’s important to consider the next one billion users that will be 
connecting to the internet and what it means to drive towards an asymmetrical security 
posture, as well as considerations for next generation methods of combating highly scalable 
and distributed weaponized software. 
 



Introduction (then)

 
 
So, some people may recognize this picture, and if you do you’re actually one of the veterans 
who has looked at the early beginnings of the internet. This particular year always stands out 
for me. That was the year I got out of the Marine Corps, but that was also the humble 
beginnings of the internet, which at that time was known as NSFNET.  
 

Introduction (now)

 
 
And, I think that these two slides, showing the beginnings of NSFNET and then showing this 
fairly complex, convoluted and busy diagram, which was actually provided by Lumeta 
Corporation. It shows from when we were…you saw the pretty good slide when we were 
looking at NSFNET, and now we’re looking at 20 years later, after the first commercially 



sanctioned E-mail systems were connected to the internet, and 40 years after the birth of 
ArbaNet (ph). Now, we’re looking at basically this map depicting the IPv4 address space. 
Today, the internet-borne threats that we’re facing have literally become some of the greatest 
threats in our interconnected data-centric world, and this diagram is, I think, spot-on when we 
talk about a very interconnected data-centric world. It’s a struggle, even on the full-size paper 
mat, to look for certain large networks and then start to bring that down to specific points. 
The points of connectivity are tremendous and absolutely massive today. 
 
So, today’s threats can be launched from…and I get this question a lot of times, “Where did 
the threats actually come from?” It can be launched from exploited legitimate websites, 
which is a tremendous tactic that these cyber criminals leverage, because those websites that 
they’re launching malware from, that they’ve exploited, that they’ve taken advantage of, 
already come with a traffic and user base. There are people that want to go to those sites. 
They want to engage in e-commerce. They want to engage in social networking. The 
challenge comes when those sites have been exploited, because again they come with a fairly 
strong and heavy user base, and traffic base. 
 
Now, server attacks are such a concern that just January of this year the FBI stated that it 
ranks server attacks as the third greatest threat to our national security, and that’s behind 
nuclear war and weapons of mass destruction. So, cyber attacks, third greatest threat to 
national security. And, the challenge we have with today’s internet design is that there is very 
little to no attribution, attribution meaning that we can go back and look where a particular 
connection came from or where a particular attack started from, we can trace it directly back 
to the source. Today, because of the open structure and architecture of the internet, it’s a lot 
easier to lose the trail of where an attack came from than it is to actually do internet forensics 
and come down to where the specific attack originated from. 
 

By the Numbers

6.7B Global population (census.gov)

24% Global Internet penetration rate (internetworldstats.com)

1.6B Global Internet users (internetworldstats.com)

306M Domestic population (census.gov)

73% Domestic Internet penetration rate (internetworldstats.com)

220M Domestic Internet users (internetworldstats.com)

251M Number of data records exposed through domestic data breaches
from Jan ’05 – Jan ’09 (Privacy Rights Clearing House)

275,284 Number of complaints filed with the IC3 (Internet Crime Complaint Center) 
in 2008– a 33% increase from 2007

Mid 2010 ICANN exhausts IPv4 address space (Vinton G. Cerf)

 
 
So, I’d like to also talk about, because we started with scalability, I want to do a particular 
exercise here called “by the numbers.” So, when you look at certain numbers, like for 



instance 6.7 billion, that’s our global population. Then, we look at a 24% internet penetration 
rate. So, if you look at the scale of the problems today that we have with cyber security and 
the amount of threats and attacks, the sizes of those particular botnets , which we’ll talk about 
later, you can see that 24%, which is not a large number but when you look at the grand total 
it is a fairly large number. That’s 1.6 billion people leveraging the internet today. It’s a fairly 
sizeable problem, and we’re still talking about 24%. That’s why the topic of the next billion 
users is a very, very important topic, because the next billion users comes with its own built-
in set of problems, and again we’ll be discussing that further down in the presentation. 
 
Now, our domestic population is about 306 million and we have roughly about a 73% to 74% 
internet penetration rate. So, that gives us about 220 million domestic internet users. Now, the 
interesting point is that the next number shows the number of data records, personally 
identifiable information that was exposed through data breaches within the United States 
from January of 2005 to January of this year. That 251 million, if you looked at the previous 
number, is greater than the internet penetration rate and the number of users on the internet 
within the United States. That tells you very quickly that the data breaches that we are 
experiencing from either malicious software, criminal acts, or end user negligence or 
corporate negligence, it’s a fairly sizeable problem. Companies are storing a tremendous 
amount of information today and that information represents a very, very real risk to those 
organizations. And, the more that organizations are storing information and transmitting it 
between partner organizations and other offices that they may have, it increases the risk that, 
that data may be exposed through a data breach. And, one of the final numbers is the number 
of complaints filed with the Internet Crime Complaint Center, better known as the IC3, huge 
increase last year over the previous year, so a 33% increase. And, by the time we start 
tallying up the 2009 complaints, we’re fairly sure that number will be also a sizeable increase 
from 2008. 
 
While I don’t have a number for this, because it’s not really a number statistic here but it’s 
just a data point, but roughly around mid-2010 is when ICANN has calculated that they will 
be out of IPv4 address space. Now, that doesn’t mean that we’ll be completely out of 
addresses, because there are also the regional internet registries that themselves will have 
about another year’s worth of address space that they’ve been allocated by ICANN. So, we 
do have some time but while we do have some time, the clock is truly ticking and we are 
moving towards a more IPv6-centric world. It’s not even a matter of “if” we’re going to do it 
but we truly “have” to do it. So, all of this goes back towards cyber crime and cyber security, 
and we’ll see all of the interconnected pieces as we move forward. So, as you can tell, the 
larger number of users on the internet and the rate of malware and cyber crime actually is 
showing that it is a pandemic problem that we’re experiencing globally. And, cyber crime is 
increasingly connected with other parts of the criminal ecosystem. So, it ranges from the theft 
of just an individual’s identity, and we talked about those data breaches previously, to the 
complete disruption of a company’s internet connectivity due to a massive distributed attack 
against those networking and computing resources, and I have an example of that further 
down. 
 



Malware Collection Samples

 
 
I’d like to show one of the malware sample collection organizations over the course of the 
last four to five years. They have now in their collection about 21.6 million samples, so they 
have about a roughly 10- fold increase from when they started their malware collection 
efforts, roughly late 2004 and about 2.9 million samples in their collection, all the way to 
mid-2009, where they now probably, now as we’re closer to the end of the year, they’re 
going to be a lot closer to about 22 million samples. That shows you the…and these just were 
malware collection samples, but it shows you the pretty much getting into this hockey stick 
growth rate of the amount of malware that is being pushed out onto the internet today.  
 

Internet Usage Growth

Gartner:
Computers in use 
pass 1 billion mark
http://www.reuters.com/article/t
echnologyNews/idUSL2324525420080
623 

 
 



But, here’s a…I thought this was a fairly easy to describe slide here. According to Gardner, 
computers in use passed the 1 billion mark. So, that again, when we look at the numbers of 
people connecting to the internet and we look at the number of computers connecting to the 
internet, those are fairly substantial numbers, yet we’re still looking at roughly 24% internet 
penetration rate. And, as we move forward, we’re also going to not just be connecting 
computers but there will be other devices connecting to the internet as well. 
 
So, this really, and I guess perhaps I should, unless I get asked a question…what exactly is 
the definition of cyber crime? So, I’ve come up with an explanation that I think helps a lot of 
people out, but it’s a type of crime where computers are used to exploit trust with a fast 
manipulation and destruction of data. So, it really comes back to the element of trust. People 
trust other people and sometimes that’s exploited, and that happens even online. Computers 
trust other computers. They want to be trusting by nature so they allow connection and/or 
they allow certain types of traffic, and once something is exploited, such as an application or 
the network itself, that’s where the problems start. 
 
And, the target of cyber crime really centers on information. That is the data that is 
electronically stored for retrieval and use later on. For instance, with different levels of per 
capita income, the amount of money that stands to be lost to let’s just say one cyber crime, 
called phishing, and it’s one of the most common online attacks, where a person is socially 
engineered to provide let’s just say their credentials, user name, password, account 
information. It has the potential to actually be quite significant, due to the sheer number of 
users that are at risk or unaware of the fact that they are actually being phished. 

 

Challenges

• Plausible Deniability

• Unprecedented Scalability

• Info-glut (data deluge)

• Acceleration of New Internet Users

• Increasingly Lower Barrier to Entry

• Bad Actors Experiencing Significant ROI 

 
 
So, we’ve got some challenges that we deal with today, in regard to cyber security. We have 
the plausible deniability, which I mentioned earlier a little bit about, attribution. Where did 
the attack come from? Where did a particular packet come from? So, it’s easy to say that an 
attack did not come from me. I was not the attacker. My system was being used as part of an 
attack. A lot of times, when you trace where a phishing E-mail may be coming from or where 



a significant number of packets may be coming from, it can easily end up at a corporate 
computer, a user within a corporation whose machine is infected, or it could end up being a 
particular home user, where their machine or a few machines are infected and their machines 
are being used to launch spam campaigns or phishing campaigns, or particular distributed 
denial of service attacks, where their machine just sends a flood of information along with 
many other machines towards a particular site, and that denies that site the availability of 
their services, which brings down that site. Those are the precedented (ph) scalability, where 
the fact that a particular organization may build one set of machines to push out spam, they 
can also leverage many other machines and each one is pushing out a significant amount of 
spam. So, the scalability is something that criminals have not had within their arsenal of tools 
and weapons to take advantage of the victims. So, today on the internet, again when one 
network becomes infected or one machine becomes infected, it can infect another machine, 
and so forth, and as each machine is infected it increases the cyber criminal’s reach to or 
ability to push out either attacks or particular spam messages, or phishing efforts. It increases 
their ability many fold. 
 
I talked a little bit about data breaches previously and we know that information equals 
money. That’s the commerce. That’s today’s currency, is information. So, with the 
information glut that we’re experiencing today, corporations actually realize that they’re 
hanging on to information. It’s very valuable yet it’s also very risky. So, in the event of a 
particular data breach that a corporation may actually experience significant spying from 
violating a regulatory compliance mandate, such as HIPAA for the medical service industry, 
or Sarbanes-Oxley for publically traded companies, or Gramm-Leach-Bliley for financial 
institutions, and the list goes on. So, there is a significant amount of risk but in order to 
engage in commerce, be more profitable and be more competitive, companies need to know 
more about their customers. The challenge they face is protecting that data while it’s at rest, 
protecting that data while it’s in use on the endpoint or protecting that data while it’s in 
transit between endpoints and between computers and servers, but they have a significant 
challenge today and, as you can see, you can look at mail or look for news every single week, 
or within a month, and you will see perhaps one or two more data breaches that have 
occurred. 
 
The number of new internet users is a fairly staggering one. Again, if we look at that global 
number, 6.7 billion people on the planet, we are increasing the global population but we are 
also increasing the global internet penetration rate. But, as developing countries are 
connecting to the internet, we are going to see a much faster influx of new users onto the 
internet and it’s those new users that actually need to be provided with more awareness, 
provided with the tools, provided with the systems that will help protect them. They are going 
to be the most at risk, if you think about how long perhaps say a country like the United 
States has been using the internet and we still are very, very vulnerable to phishing. Millions 
and millions of dollars are lost to phishing every year. As a matter of fact, in 2007 it was 
somewhere between $3.2 to $3.6 billion within the United States that was lost to phishing, by 
phishing itself. So, if we look at a country that has actually had access to the internet, had the 
education, and the experience and the exposure for many years, yet two years ago we had lost 
over $3 billion to phishing, that stands to reason that the new users from developing nations 
will experience similar problems, but it’s going to be a much larger number. 
 
One of the biggest challenges we face also is the barrier to entry for cyber criminals is fairly 
low, so a cyber criminal can actually leverage very, very small financial resources, in the area 
of $400 or $500 in some cases, and start themselves off in their new venture, in their illegal 



venture, their new business. So, the challenge here is that the normal return on investments 
for a business has risks, has challenges, and you are looking at scaling that business up to 
become more profitable over time. The challenge we face today is the cyber criminal with 
very low capital risk, from a much smaller investment, can get a return on investment that is 
significantly higher than most legitimate businesses in existence today, and that’s the lure to 
the actual criminally minded individual who thinks about either making a fast buck or over 
the course of even 12 months, which still in the normal course of business is still very fast to 
attempt to break even. But, for the cyber criminal, their goal is that they should, within a 
short period of time, relatively short, anywhere between several weeks, to several months, to 
a year, that they expect that they would be quite profitable and they believe that the risk is 
worth taking. Their risk is obviously being caught and imprisoned, but they believe that it is 
worth it due to the amount of money that they stand to make. So, that basically spoke to also 
the last bullet point on that slide. 
 

Evolution of Threats

 
 
So, I want to move into the evolution of threats. As we’ll see here, the threat history is very 
rich with stories, the end of human life, the very first point I have here from a story called 
Rossum’s Universal Robot. So, that was the first example of someone envisioning a threat 
from some type of machine. That was way back in 1921. So, as we move forward through the 
timeline, we get to see things such as the first viruses, script-based attacks, such as Visual 
Basic Scripting.  
 



Evolution of Threats (cont’d)

 
 
VBScript attacks were quite prevalent in the earlier days of malware, and then we moved 
onto things such as worms and Trojans, which became a bit more difficult to deal with, 
because then we got into areas such as webworms, Symbian, mobile operating system 
targeted malware, rootkits which embed themselves within the kernel, which is in the low 
level parts of the operating system. So, today we deal with virulent malware that affect 
individual systems, performs large grouping of exploited or infected machines, basically form 
a botnet, which is really one of the greatest threats that computers and computer networks are 
facing today. 
 

Cybersecurity Trends

• Anti-malware usage 
• Protection against viruses, trojans, worms, etc.

• Whitelisting
• Only allowing pre-approved applications to run on 

specific computers

• Data loss prevention 
• Software/hardware/regulatory

• Recognizing and protecting the Internet as “critical 
infrastructure”

 
 



So, let’s look at some of the trends in respect to cyber security. So, today we have what most 
people know of as simply antivirus, but antivirus today it’s a bit of a misnomer. Viruses 
aren’t really the big problem that they were in the past. They still are a problem, no doubt, but 
it’s really antimalware because we’re receiving threats from different types of malicious 
software. So, we protect against worms, Trojans, rootkits and whatever version of those 
infected a machine to cause it to become controlled remotely, or a bot which then connects to 
a larger system, and that’s really the definition of a botnet. But, that’s what antimalware is 
designed to do. It’s designed to protect against spyware. It’s designed to protect against 
potentially unwanted applications. And, that’s an interesting area. That’s kind of a gray area 
because in some cases that’s not actually malicious software to the point where it is really 
identified as malware and that system is going to be cleaned of it. In some cases, the 
particular software exhibits unwanted behavior, such as changing the end user’s browser or 
search results, or hiding in the system, or not showing as having no Windows (ph) yet doing 
all other types of activities within the system. Those are things that the end user didn’t ask 
for. So, in some cases they can flag it within their antimalware software and say protect me 
against potentially unwanted applications as well. And, it’s been very helpful because some 
of the companies that are operating a little bit below the radar, and again they’re operating in 
that gray area, they tend to try to avoid doing things that are explicitly illegal yet they’re 
questionable, so that puts them in that particular gray area, and depending on how, if they 
went to court, how that would look. They could end up either being liable for doing 
something malicious to the end user systems or they could walk away because the letter of 
the law wasn’t…a “t” wasn’t crossed and an “i” wasn’t dotted in a particular spot. So, those 
are some of the bigger challenges that we have to deal, with but it is a trend among the cyber 
criminals, but the point here is the cyber security trend is in particular the usage of 
antimalware. 
 
Today, we also have white listing, where applications that are designed to run on the endpoint 
or server are listed and only those will be allowed to run on the system. So, as new software 
is introduced to that system, malicious or not, if it’s not on that white list it won’t be allowed 
to run on that system. Today, there is also another trend known as data loss protection, or 
DLP, and that goes back to the data breaches that I spoke about earlier. One of the largest 
points or areas of concern with holding information and storing that information is literally 
the end user who doesn’t realize that what they’ve done violated some privacy law, in 
particular…let’s just say within a click somebody feels that they want to send themselves 
information so they can work on it in the evening, were in a publically traded company or a 
financial institution, and they have all of the best intentions that they are going to do the work 
remotely that evening from their let’s just say public or their web panel address, and they will 
download that, make the update and then send it back to the office. That, depending on the 
information and the type of organization that could be a significant breach of a data privacy 
law. 
 
There is software today that exists and there are systems that exist that actually prevent these 
things from happening. They look for particular patterns in some cases. In other cases, they 
actually are more holistic and they look at the overall composition of an E-mail message or 
they look at the attachment that is being sent, and they look deeper inside the attachment. 
There are many other methodologies but the higher-level idea is they are preventing the loss 
of data and they are reducing that risk down to a manageable level. 
 
And, probably one of the bigger pieces is, and that we have to face today, is recognizing the 
internet as a critical infrastructure. Banks are connected to other banks. Companies are 



connected to other companies. Power systems are interconnected to the internet today. So, we 
truly need the internet today. We need the connectivity that the internet provides, but 
protecting the internet as a critical infrastructure is without a doubt a very high level goal, 
with the idea that if the internet were made unavailable or difficult to use due to the massive 
amount of traffic, which is purely for criminal use or illicit activity, the internet would be 
harboring and supporting, and being paid by various organizations, all of the people doing the 
routing and service, to service most of this bad traffic, and that’s one of the challenges that 
we face, but it’s also a trend today to recognize that and to work on minimizing the amount of 
bad traffic on the internet, the amount of malicious activity on the internet, and there are 
some strategies for that today. 
 

Current Events

• Botnets

• Cloud Computing

• Fake Antimalware

• Armored Malware

• Cyberattacks

• Denial of Service (or sustainability)

 
 
Let’s look at some of the current events and I’ve gone in depth on some different points, so 
I’ll just pretty much talk about current events and some of the challenges we have from the 
cyber crime side. I spoke earlier about botnet. We have cloud computing, which…and this 
isn’t from the cyber crime side. It’s just a current event. It’s a current trend among companies 
and it’s a hot button item. Cloud computing basically means you’re going to take some of 
your applications or some of your data, or both, and move them off your site into a hosted 
facility. There are some challenges with that. For instance, if a particular company has a 
significant amount of data, there is a very huge cost incurred with moving that data back and 
forth between the organization and the cloud service provider. Secondly, is that information 
personally identifiable information? Would that violate a regulatory mandate and would that 
hosting provider or that cloud service provider, will they be able to guarantee that they can 
also meet that regulatory mandate? There are also things, just simply such as uptime. If 
anybody has seen any of the more recent news, there have been outages from different E-mail 
service providers, hosting companies, most recently the Microsoft subsidiary, Danger. They 
were out of service for some time and lost a lot of data that Sidekick users needed and the 
Sidekick users that restarted their phones, powered them off and on, when that phone went to 
connect to the service it found that there was no data there, so their phones pretty much lost 
their data. 



 
So, there are challenges with cloud computing but, on the flip side, it allows an organization 
to scale to unprecedented sizes if they needed to very quickly, start handling, let’s just say in 
the case of an acquisition and a company needed to handle a million new customers or 
existing customers from the acquisition, and they needed more resources for that, they could 
leverage a service like that, or if they needed to move a significantly higher amount of data or 
processing power to what they do today. Instead of incurring the capital expenditure costs of 
going out and buying that hardware for computing or for storage, they could actually contract 
with a cloud service provider and immediately scale up their operation. 
 
We have things today also, such as like armored malware, which is basically malware that is 
incredibly difficult to eradicate and once we do find it, or first discover it, then to actually 
eradicate it, they wrap themselves around the system and this is where we get into rootkits. 
Some of them are so heavily armored that finally when you get down to the core of it, then 
you realize that there is also encryption that you have to deal with. But, the cyber criminal 
knows that their bread and butter is to keep those machines infected and keep them, in 
today’s world, especially around botnet, keep them connected to that larger network, to that 
botnet, keep them infected so they’re going to lay low. They’re going to seem almost benign, 
so you may not even be able to detect it with different types of antimalware software. Then, 
the challenge is when that machine is needed for some particular campaign or attack, it will 
be called upon and do the activity that it was instructed to do. So, with armored malware, it is 
a much, much stronger trend. It makes our job a bit tougher, but then there is that curve 
where we face the initial onslaught of armored malware and then we’ve discovered what the 
techniques and tricks were, then we continually discover what those methods are and then 
increase our levels of protection. We have cyber attacks, which actually I’ll get into further 
down the road, which we’ll also talk about denial of service, which basically, as I mentioned 
earlier, is when a particular set of machines, there is a target that they are set to point to and 
they flood that target with an amazing amount of data. And, then that targeted system cannot 
handle the load and it is unable to provide services to anyone else because of the attack that 
they’re under. 
 



Cyberwarfare & Hacktivism

History

• Kosovo (1999)

• Chechnya (1994)

• Attack on Estonia (2007)

• Russian/Georgian Conflict (2008)

Current

• Militarization of Cyber Resources

• Strategies (Force Multipliers)

• Cyber challenge (cyber warriors)

 
 
So, I definitely want to talk a little bit about cyber warfare and even a term called hacktivism. 
So, I’ll just run down through this little bit of history here. This actually could be a 
presentation in and of itself. This could be a one-hour presentation, when we talk about cyber 
warfare. It is a very, very large topic, has very deep roots and it is very, very widespread. So, 
I want to kind of point out that if we look to the extreme right that there is a…we’re talking 
about the means of attack here. So, what you’ll see is…this is from the Department of 
Homeland Security, and what we show here is that in the previous year there were over 2,000 
attacks purely from malicious software or malicious code. That’s fairly interesting, primarily 
because those were attacks directed against the federal government, and this is from a DHS 
report, or Homeland Security report. 
 
So, moving back into cyber warfare, some of the earlier history points of cyber warfare, and I 
have them a little bit out of order here, so we’ll jump to the second point where we talk about 
Chechnya. The Russian military learned that information support of an operation can actually 
play a key role in the operation success or failure, and it can protect government interests and 
achieve military and political objectives. Actually, there was a Major General, Zolotarev, and 
he noted in 2000 that the Chechen campaign between ’94 and ’96, by military definition, was 
three-quarters won by the Russian army by August 1996, but by that time it had lost 100% in 
info (ph) space. The Russian army, at that point, had learned what they had done wrong 
because they realized that there is a significant advantage to actually leveraging and using 
information. 
 
Then, we look at another incident, such as Kosovo, which historically is viewed as the first 
true cyber war. So, when NATO planes began to bomb Serbia, multiple pro-Serbian hacker 
groups, such as the Black Hand for instance, began to attack NATO internet infrastructure. 
So, that truly was the first really documented case of cyber warfare. Back in April of 2007, 
there was a World War II Soviet memorial statue that was moved out of the Estonian capital 
of Tallinn, and literally the following day government, banking, media, internet 
infrastructure, they were continuously attacked for about a duration of three weeks, and 



during the height of the attack Estonia literally had to sever their connections to the outside 
because of the amount of the onslaught. 
 
So, these are some examples of cyber warfare, and again I could really go very, very deep 
into this particular slide. Let’s just step out of history and then we look at some of the current 
trends and we have things such as the militarization of cyber resources and we actually had 
the U.S. Cyber Command which was approved, which is a defensive and offensive command 
for cyber warfare in particular, and I’ll actually talk a little bit further on strategies regarding 
cyber warfare, and actually the emerging strategies, and for this presentation we’ll just call 
them force multipliers, and you’ll see why exactly they’re force multipliers, so taking a little 
bit of effort, kind of like with leverage, actually changes things significantly for the defender. 
And, I just wanted to bring up a quick point that even today, another effort is the cyber 
challenge or cyber warrior. So, the government is looking for 10,000 young bright minds that 
are quite adept and quite familiar with maneuvering around computer networks, computer 
operating systems, and they will be facing different challenges and working new types of 
scenarios, offensive and defensive capabilities, and ultimately will be able to augment 
perhaps our Cyber Command or any of our federal efforts at defending our cyber 
infrastructure. 
 

Emergent Strategies

• Asymmetrical Protective Posture

• Non-linear Predictive Analysis

• OOB Verification

• Hardened Targets 
(alternate OSs – for banking and mission-critical tasks)

• Heroes (Cyber warriors)

• Attribution

• Awareness (LEA, Legal, end-user)

• Int’l Cooperation

• Alternate Path

 
 
Let’s look at some of the emergent strategies. We’ve got what I’ve defined as either an 
asymmetrical security posture or an asymmetrical protective posture, and that’s where you 
actually, from just taking a small step, can provide a significant amount of protection. Let’s 
just say in the case of someone who doesn’t have antivirus software on their system, just 
simply adding antivirus software protects against a whole onslaught of malicious software, 
against rootkits, spyware, bots, worms, Trojans, even old, old viruses. Without that antivirus 
software, antimalware software, connecting a machine, let’s just say if you have a DSL 
connection or you have a cable connection, if you connect it directly to that particular router 
and your machine receives that IP address, that machine would be attacked many, many times 
within the first hour, and that many times could be tens of attacks or it could be hundreds of 



attacks, but there is no doubt that machine, without that antimalware software, faces a 
significant threat. That one small step reduces the attack surface or protects against attacks 
significantly. 
 
We have things such as nonlinear predictive analysis, which is a next generation method of 
predicting the outcome of a particular attack. This is a fairly low level and complex topic but 
ultimately has to do with predicting the probability that a particular machine or person would 
experience some type of automated or cyber attack. There are things such as out-of-band 
verification. Whereas today, malware can infect the system and steal credentials, even if you 
have particular passphrases that you can use with a bank, at a certain level, if malware is in 
your system, even if you have an SSL connection it can still infect your system at a higher 
layer so that it is receiving unencrypted traffic prior to it being presented to your browser. So, 
what out-of band-verification allows for, in particular, let’s just say an automated phone call 
to the actual user, with a phone number on record, or a text message to the end user, again 
with the phone number on record, so that when they’re attempting to log into the sit they 
receive a one-time password and they can go ahead and log into the site, or there are things 
such as token systems where you can basically look at your little hardware device, or in some 
cases it’s software that you can load into a mobile phone, and you generate a token for that 
particular session, and you log in with that unique token. So, it’s out-of-band. It’s not in the 
stream, with the session that someone is engaged in. That’s a great way to protect a system. 
 
There are things such as hardened targets or even alternate operating systems. The majority 
of malware attacks in n32-based systems, which basically means it is a Windows-based 
system and running on an Intel processor, that is the primary target of malware and, because 
of the amount of users, a bit of the monoculture we live in today, which is known as Wintel. 
If you were to have an alternate operating system with its own browser, you could actually 
boot up in that alternate operating system and you have your banking session and not be 
worried that your operating system will be exploited by some man in the middle attack 
running on your system, especially if that booting system actually doesn’t allow writing to 
probably all or most parts of it, then you can be sure that is a read-only system, that is an 
alternate operating system and it’s using perhaps a slightly modified browser that provides 
only a certain amount of services, then that removes you from the mainstream of where the 
attacks are being targeted. 
 
I spoke a little bit earlier about the cyber warriors, about the 10,000 bright young minds that 
are being searched for, so I just thought I’d throw them in again as heroes. That’s what we’re 
looking for. And, I spoke about attribution as well, where there isn’t…so the emergent 
strategy of attribution is to address the topic of attribution. So, we don’t know today where 
the attack comes from. A lot of times you end up with a cold, dead trail or you end up at an 
end user computer when you’re attempting to forensically analyze the source of an attack. 
But, with attribution on the internet today, or let’s just say tomorrow because it doesn’t exist 
truly today, then we could actually trace it back to the source of an attack, we could trace it 
back to the source of a particular packet or stream. That would require some significant 
reengineering. That would require significant cooperation between countries, between 
organizations and between equipment vendors, in order to support a system that provides full 
attribution for traffic. This is perhaps a good point for another discussion in the future, about 
an alternate path, which is the last bullet on this slide, the alternate path being things such 
as…there is a project that Stanford has embarked on called the Clean Slate project, which 
bright young minds are asked if you were to design another internet today, how would you 
design it. So, that potentially could be an alternate path. That depends on quite a few factors, 



whether or not there is a, let’s just say the paid aversion of the internet, where the cleaner 
version that again would require some significant investment. It’s an emergent strategy. It’s 
not something that exists today and it’s very controversial with a lot of people, but it is one of 
the possible ways to help protect end user systems from the onslaught of malware and cyber 
attacks today. 
 
And, I did talk a little bit about the international cooperation and if we were to provide 
attribution, or start going down the road of attribution, governments would need to work 
together, international corporations would have to work together. International cooperation 
also ties back to things such as extradition agreements or protection for people that are hiding 
from law enforcement, that go to certain countries where they know they’ll not necessarily 
even be protected but that country will just not allow them to be extradited. 
 
And, finally there is awareness. So, law enforcement agencies, end users, the legal system 
gaining more awareness as to the nature of the crimes, the scale of the crimes, severity of the 
crimes, and start adjusting, say from a legal perspective, can start adjusting the amount and 
size or terms of particular sentences that are being billed out to cyber criminals when they’re 
caught. 
 

Attribution

Answer the questions:

• Where did this packet come from?”

• To whom should we provide a response?

• Forensic intelligence

“The sometimes faceless and always boundless world 
of cybercrime is wrapped in a layer of plausible 
deniability.”

 
 
But, we did talk about attribution, so I didn’t want to...I had a particular slide for it but I did 
pretty much explain what we’re trying to achieve with attribution. In the case of cyber 
warfare, the second bullet applies, which is basically to whom should we provide a response, 
obviously the response would be, “Why is this occurring and coming from you,” and from a 
strategic or Cyber Command perspective, at some point it would be a more offensive 
response. But, that’s almost science fiction, but it is down the road, but again that falls into 
almost a whole other particular presentation. 
 
 



The Next Billion Users

• The next one billion users on the 
Internet will come from 
developing countries

• Simple levels of awareness for 
various types of risks and 
cybercrime attacks can yield 
positive results

• End-user = the weakest link in the 
“security chain”

 
 
So, very early on, if you recall, I talked about the next billion users. So, the next 1 billion 
users on the internet will be coming from developing countries. There is no doubt about that. 
So, what we have today is that roughly 1.6 billion users. Let’s just say the remaining 5 billion 
users are left to connect to the internet, and let’s just look at just taking 1 billion of that 
remaining five billion. But, there are technological preventive measures that will help 
mitigate cyber crime attacks, but technology alone really isn’t just the answer. Because of 
awareness, even simple levels of awareness, the risk of cyber attacks can actually be dropped 
significantly, and it sounds very simple and it isn’t that complex. The technological solutions 
are more complex but this isn’t that complex, to increase the awareness of the end users. It 
requires effort and it requires cooperation. 
 
So, as a real world example, let’s just say, of the scope of the internet threat, cyber crimes 
like phishing and data breaches are a scalable threat to the United States. They are so severe 
that they are detailed as, again, a national security threat in the 2009 Annual Threat 
Assessment Intelligence Briefing to the Senate Intelligence Committee. Now, again as when I 
talked about the FBI talking about cyber attacks being the third largest threat to national 
security, this also again emphasis the threat that we face from cyber attacks. So, infrastructure 
build-out, deployment and subsequent end user connectivity, when we’re talking about the 
next billion users or the next 100,000, next million users, if we couple all of the new internet 
connectivity and new users with effective cyber security awareness training in addition to 
application usage training, that is where we can again leverage the term or realize the term 
force multiplier. It’s the ignorance of online risks that pose the greatest threat to the new 
generation of global online citizens. So, coordinated global efforts is where it can be very 
effective to awareness training, and it will transform these new internet citizens from 
potential victims to increasingly aware and less vulnerable people as a whole. 
 



The Mobile Threat

Other factors:
• The popularity of a platform to engage in commerce as 

well as its ability to be “always-connected“

• Availability of development tools

• Well-documented APIs  (knowledge of the "inner-
workings" of the kernel, security mechanisms and 
network stack)

• There were an estimated 4B (billion) mobile phones in 
use by EOY ‘08. This is a very tempting target for 
cybercriminals to leverage!

The growth of malware targeting a specific platform is dependent on a 
key factor . . .  the market penetration of the specific platform

 
 
So, I want to move into just one other area here, the mobile threat. There are a lot of people 
that say, “Well that doesn’t exist today. It’s not a problem.” And, it’s not about it existing 
today. It’s about preventing the mobile devices from becoming huge launching points. Some 
of the factors that we have are, and people wonder, “Well, how come there isn’t a whole lot 
of malware for the mobile platforms?” Well, luckily, it’s because the mobile platforms, and 
there are multiple platforms, that’s what keeps the cyber criminals from wanting to leverage 
or being able to leverage mobile platforms efficiently, because they have different platforms 
that they face, such as iPhone, such as Symbian, such as the Blackberries, Windows mobile 
devices, but it keeps them on their toes. Whereas from a PC platform, which I spoke about 
earlier, we have the Windows operating system on Intel processors, which again that wrapped 
us around this whole monoculture of Windows and Intel systems, and that’s what the cyber 
criminals target, because their return on investment is tremendous, because of the sheer 
number of systems running on that combination of hardware and operating system. 
 
So, with mobile devices, what the criteria are for targeting a particular mobile platform are 
things such as the popularity of the platform to engage in commerce and the fact that a lot of 
the mobile devices we’re seeing, the smart phones, they’re pretty much always connected. 
So, that’s attractive to the criminal, the availability of development tools and well-
documented APIs that allows anyone, legitimate or criminal developers, to actually build on 
those platforms. If we look, an interesting number, there were an estimated 4 billion mobile 
phones in use at the end of last year, though again, just like a business person would look for 
the highest penetration rate and the largest market, the criminal does the same thing. They 
look for the larger numbers. In this particular case, they understand that there are 1.6 billion 
uses connected to the internet today. There are over a billion computers connected to the 
internet today and there are over 4 billion handsets in use. Determining how many of those 
are mobile devices or smart phones, and on what platform the dominant or the larger number 
is on will allow them or provide them the information they need to target their efforts. But, 
again the attacking of mobile devices is a fairly tough process for them, but there are now 
today four mobile devices and several different platforms have been targeted. 



The Value of an Executive’s Mobile Device

• 1,000-5,000 contacts
• customer details
• business partner's information
• colleagues / friends' home numbers

• 100-200+ appointments
• customer leads
• pending business activities

• 200+ internal company emails with sensitive corporate data
• pending partnerships, lawsuits, M&A data
• pending business activities
• sensitive data masquerading as calendar events / contacts
• ATM, credit card, banking, brokerage info
• poorly obscured ID's, PIN codes and passwords

 
 
So, according to a call that I was on with one of Nokia’s senior managers, here are some of 
the numbers to illustrate the value of the information contained within the average 
executive’s mobile phone, between smart phones, PDAs, and your standard phone. I won’t 
read all of these different data points out but it’s clear that if an executive’s mobile device is 
exploited through malware or even if they just lose it at an airport, or if it is stolen from 
someone, this is the potential amount of information that stands to be lost. So, let’s say 
without remote capabilities or if the person isn’t even aware that the phone is gone, or if the 
phone is infected with some new type of mobile malware, this is what an average, for the 
average executive, what they stand to expose through those efforts. 
 

Take-aways

• No business is immune to data breaches or risk 

• The prevalence of malware continues to steadily rise, increasing
the risk to businesses

• Antivirus is a key component to a security strategy

• While early, the mobile threat exists – it’s not if, but when

• It’s all about the information

 



So, let’s go ahead and we’ll just wrap this up. I just wanted to bring up a few points. Some of 
them aren’t visually on the screen but I think I’ll just talk about all of the different points. At 
the current growth rate of the internet, the sheer number of end users makes global cyber 
security awareness a very, very real and high priority. No particular business is immune to 
data breaches or risk, as we’ve seen. One of the largest credit card payment processors 
experienced a fairly significant data breach and you know that they have security in place, 
obviously with the information that they handle, yet they still were not immune to that data 
breach. The prevalence of malware, as you’ve seen from one of the testing organizations, that 
prevalence continues to steadily rise, which again increases the risk to businesses. 
 
Cyber warfare is a reality in recent history. It’s a reality today and it is going to be a much 
bigger reality tomorrow. Force multipliers work and it’s just a simple matter of combining 
tactics, very simple tactics, to create a much larger defensive posture to reduce the risk to a 
particular individual or an organization. 
 
Antimalware is an absolute, absolute key component to a security strategy. Without that 
antimalware, there is no one watching the operating system to make sure that it is OK. There 
is no one watching that host system to make sure that it’s OK, and antimalware is an absolute 
key component for endpoints and for servers and gateways. 
 
And, it is early in the game but the malware for mobile devices does exist. The threat for 
mobile devices does exist. It’s truly not a matter of depth, if it’s going to get to a point of a 
much larger number of mobile devices infected. It truly is simply a matter of when. 
 
And, finally, information is truly the target of cyber crime and cyber warfare. It’s about the 
manipulation of information. It’s about the denial of information and it’s about the theft of 
information.  
 
With that, I’d like to go ahead and pass the microphone back to Pat and thank you very much 
for your time! 
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Patrick Devine: OK, great! Thanks for your presentation Jeff! I’d like to take this time to 
remind everyone that you’re participating in a SearchSecurity.com presentation, WWW - 
World Wide Weaponization: Protection Against Malware and Emerging Cyber Threats, 
which is being brought to you by ESET. If you’d like more information on ESET, you can 
click on their logo, which is located in the lower portion of your screen. We are now going to 
move on to the live question and answer portion of today’s presentation and encourage you to 
enter in your questions in the “Ask A Question” area that is located on the right side of your 
presentation screen, and we will respond to as many as time allows. 
 
And, it looks like our first question for you today, Jeff, is, “You say we’re running out of IP 
address space. How many addresses does the world have to use and what is the answer when 
they are completely exhausted?” 
 
Jeff Debrosse: Sure. Thanks Pat! So, I mentioned earlier that we’re running in the IPv4 
address space today and that basically means the typical IP connectivity we have today, and 
that means we’ve got about 4.4 billion addresses to work with. So, when they’re completely 
exhausted, actually the answer is to obviously move to the next generation of addressing, 
which is known as IP version 6, or just IPV6, which provides us for 128-bit addressing, and 
that’s a really large number, doing the math. And, it has been estimated that, just to kind of 
give everyone a visual representation, supposedly what I’ve heard is that the number is larger 
than the total number of molecules on the moon, so that just gives you an idea as to how 
many things we can address using IPv6. 
 
Patrick Devine: OK, great! And, our next question is, “What are the risks for companies that 
store personally identifiable information?” 
 
Jeff Debrosse: Companies run the risk of…their primary concern, when they store that much 
data that has that level of sensitivity, is around data breaches and security, and securing that 
data. So, the fact that they have that risk of data breaches means that if they do experience a 
data breach they face some regulatory compliance fines and perhaps penalties. In some cases, 
they experience a loss of revenue. And, in many cases, almost all cases, there is brand 
erosion. So, if you remember back to the TJX data breach, a lot of consumers had concerns 
about whether or not their data was safe with the companies tied to the TJX company. So, 
those are just some of the liabilities that companies face by storing that personally identifiable 
information. 
 
Patrick Devine: “Currently, what are the top three threats that you see in regard to 
malware?” 
 
Jeff Debrosse: You know, it’s interesting. Conficker has been a problem for just about a year 
now and it still makes our top 10, even our top 3 list, and that’s also tied to another one of our 
top three, which is the auto run infection vector, which primarily is through the auto run 
facility which is on by default on Windows systems. Primarily, the biggest user base out there 
is most likely Windows XP systems and that’s quite prevalent, that particular attack. And, 
finally, we have password stealing Trojans. They’re still making our top 10, and in this case 
our top 3 list, because targeting the end users’ machines for capturing credentials, user 
names, passwords and so forth, does yield a bit of money once those accounts are taken over. 
 



Patrick Devine: OK. And, our next question is, “What’s the difference between the 
following methodologies, signature-based detection, heuristic-based detection and white 
listing?” 
 
Jeff Debrosse: Sure. Signature-based detection is the standard, older style detection that an 
antivirus company started with many years ago and companies do still leverage that today 
because it’s a quick way to find out whether or not a particular piece of software is malicious 
or not. So, if it’s previously existing software that we may have seen in the past, it’s most 
likely going to be in a signature, because again we can detect that very quickly. Now, for 
malware that hasn’t been seen before, or what’s known as a zero day threat, something that’s 
so new that no protection exists against it, different companies, like ESET, we leverage 
heuristic analysis where we actually will run the particular piece of malware in an emulated 
environment, or not necessarily malware but a questionable piece of software in an emulated 
environment, and then determine whether or not, based on its behavior, if it’s malicious in 
nature or if its non-malicious and allow it to continue running on the system. And, finally, 
white listing is where you basically tell some system that’s monitoring the applications 
running on a computer whether or not some application is allowed to run. This is very binary, 
or very black and white. There is a list of applications that are allowed to run and that’s in the 
white list. Anything else that’s not in that list is not allowed to run. So, it’s a very, very strict 
system. It’s a very strict policy on a system, but that does eliminate anything else running on 
that system. Of course, the challenge is with the influx of new software or making changes by 
the user, or adding new software by the user. There is some restriction there but it is the 
description of white listing in and of itself. 
 
Patrick Devine: OK, great! “You didn’t really touch on hacktivism. Can you describe it and 
perhaps provide an example?” 
 
Jeff Debrosse: Sure. Hacktivism is really something related to hacking in general, as you can 
determine by the term hacktivism, but this is really more for political purposes or political 
means, or socially motivated means. So, the person who actually goes through the act of 
hacktivism is the actual hacktivist. So, the hacktivist uses the same tools and techniques as 
your standard hacker or attacker but they do it in order to disrupt services or bring attention to 
a political or social cause. So, for example, somebody might actually take over a website and 
leave a politically charged message that basically embodies their point of view on their 
opposition to a particular mandate or a particular decision that a country or a country’s 
government has made. An example is when, if everyone remembers back in 2001, there was a 
Chinese airman who was killed when his jet actually collided with a U.S. surveillance plane 
and Chinese and American hacktivists from both countries actually hacked websites on both 
sides and used them as blackboards for their statements, basically to express their political 
views. So, that was a classic case of hacktivism being executed. 
 
Patrick Devine: OK, great! And, our last question for today is going to be, “What are some 
examples of malware that target mobile phones and what exactly do these malware do?” 
 
Jeff Debrosse: I can actually give you one fairly well-known one from recent history. There 
was a Trojan that actually targeted Windows mobile devices and it was called the 
WinCE/InfoJack malware and it did show up as a Trojan that is part of an installation file, 
where a Windows mobile user would install software via their desktop or directly through a 
CAD file, and how a lot of Windows mobile users can also install directly on their device. 
But, once the installation began, the installation appeared to complete, to be done. It didn’t 



have any warnings and it didn’t require any user intervention, and it was quietly part of an 
installer. But, what it did do ultimately was steal information from the device and send it to a 
remote site, which is the typical methodology of malware, regardless of if it’s mobile or if it’s 
on the PC end. So, this is just one example of mobile malware, but it always comes back to 
the attempt to actually steal user data or credentials to gain access to some other system. 
 
Patrick Devine: OK, well that wraps up our Q&A part for today’s presentation. Jeff, were 
there any last minute comments that you had? 
 
Jeff Debrosse: Sure Pat. Just as some protective tips or just security tips for folks, the first 
one I’d like to point out is keeping those systems patched. For instance, as I mentioned 
earlier, Conficker still infects systems and it’s primarily through the fact that those systems 
still aren’t patched, and patching is free and it’s a great way to increase protection for those 
operating systems. 
 
Secondly, no matter what antivirus or antimalware package you’re using, make sure that’s 
also updated. You’ve got to keep those updated or else you’re not going to have protection 
against some of the latest and greatest threats out there. 
 
And, finally, when it comes to social networks, one of the biggest challenges we have is 
actually ourselves. So, if we can practice a non-judicious disclosure of personal information, 
that would be incredibly helpful to a lot of people, because if you look at a lot of profiles and 
people’s updates, the person who actually has, let’s just say ill intent, can actually learn a lot 
about a particular individual through their profile and through their updates, and they can 
either socially engineer that person or their group of friends, once they get into that social 
network or that social sphere within that group. So, just practicing a little bit of caution with 
putting all of the information out there would really increase, again, security from a social 
networking perspective. 
 
Patrick Devine: OK, great! Well, that concludes today’s presentation, World Wide 
Weaponization: Protection Against Malware and Emerging Cyber Threats. If you’d like to 
review today’s material at some later date, an archive version of this event will be made 
available in our SearchSecurity.com webcast library. I would like to thank Jeff Debrosse for 
taking the time to be a part of today’s presentation! I would also like to thank ESET for 
sponsoring this event! And, as always, thank you for taking the time to join us today! This is 
Pat, wishing everybody a great day! 


