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dDATA PROTECTION ACT (DPA) violations have been subject to fines of up to
500,000 pounds since April 2010. The introduction of stiffer monetary penalties
reflects the increasing need to force organisations to take data protection seriously,
promote respect for the Data Protection Act and increase the consequences of non-
compliance. The Information Commissioner’s Office (ICO) does recognise that it is
unworkable to have no appetite for risk and that losses will occur, so it continues to
look for organisations to prioritise controls to reduce risk to an acceptable level.

Although many organisations initially achieve DPA compliance, maintaining that
compliance is often omitted from the planning and implementation stages for new
projects or departments. Over time, changes in staff and processes can also lead to
intentions not always matching actual practice. In this article, we’ll review the best ways
to get and keep IT systems compliant and avoid being fined for deliberately or recklessly
violating the DPA.

Data Protection Act compliance: Encryption of personal data
The seventh DPA principle, which discusses protecting personal data, is of most interest
from an IT security standpoint:
Appropriate technical and organisational measures shall be taken against unauthorised

or unlawful processing of personal data and against accidental loss or destruction of, or
damage to, personal data.

Put simply, to comply with this principle, access to personal data must be restricted
to only those who need it, and they must handle it appropriately as outlined by the
Information Commissioner’s Office and other best practices. That means locking down
personal data. This process begins by developing an understanding of what types of
personal data the organisation holds and the harm that may result from a security breach.
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This will help determine the appropriate level of security that needs to be put in place.
The Data Protection Act does not define what “appropriate” security is, but it does

state that computer security needs to be proportionate to the size and use of your
organisation’s systems. It means common sense should rule the day; there is no need
to recreate Fort Knox if you are just running the database for the local jogging club.

However, one security control that should be implemented for all personal data in
companies of all sizes is encryption. Encrypted
data is intrinsically protected; when implemented
properly, only those with access to the proper
keys can decrypt and read the data. Encrypting
personal data, whether it is held in a sophisticat-
ed database or a simple spreadsheet, means you
can control access to the data, and that goes a
long way toward preventing its “unauthorised
or unlawful processing.”

The transfer of data from one location or
system to another is currently seen as the area
of biggest risk to an organisation. By enforcing
encryption when data is transferred, either over
a network using SSL or IPsec, or copied onto
portable media using a programme such as True-
Crypt, it is possible to avoid many of the data loss scenarios that have beset various
government departments, and negate any charges of recklessly breaching the principles
of the Data Protection Act.

Data Protection Act compliance: User education
With or without encryption in place, organisations need a well-trained staff that under-
stands its policies and can enforce and adapt them as new threats emerge. For example,
the storage capacity and functionality of USB thumb drives, PDAs, laptops and smart-
phones have increased dramatically, as has the threat they can pose to your data.

Most employees see these devices as fancy gadgets that make their lives easier and
not as potential security risks. This perception needs to be changed so they are not used
inappropriately or treated casually. A 1 GB USB key may only cost 10 pounds, but if an
entire customer database is copied onto it, its value could run into millions of pounds.

Likewise, if a laptop is lost or stolen, it will probably cost less than 500 pounds to
replace, but any unencrypted data on it could end up costing the company half a mil-
lion pounds in DPA fines. Security awareness training needs to drive home the point
that data has a value, often far in excess of the devices that process or store it. The value
of data can change of course, typically through context and aggregation, and this is
another key concept that staff need to understand.
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Getting these points across is critical to any security effort, because until employees
truly value an organisation’s data, they will not make the necessary effort to protect it.
An effective way to achieve this is to include data protection measures in people’s job
descriptions so everyone is clear about who is responsible for ensuring information
security. Additionally, making each head of department responsible for meeting targets,
such as staff security training, will immediately move security up their agenda and list
of priorities. Unless there is clear accountability for security, it will probably be over-
looked, and your organisation’s overall security will quickly become less than adequate.

A framework that you can use for establishing user education best practices and
improving compliance with the requirements of the DPA is BS 10012:2009 - Data pro-
tection: Specification for a personal information management system. It provides a lot
of useful guidance, presented in the management system style of “Plan-Do-Check-Act,”
and covers procedures in areas such as training and awareness, risk assessment, data
sharing, data retention, disposal of data and disclosure to third parties.

Data Protection Act compliance: Privacy impact assessment
Periodically reviewing data-handling systems can highlight changes to how data is
being used within an organisation. Inappropriate access to information can take many
guises; someone may have access to too much
data, another to too detailed data, and the next
may be allowed too much context. For example,
it doesn’t make sense for sales and marketing to
have two separate databases where information
potentially pertaining to the same customers is
stored in separate systems.

A privacy impact assessment (PIA) can help
to identify, assess and address aspects of enter-
prise data handling that need improvement
to ensure DPA compliance. A PIA requires
conducting an internal assessment of privacy risks and liabilities. Its purpose is to
examine system or project compliance with various privacy laws and it usually involves
input from all stakeholders. For more information on how to conduct a PIA download,
take a looks at the Privacy Impact Assessment (PIA) handbook from the Information
Commissioner’s Office (ICO) website.

Data Protection Act compliance: Data breach management
If, despite an organisation’s best efforts, a breach of security occurs, it is important
to be ready to respond. Business continuity plans must be in place to outline steps to
recover any personal data that may have been lost or stolen. Such a plan should also,
where necessary, include procedures for damage limitation; informing people about
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an information security breach can be an important part of managing the incident and
how it is perceived outside the organisation. Set clear rules covering who needs to be
notified and why.

The ICO’s Guidance on data security breach management covers the circumstances
in which organisations are expected to notify the ICO of a security breach and the
information that should be supplied.

Data Protection Act compliance: Outsourcing
An enterprise may decide that its best option is to outsource the processing of personal
data to an already DPA-compliant third party. If so, it is important that the enterprise’s
outsourcing contract requires the data processor to take the same security measures
that would be taken if processing the data internally. Check out model data processing
contract published by the European Committee for Standardization.

Conclusion
I am certainly not in favour of checkbox compliance efforts where the bare minimum is
done to enable a list of requirements to be signed off. This approach invariably leads to
poorly implemented and maintained security defences. But those who need to beef up
organisational security to quickly comply with the Data Protection Act can benefit from
knowing the areas and methods to concentrate on. It is impossible to eliminate informa-
tion security risks completely, but with the appropriate strategy, the fundamentals can
be put in place to improve security around people, processes and technology.w

Michael Cobb is a security author and founder and managing director of Cobweb Applications, a consultancy
that provides data security services delivering ISO 27001 solutions. He is the guest instructor for several
SearchSecurity.com Security Schools and, as a SearchSecurity.com site expert.
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tTHE MANAGEMENT OF personal data has become a key concern for most organisa-
tions over the last couple of years. High-profile incidents such as the HM Revenue and
Customs data breach and large data loss fines for household names including Nation-
wide Building Society and Marks and Spencer plc, combined with the increased public
anxiety over the risks of identity theft, have led to increased regulatory action by both
the Information Commissioner’s Office (ICO) and the Financial Services Authority
(FSA). What does this mean for your organisation?

HM Government has put an incredible amount of effort into putting its own house
in order over the past two years. Having addressed the internal management of privacy
issues, the public sector is now concentrating on
its suppliers, and demanding that similar measures
are put in place to manage personal information.

The ICO and the FSA have both become
more active in pursuing organisations that have
breached the privacy of personal information.
Suppliers to the public sector are under increas-
ing pressure both to manage personal informa-
tion correctly, and to demonstrate that they are doing so. There are also increasing
privacy compliance standards in the commercial sector, as exemplified by the Payment
Card Industry Data Security Standards (PCI DSS) requirements.

It is against this background that the British Standards Institute (BSI) has issued
British Standard BS 10012:2009 Data Protection—Specification for a personal infor-
mation management system (BS 10012). In the same way that ISO 27001 is now routinely
specified as a security requirement in contracts, I expect BS 10012 to be specified where
client personal information is handled—particularly for those providing services to the
public sector.

BS 10012 states that its objective is to “enable organisations to put in place, as part of
an overall information governance infrastructure, a personal information management

The ICO and the FSA have
both become more active in
pursuing organisations that
have breached the privacy
of personal information.
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system (PIMS) which provides a framework for maintaining and improving compliance
with data protection legislation and good practice.” As such, the standard specifies a
management system which organisations can adopt to meet the requirements of The
Data Protection Act (DPA) and European Directive 95/46/EC.

The structure of the PIMS will be familiar to anyone who has implemented other
management standards such as ISO 27001 (Information Security), ISO 9001 (Quality),
ISO 14001 (Environmental Management) or ISO 20000 (IT Service Management). It is
structured in the same manner as the other standards and is based around the widely
adopted “Plan-Do-Check-Act” model. However, the standard differs from the others
in that it is not a generic management process—it is specific to the requirements of
the DPA and the implementation of the eight data protection principles defined in
the act, which require that personal information is:

# 1st principle - fairly and lawfully processed;
# 2nd principle - obtained only for specified purposes and not further processed in

a manner incompatible with those purposes;
# 3rd principle - adequate, relevant and not excessive;
# 4th principle - accurate and up to date;
# 5th principle - not kept for longer than is necessary;
# 6th principle - processed in line with the rights afforded to individuals under the

legislation, including the right of subject access;
# 7th principle - kept secure;
# 8th principle - not transferred to countries outside the European Economic Area

without adequate protection.

The BSI standard is structured into four main areas:
• Planning for a PIMS.
• Implementing and operating the PIMS.
• Monitoring and reviewing the PIMS.
• Improving the PIMS.

A privacy impact assessment template
Like ISO 27001, the selection of appropriate controls is based on a risk assessment of
“the level of risk to individuals associated with the processing of their personal information.”
While the standard is not prescriptive as to the risk assessment method to be used, it
does point to the guidance issued by the ICO. The ICO has issued the Privacy Impact
Assessment Handbook (PIAH) on its website. The privacy impact assessment template
is a comprehensive guide not only to privacy impact assessments (PIA), but also to
privacy law compliance checks (PLCC), DPA compliance checks (DPACC) and privacy
and electronic communications compliance checks.

The ICO recommends that the PIA is preceded by a screening phase to determine if
a full-scale, small-scale or even no PIA is needed. The assessment calls for 11 screening
questions to determine if a full-scale PIA is required, followed by 15 further questions
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to determine if a small-scale PIA is necessary. The four-step PIA screening process is
also used to determine if a PLCC and/or a DPACC are required.

Note that the ICO recommends that a PIA is appropriate at the inception of a project.
Checking privacy law and DPA compliance once a project is operating is better achieved
using a PLCC or DPACC.

A full-scale PIA consists of five phases:
1. Preliminary Phase: This is the initial planning of the PIA to develop a project

brief and a project plan.
2. Preparation Phase: This provides the detailed preparation for Phase 3, producing

a stakeholder analysis, a consultation plan for the discussions with stakeholders and
the formation of a PIA consultative group (PCG) of representatives from the stake-
holder groups.

3. Consultation and Analysis Phase: During this phase, discussions are held with
the stakeholders to identify the privacy issues with the proposed project, and the
design solutions to address those issues. These are documented in an issues register,
and the developed solution is documented in a privacy design.

4. Documentation Phase: The end of the PIA process results in a PIA report,
containing:

1. A description of the project;
2. An analysis of the privacy issues arising from it;
3. The business case justifying the use of personal information and its implications;
4. Discussion of alternatives considered and the rationale for the selected solution;
5. A description of the privacy design features adopted to reduce and avoid

privacy intrusion and the implications of these design features;
6. An analysis of the public acceptability of the scheme and its applications.

At a later stage, once completed, the PLCC and DPACC can be appended to the
PIA report.

5. Review and Audit Phase: This phase is undertaken at an appropriate point in
the implementation of the project to ensure the agreed privacy measures are carried
forward into implementation.

The PIA is a wider assessment than that which would be performed as part of an
ISO 27001 risk analysis. The PIA looks at the types of personal information being
processed, whether the processing of that information is allowed under the Data
Protection Act, whether it is necessary to process that information, how the processing
of that information can be limited and what other measures are required to meet the
requirements of the DPA. In order to meet the 7th principle of the Data Protection Act
(that personal information is kept secure), it is necessary to perform a risk assessment
to determine the appropriate security controls, and to manage the security of the per-
sonal information. This is where ISO 27001 comes in; a major component of the ISO
standard addresses how to conduct a risk assessment. BS 10012 states that: “Where
appropriate, the organisation may wish to consider compliance with ISO 27001”. I would
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strongly recommend that BS 10012 implementation be complemented by compliance
with ISO 27001.

BS 10012 together with ISO 27001 provides the basis for management of privacy
risk. For new projects, privacy impact assessment templates should be used to determine
the proper processing of personal information and compliance with legal requirements,
including the Data Protection Act. This will normally include a PLCC and DPACC. For
existing projects, a PLCC and DPACC should suffice.

ISO 27001 should be used as the basis of the information security management
system to implement the security controls necessary to meet the 7th principle of the
DPA. This should include an information security risk assessment, and the implemen-
tation and management of appropriate information security controls.w

Neil O’Connor is Principal Consultant at Activity (www.activityim.com).
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oON MAY 31 2009, the first standard for the management of personal information was
published by the British Standards Institute.

The standard, BS 10012:2009 - Data Protection: Specification for a Personal Infor-
mation Management System, provides a framework for establishing best practices and
improving compliance with the Data Protection Act (DPA).

The main objective of the standard is to enable organisations to put a personal
information management system (PIMS) in place, an infrastructure for the handling
of documents and other important data. The
vendor-neutral BSI data protection standard was
developed by a panel of experts including repre-
sentatives from industry, government, academia
and consumer groups. The three-month public
comment period attracted a high number of
responses, including one from the highly respected
OWASP Industry Committee.

The success of any technology-based service
depends on people feeling confident that their
personal data is going to be used appropriately
and kept safe and secure. Security breaches in
the private and public sector mean that more still
needs to be done to increase the public’s trust and confidence in systems and services
which handle personal data. Showing that you are following best practice by meeting a
recognised standard is one way to do that.

Without an industry-accepted standard, every organisation has to create and set its
own privacy compliance and data management guidelines, which may or may not be
any good. Having a standard against which to work means that you know right from
the start what you need to achieve.

Given that the Data Protection Act applies to organisations of all shapes, sectors and

The vendor-neutral BSI
data protection standard
was developed by a panel
of experts including
representatives from
industry, government,
academia and consumer
groups.

B S10012-2009
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sizes, the standard avoids prescribing exactly how operations should be run. Instead it
provides a framework to create a management system adapted to the specific needs of a
business. It provides a lot of useful guidance, presented in the management system style
of “Plan-Do-Check-Act,” covering procedures in areas such as training and awareness,
risk assessment, data sharing, data retention, disposal of data and disclosure to third
parties.

It is encouraging that the standard makes responsibility a top priority. Not only
does it require that “a senior management team is tasked with issuing and maintaining
a policy which sets a clear framework and demonstrates support for, and commitment
to, managing compliance,” but one or more people also have to be designated responsible
for compliance with the policy on a day-to-day basis.

Their duties include maintaining an inventory of all the different types of personal
information the organisation processes as well as re-evaluating the PIMS if data
requirements or handling processes change. The organisation also needs to be able
to demonstrate its competence in understanding data protection legislation and good
practice.

Knowledge of the personal information management system and its purpose is a
thread that runs throughout the standard. According to the framework, organisations
need to “raise, enhance and maintain awareness
of the PIMS through an ongoing education and
awareness programme for all workers.”

The awareness training is backed up with a
“process for evaluating its effectiveness.” Such a
self-evaluation should lead to each member of
staff knowing what his or her role is when it
comes to keeping data secure.

Some of the requirements may look like standard practice. For example, it is neces-
sary that “any privacy notice or online privacy statement required to be given to the
individual is provided or made available to the individual prior to any personal infor-
mation being collected.” But how many organisations have “procedures for maintain-
ing records of privacy notices and online privacy statements?”Also the standard calls
for a complaints procedure and an appeals process, which I know from personal expe-
rience is certainly not a given.

Many organisations start off following proper security guidelines, but over time,
changes in staff and processes can mean intentions don’t always match actual practice.
This problem is tackled in the standard with an audit programme that monitors and
reviews the organisation’s data handling. It even encourages larger organisations and
those processing high-risk personal information to consider audits by third parties.

It’s far too early to know whether the BSI data protection standard will gain global
acceptance, adoptable by any organisation in the same way as ISO 27001. It may not
be realistic, as there are so many different data protection laws around the world,
many of which are still evolving. In the U.K., for example, the Freedom of Information

Knowledge of the personal
information management
system and its purpose is
a thread that runs through-
out the standard.
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Act 2000 can have an impact on how personal information is handled and stored.
This is one reason, I’m sure, why the BSI has gone for a set of processes that

provide a framework for personal data governance, rather than trying to address
too many different objectives and all the requirements of the law.

I can imagine that there will need to be a few revisions before there’s a chance of
widespread acceptance. Some industry experts, for example, would certainly like to
see some form of privacy impact assessment, a
process which aims to anticipate the likely privacy
effects of new initiatives to ensure data protection
compliance.

That would help ensure controls are in pro-
portion to an organisation’s real needs. Although
the standard avoids a one-size-fits-all approach,
it is still a bit rigid and prescriptive. It gives any organisation that adopts it the chal-
lenge of implementing the framework in a way that delivers effective day-to-day com-
pliance within its environment and particular business.

It will no doubt keep government departments and agencies busy as they are still
very occupied in meeting requirements raised in the government’s Data Handling
Review, an examination of the government’s security practices following a series of
government data breaches.

Nevertheless, BS 10012:2009 can still help an organisation demonstrate DPA com-
pliance, which is not a bad thing given that the Information Commissioner’s Office
has been granted new powers to carry out spot checks and to fine offenders. The full
standard costs £100.00 (£50.00 for BSI members) to download and a summary is
available on the BSI website.w

Michael Cobb, CISSP-ISSAP is the founder and managing director of Cobweb Applications Ltd., a consultancy
that offers IT training and support in data security and analysis. He co-authored the book IIS Security and
has written numerous technical articles for leading IT publications.

Although the standard
avoids a one-size-fits-all
approach, it is still a bit
rigid and prescriptive.
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tTHE SEVENTH DATA protection principle within the 1998 Data Protection Act iden-
tifies the security obligation for controllers of personal data. What actually constitutes
“appropriate technical and organisational measures?”

The principle is accompanied by statutory interpretation, which addresses the use of
technology, the reliability of employees who have access to personal data and the engage-
ment of data processors. In summary, controllers of personal data are required to:

• Implement appropriate technology that will keep data safe and secure, taking
into account the state of technological development, the cost of the technology, the
nature of the data that is being protected and the harm that might result from a secu-
rity breach.

• Hire a reliable staff and take steps throughout their employment to ensure their
reliability. This will extend to pre-employment vetting and ongoing monitoring where
appropriate.

• Use data processors who provide sufficient guarantees about security, who agree
to work only pursuant to a contract and who agree to process data only on the con-
troller’s instruction. The controller must take appropriate steps to ensure the reliability
of the processor.

Collectively these provisions address all the major themes within a comprehensive
information security management system, and they dovetail nicely with the headline
requirements of ISO 27001/2, an international code of practices for information secu-
rity management.

ISO 27001/2 and the path to compliance
At this juncture it is worth reminding ourselves of the idea behind ISO 27001/2. In
summary, these standards are designed to enable the implementation of an information
security management system; ISO 27001 is designed for organisations that wish to

I S O 27001
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implement an accredited ISMS, whereas 27002 provides a Code of Practice for organi-
sations that do not wish to achieve accreditation. As a matter of law, the courts in the
U.K. will take account of ISO standards when analysing whether an organisation has
acted “negligently.”

However, for those responsible for designing
and implementing security systems, the seventh
data protection principle is unfortunately lacking
in detail, which raises the question of whether
adherence to the ISO 27000 framework will result
in a Data Protection Act-compliant environment.

The Information Commissioner’s Office has
provided the clearest indication that the body
sees ISO 27000 as a route to compliance. For
example, in its 2007 enforcement strategy, “Our Approach to Encryption,” the ICO
said, “personal information, which is stored, transmitted or processed in information,
communication and technical infrastructures, should also be managed and protected
in accordance with the organisation’s security policy and using best practice method-
ologies such as using the International Standard 27001.”

The government and the Financial Services Authority have also given their support
to ISO 27000. Cabinet Secretary Gus O’Donnell’s June 2008 report, “Data Handling
Procedures in Government,” lists a series of government departments that have
embraced ISO 27001, saying “many Departments will, as now, work towards or
achieve external ISO accreditation.”

The FSA’s April 2008 report “Data Security in Financial Services” similarly says that
“there is an international quality standard for data security: the ISO 27001 Security
Management Standard which was introduced in 2005,” but it observes that the adoption
of the ISO is not universal: “Some firms, particularly larger firms with dedicated infor-
mation security officers, were aware of this code of practice and used it as a bench-
mark. However, it was interesting to observe that even some of the largest firms had
not obtained certification to this standard.”

What is ‘the state of technological development?’
While the ISO 27000 framework provides a route to compliance, a particular difficulty
concerns the implementation of security technologies; the statutory interpretation
to the seventh data protection principle requires data controllers to have regard for
“the state of technological development,” but the DPA is silent on the meaning of this
phrase. However, in a “good practice note” published in November 2007, the Infor-
mation Commissioner said “the Act requires that organisations should take into
account technological developments when they decide on security measures but it is
a frequent misunderstanding that the Act requires ‘state of the art’ technology. This is
not the case.”

The Information
Commissioner’s Office
has provided the clearest
indication that the body
sees ISO 27000 as a route
to compliance.

S E A R C H S E C U R I T Y. C O . U K Technical Guide on Data Privacy

| DATA PR IVACY

www.SearchSecurity.co.UK


16

CONTENTS

DPA COMPLIANCE

PRIVACY AND
INFORMATION
GOVERNANCE

BS10012:2009

ISO 27000

DPA ENFORCEMENT

SPONSOR RESOURCES

So, according to the ICO, the seventh data protection principle does not require
the controller to implement state-of-the-art technologies. Instead, the controller must
implement appropriate tools, having regard for the state of technological development,
the nature of the data to be protected, the harm that might result from a security breach
and associated cost. It should follow that if the information is highly sensitive and
serious harm could be caused by a security breach, the controller might be required to
implement “cutting-edge” technologies, which might not be necessary in cases where
the information is not particularly sensitive. As such, controllers need to exercise good
judgment about the nature of the security technologies they install.

Unfortunately, organisations that are looking for prescriptive guidance on the
kinds of technologies they should employ will be disappointed when they examine
the Data Protection Act and regulatory guidance for assistance; the act is silent on the
kinds of technologies that should be deployed and at this stage in the development of
the law the regulators have identified only encryption as a specific technology. w

Stewart Room, Barrister and Solicitor, is a partner in the Technology Law Group at Field Fisher Waterhouse
LLP. He is named as one of the UK’s leading data protection lawyers in legal directory Chambers UK and in
October 2008 he was awarded the prestigious prize of “Legal Innovator of the Year” by the Financial Times,
for his work with major IT companies. He is the president of the National Association of Data Protection
Officers.
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tTHE DATA PROTECTION ACT 1998 is the main piece of legislation that governs the
protection and handling of personal data in the U.K. Although the act is excessively
complex, it defines eight basic principles of information-handling practice. The seventh
data security principle, one that has caused a fair amount of consternation among
infosec professionals, states that entities holding personal information are required to
have “appropriate” security measures in place to prevent unauthorised processing or
loss of personal data.

Although most organisations in the U.K. are
legally obliged to comply with the The Data Pro-
tection Act 1998, data losses, many involving gov-
ernment departments, shows the legislation has
done little to improve the way data is safeguard-
ed. The Information Commissioner’s Office
(ICO), the independent government authority
charged with enforcing compliance with the act,
has failed to establish respect for the regulation
and create a culture of data security throughout
U.K. businesses and government. The ICO’s soft approach, combined with a lack of
funds and resources to pursue offenders through the courts, has served to weaken the
DPA. The European Commission recently intervened over what it saw as a failure of the
ICO to punish British Telecommunications Group plc for the way it secretly intercept-
ed and analysed users’ click-stream data to serve them targeted advertising.

Prompted by the ever-increasing amounts of public data being handled, however,
and the recent embarrassing rash of data loss incidents, this situation is starting to
change. To give the act more bite, a breach of any of the DPA’s eight data protection
principles is now a criminal offence. Also, the ICO has been given new powers to carry
out compliance spot checks and to fine offenders. The office has even issued enforce-
ment notices to the Ministry of Defence and HM Revenue & Customs, requiring them

D PA E N FO R C E M E NT
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the courts, has served
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to follow recommendations made following various reviews of their data-handling
processes.

DPA compliance and the meaning of “appropriate”
So what can be done to ensure that your organisation is meeting the principle of data
security and DPA compliance? Well... “appropriate” and “adequate” security measures
include both technical and organisational measures, and it is the latter where most
organisations fall short. Organisational measures include such controls as security
policies, accountability for the ownership of data, as well as staff security awareness
training. Reviewing the recent incidents of lost data, it is apparent that these measures
are sadly lacking in public and private organisations alike.
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The Principles
1. Personal data shall be processed fairly and lawfully.

2. Personal data shall be obtained only for one or more specified and lawful
purposes, and shall not be further processed in any manner incompatible
with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the
purpose or purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date.

5. Personal data processed for any purpose or purposes shall not be kept for
longer than is necessary for that purpose or those purposes.

6. Personal data shall be processed in accordance with the rights of data subjects
under this Act.

7. Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental
loss or destruction of, or damage to, personal data.

8. Personal data shall not be transferred to a country or territory outside the
European Economic Area unless that country or territory ensures an adequate
level of protection for the rights and freedoms of data subjects in relation to
the processing of personal data.

www.SearchSecurity.co.UK
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When was the last time you reviewed your security policy? Does it take into
account the use of removable media, such as USB thumb drives, or mobile users’
PDAs, laptops and smartphones? Your security policies must be kept current and
made accessible and detailed enough so that employees know how to handle data.

Staff must also be made aware of their roles and responsibilities when handling
data, and that the security policies will be rigor-
ously enforced. An effective way of putting poli-
cies into effect is to write these responsibilities
into people’s job descriptions.

To see what actions government is taking
to improve its data security, read the Cabinet
Office’s report on Data Handling Procedures in
Government, and the recommendations made by
Kieran Poynter, Chairman of PricewaterhouseC-
oopers, in his review of information security at HM Revenue and Customs. Both of
these reports provide guidance on what steps need to be taken to ensure data within
an organisation is valued and protected.

Data Protection Act 1998 has many ambiguities, but the ICO is approachable. So
if you have any doubts as to whether aspects of the act apply to your organisation or
whether your security measures are appropriate, it is best to speak with them directly.w

Michael Cobb, CISSP-ISSAP is the founder and managing director of Cobweb Applications Ltd., a consultan-
cy that offers IT training and support in data security and analysis. He co-authored the book IIS Security
and has written numerous technical articles for leading IT publications. Mike is the guest instructor for
several SearchSecurity.com Security Schools and, as a SearchSecurity.com site expert, answers user questions
on application security and platform security.

Your security policies must
be kept current and made
accessible and detailed
enough so that employees
know how to handle data.
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