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t
Data is King

BY KELLEY DAMORE

THERE HAS BEEN A SIGNIFICANT SHIFT in focus in information security during the past
few years. Previously many organizations erected barricades on the perimeter to
protect their network and prevent cybercriminals from getting in. As firewalls and
other threat management solutions matured, security organizations were forced to
think about how they were protecting the data that moved in, out and around an
organization. As a result, today protecting data has become a front-and-center
concern and in fact is the number one priority according to SearchSecurity.com
and Information Security readers for two years running.
Some of the drivers for this shift include the ongoing onslaught of data breaches

and disclosures and new state and industry regulations that basically legislate data
protection. Specifically Massachusetts and Nevada have upped the ante when it
comes to protecting personal information where organizations, both large and
small, need to prove they have proactive data security measures in place to prevent
a data breach from occurring. Other states could follow suit.
While these new laws could be a good rationale for a larger security budget, the

fact remains that in this economy everyone has to tighten the purse strings and figure
out how to protect data on limited resources.With this in mind, we are offering you a
practical data protection guide that outlines simple, concrete and cheap steps that
you can take today to protect your company’s most sensitive data. Plugging the
holes on the easy stuff could help you tremendously. According to the 2009 Verizon
Business data breach investigation report, attackers usually gain a foothold through
stupid, basic errors and most data breaches are caused by employee errors or process
failures. In fact, the Verizon Business investigative unit found that employee errors
were a contributing factor in nearly all data breaches.
In this guide you will find a story on basic ways to protect information stored in

databases from configuration of accounts to database encryption.We’ll also look at
one of the hottest and perhaps overhyped markets today, data loss prevention. In
this story data protection expert Rich Mogull will explain how DLP can be effectively
implemented by pulling lessons learned from users who have gone down this path.
In “Truth, Lies and Fiction About Encryption” Mogull and Adrian Lane debunk
some of the common perceptions around encryption. And Ernie Hayden, Informa-
tion Security Strategic Advisor in the Compliance Office at Seattle City Light, shares
how he thinks about data, its lifecycle and how to protect it.
We hope you find this guide helpful and pragmatic as you look to how to classify

and protect your company’s sensitive data.w

Kelley Damore is Editorial Director of Information Security and TechTarget’s Security Media Group. Send

your comments on this column to feedback@infosecuritymag.com.
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sSQL INJECTION AND BUFFER OVERFLOWS are database vulnerabilities that have been exploited
for more than a decade, yet they remain common attack vectors in compromising data-
base systems, even when patches and workarounds exist.
At the same time, database administrators and IT professionals complain about the

costs of ‘provisioning’ user accounts, yet it is the default user accounts and passwords
that are commonly exploited.What’s more, public breach disclosures illustrate that
unencrypted tapes being lost and moving sensitive data to unsecured systems are regular
occurrences.
Clearly we’re still missing the basic steps for securing database systems: table

encryption techniques, event correlation and forensic analysis. Instead, organizations,
especially in this troubled economy, need a clear, actionable and pragmatic approach
to database security.
Here we’ll offer a quick checklist to cover the configuration of the database, data safe-

GETTING BACK TO

The Basics
We’ll outline some practical measures you can take to
secure sensitive information in your databases. BY ADR I AN LAN E

DATABASE SECURITY

I N F O RMAT I O N S E C U R I T Y • ESSENTIAL GUIDE • Data Protection6

TABLE OF CONTENTS

EDITOR’S DESK

DATABASE
SECURITY

DLP

ENCRYPTION

DATA LIFECYCLE

SPONSOR
RESOURCES



I N F O RMAT I O N S E C U R I T Y • ESSENTIAL GUIDE • Data Protection7

TABLE OF CONTENTS

EDITOR’S DESK

DATABASE
SECURITY

DLP

ENCRYPTION

DATA LIFECYCLE

SPONSOR
RESOURCES

guards, account provisioning, OS/database interaction and considerations for ‘front-
end’ applications that use the database.Without these foundational sanity checks in
place,many elaborate database security measures are a waste of time.

DATABASE SECURITY 101
Here are the rudimentary security measures that you must do to protect the data-
base from common threats. While they may take time to investigate and effort to
perform, they are easy and effective security measures.

Access Controls and Authorization Steps

Many readers will skip ahead because they think they already have access con-
trols in place, and then promptly fail a security review. Just because you have
an access control system does not mean your system is secured. Database

authentication and domain authentication are different, and great care must be taken
so these two systems coordinate access and don’t allow users to bypass database
authorization entirely. This is your first line of defense for database and data security,
and it warrants close inspection to ensure proper configuration of accounts, as well
as proper deployment of the two systems. Keep in mind that the longer a database
has been in operation, the more access rights drifts away from a secure baseline.

• Immediately upon installing the database, change all of the default user
passwords. Periodically verify that they have not reverted because of a reinstall
or account reset.

• Lock user accounts not in use. If you are certain they will never be used,
remove them entirely. This is especially important with canned database testing,
tutorials or demonstration users. These known accounts are packaged with the
database, and are exploitable to gain access to data and database functions.

• Enforce stronger passwords. If you are using domain-level access to control
database authorization, then you can set policies for stronger passwords. Our recom-
mendation is you rotate passwords, and move away from static passwords if you can.

• ‘Public’ accounts should be removed, as well as public access from all
accounts. There is no use case where you want the general public to have access
to your database.

• Choose domain authentication or database authentication for your database
users, and stick with it. Do not mingle the two. Confusion of responsibility will
create security gaps.

• Examine roles and groups closely. List out user permissions, roles and group
participation, and review it to make sure users have just enough authorization to
do their job. Unfortunately, depending upon the number of users in your database,
this can be time consuming. Even when automation tools collect permissions
assigned to each user account, manual review of settings is still required to detect
problems. The bad news is this is not fun, and for large databases, you should plan
on spending a day to get the permissions mapping right. The good news is once it
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is set, it is much easier to detect unwanted changes and stop escalated privileges.

• Protect administrative functions from users. Database vendors list functions,
roles, stored procedures and utilities dedicated for administration. Do not delegate
these functions to users.

• Divide database admin duties. For companies with more that one database
administrator, divide administrative tasks between different admins, operating
under different administrator accounts. The relational database platforms provide
advanced access control provisions to accomplish this, allowing both for separation
of duties, as well as locking down the master DBA account.

Assess Database Configuration
This is very important for determining security and operational integrity.

• Find out how your databases are configured, either through database queries
and analysis of configuration files, or via freely-available assessment tools. All data-
base vendors recommend configuration and security settings, and it does not take
very long to compare your configuration to the standard.

• Remove modules and services you don’t need. Not using replication? Then
remove those packages. These services may or may not be secure, but their absence
assures you are not leaving an open door for hackers.

• Document approved configuration baseline for databases. This should be used
for reference by all administrators, as well as a guideline to detect misconfigured
systems.

• Use scanning tools to discover the databases you have, and be consistent when
applying configuration settings.

Assess Database/Platform Interaction

All databases provide means to directly call operating system commands for
administrative tasks. These functions are comprised of both OS and database
code, running under administrative permissions and offering a bidirectional

portal to the database. These recommendations are meant to close security holes
along this boundary.

• Disable extended or external stored procedures.

• Ensure the database owner account on the local platform, under which the
database is installed, is not assigned domain administrator functions.

• Make sure domain administrators are not database administrators.

• Tie import/export utilities, startup scripts, registry entries or properties files
to the local database owner credentials.

Secure Communications
You want to make sure that communications to the database are kept private.
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• Encrypt sessions between applications and the database, especially Web
application connections.

• Reset database port numbers to a non-default value. For example, moving
Oracle’s default port of 1521 to a random value defeats automated attacks, and
makes it harder for an attacker to probe for information.

• Block ad-hoc connections. Ad-hoc connections from undesired locations,
time of day or through unapproved applications can be detected and rejected by
simple login triggers, database firewalls and some access control systems.

Patch the Database

Your goal is to leverage the security knowledge and expertise of the database
vendor, allowing them to find and address security issues. This requires
certifying and installing patches on a regular basis.

• Create an environment and process to perform a sanity functions check on
database patches prior to production deployment.

• Do not allow patch downloads by individual DBA’s; Rather have centralized,
approved and verified copies available.

• Synch internal patch cycles with vendor patch releases.

• Reconfigure in the cases where patch or alteration of functions is unacceptable.
If you employ database/Web application firewalls, see if you can block the threat until
a suitable patch is available.

Application Usage of the Database
Enterprise and Web applications leverage more than basic data storage, using
service accounts that are provisioned with a broad range of capabilities.

• Segment the authorization between common users and application adminis-
tration accounts.

• Restrict connection pooling where a single database account is leveraged by
all database users. If possible, divide the application processing into different
groupings, and perform these operations under different database user accounts.
In addition, access permissions can be minimized in accordance with the role as
it provides segregation of duties and makes log file analysis easier.

• Modify the application-to-database connection to allow for database queries to be
associated with an end user. This makes audit analysis and policy enforcement easier.

Media Protection

Protecting backup media is not optional as lost media is the leading cause of
data breaches. There are several methods available that do not require alter-
ation of processes or applications, including database ‘transparent’ encryption,

which requires no changes to application code and is often available free from the
database vendor.
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Log & Event Review
• Use logging if you can.

• Create a log retention policy, determine what events you don’t need and filter
them out.

• Review logs periodically, focusing on failures of system functions and logins
that indicate system probing.

• Review log settings periodically.

Embrace Insecurity
No matter what you do, you will never be 100% secure. Take this into account, and
plan your response to security events.

• Inventory your databases.

• Discover and catalog your sensitive data.

• Have a plan on what to do if data is lost or stolen.

• Have a disaster recovery plan.

• Create a cooperative culture, get to know the applications developers and
administrators, and make sure they understand that everyone needs to work
together. If you have a compliance group, get to know them, and ask for their
advice and opinions.

Advanced Requirements

If you have valuable data, odds are you have an industry or governmental obligationto perform the following recommendations. They are good security practices for
everyone, but as it costs additional time and money to implement, they were largely

ignored prior to regulatory pressure. The two most commonly prescribed regulatory
requirements are auditing and encryption. These functions can be accomplished with
the tools provided by the database vendor, but given the difficulty of implementation,
deployment and management of these systems, you will be purchasing additional
tools and platforms to alleviate day-to-day management and performance issues.

Auditing

Database auditing is used to capture a record of database transactions, which
are then used to detect suspect activity and perform forensic audits. All of the
relational database platforms have auditing features that capture transactions

on the data and administrative operations against the database system. Depending
upon the vendor and how the feature is deployed, you can gather detailed transactional
information, filter unwanted transactions to capture a succinct view of database
activity, and do so with only modest performance impact.
Using the standard software provided by database vendors will be ample to
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collect needed data, but you will need to develop a review process and reports to
demonstrate compliance. Database auditing monitoring and log management
tools are also available to automate these efforts.While the latter requires additional
investment, these tools provide better performance, are easier to use, and have
prebuilt policies and reports specifically designed for regulations.

Database Encryption

There are many forms of database encryption available, but they typically
break into two families: ‘transparent’ encryption that covers the entire data-
base and requires no modifications to business processes, and user encryp-

tion applied only to select objects within the database that requires alteration of
the application code. Transparent encryption is really designed to protect data on
media, such as disk drives and backup tapes, from being accessed outside of the
database. User encryption can be used for both media protection and protecting
data from misuse.
When we discuss encryption to meet regulatory mandates, transparent encryp-

tion options are not suitable measures to meet requirements such as the Payment
Card Industry Data Security Standard (PCI DSS), but they do satisfy most state’s
breach notification law requirements. As the cost and complexity is radically dif-
ferent between these two options, you will need to discuss which is appropriate to
satisfy your auditors before deciding upon a course of action. Make sure you are
addressing the right threat before deciding how you are going to implement data-
base encryption.

You can begin any of these actions today, and they are proven effective at pre-
venting the most common database attacks. Better still, the basic steps are free!
With a little of your time and energy, they can be completed without having to
purchase specialized products or services. You can buy aftermarket products to
perform these tasks, and they will do the job better, faster and with less effort on
your part.
But you need not let cost stop you from performing these security steps, and

in this economic climate where we are all expected to do more with less, that is a
good thing!w

Adrian Lane is a senior security strategist with Securosis LLC, an independent security consulting
practice. He has 22 years of industry experience, specializing in database architecture and data
security. Prior to joining Securosis, Lane was the CTO at the database security firm IPLocks, and
he has also served as the vice president of engineering at Touchpoint, three years as the CIO of the
brokerage CPMi, and two years as the CTO of the security and digital rights management firm
Transactor/Brodia. Send comments on this article to feedback@infosecuritymag.com.
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Are your databases secure?  How do you know?  A recent survey by

the Enterprise Strategy Group found that while 84% of enterprises

believe their data is secure, 57% have been breached in the last 12
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tTHE REALITY OF any new technology, security
or otherwise, rarely lives up to its promise. Once
you move past the bright sheen of the product
brochures and top-level user interfaces, only the
practicalities of implementing the product in the
real world remain. This is especially true of newer
technologies we have little prior experience with,
where our product expectations are defined by
marketing, the press and the rare peer reference.
It’s only after these tools are tested in the real
world, under full production conditions, that we
really start learning how to either best implement
them, or kick them back to the vendor for a little
more polish (and a compelling business use).
Data loss prevention (DLP) is one of the most

promising and least understood security tech-
nologies to emerge during the last few years. It
dangles promises of ubiquitous content protec-
tion before our eyes, with shadows of complexity
and costs looming over its shoulder. As with
everything, the reality is somewhere in-between.
We’ve interviewed dozens of DLP users (including
our own contacts, random volunteers and vendor
references) to find out how DLP works in the
trenches of the real world. The result is a collec-
tion of lessons learned and use cases to help you
avoid common pitfalls while deriving maximum
value.

DATA LEAKAGE

IS DLP KEEPING
YOUR DATA WHERE
IT SHOULD BE?

8
real world
lessons hold
the answer.

BY RICH MOGULL
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LESSON 1: Users are confused by a confusing market
One of the more significant findings when researching this article was discovering extensive
confusion as to just what comprised a DLP solution. In large part this is due to competing
and contradictory messages from the vendor community. Data loss prevention is a generic
term, and it’s been used to brand everything from full DLP suites, to encryption, to USB port
blocking. By our informal estimate, only 40 percent of the DLP users we talked to use a full
DLP product. Of the rest, USB, file and drive encryption and email filtering were cited as
the most common data protection techniques. Many of those users knew they weren’t really
doing data loss prevention, but they cited cost and complexity as their concerns with using
a full DLP product (which protects information on the network, in stored data and on end-
points using deep content analysis). For more information on how we define DLP and its
technology components, see an article from last February’s Information Security: “Data
Drain” http://searchsecurity.techtarget.com/magazineFeature/0,296894,sid14_gci
1297405,00.html.
One large airline we spoke with is using a generic network sniffer/forensics tool with some

basic keyword policies instead of a DLP solution. But this approach has severe flaws, with the
security manager saying, “I’m not sure we can actually see everything going on.” They are also
looking to add USB port blocking, but more to protect against malicious software than to limit
data loss. They do expect to look at DLP in 2010 or 2011.
Even though there are only around a dozen full-suite DLP solutions on the market, nearly

every major (and many minor) security vendor claims some sort of DLP capability.We call
those tools that offer some sort of content awareness—such as regular expressions—on a
single channel such as email, “DLP as a feature.” But many tools claiming DLP don’t even
offer that basic functionality.When standard encryption tools market themselves as DLP,
it’s no wonder customers are confused.

LESSON 2: Full DLP solutions take more effort to deploy,
but are more effective and easier to manage
Although you can whack a nail with a big enough wrench, it won’t ever work as well as a
hammer, and can’t touch the efficiency of a nail gun. DLP as a feature does have its place—
particularly for clients on a budget, or with only basic data protection needs, but our inter-
views consistently showed higher satisfaction among those using dedicated DLP suites. Many
of the clients using DLP features described it as a temporary measure until they were ready to
consider full DLP. One user stated, “We are watching the marketplace closely, but don’t want
to be an early adopter.”
The tradeoff is that dedicated DLP does take more effort to deploy than merely flipping

on a feature switch in another product, but deployment requirements are fairly low. On aver-
age, a 5,000-person organization can deploy network monitoring with email filtering in a few
hours or days, using one to three Full Time Equivalents. Additional network blocking (Web
and FTP) usually requires integration with an existingWeb gateway, and deployment com-
plexity scales almost linearly based on the number of egress points. Content discovery (data-
at-rest scanning) is more resource intensive since you need to manually add storage repositories
to scan. Each repository may only take a few seconds to minutes to add, but you have to first
identify them and obtain administrative credentials. Endpoint monitoring takes time to test

http://searchsecurity.techtarget.com/magazineFeature/0,296894,sid14_gci1297405,00.html
http://searchsecurity.techtarget.com/magazineFeature/0,296894,sid14_gci1297405,00.html
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the software on your standard images, then deploys exactly like any other endpoint tool.
However, full DLP solutions include much more efficient workflow for managing policy

violations, especially if compliance, human resources or legal will be involved. They also allow
users to create a single data protection policy, and then apply it across multiple channels,
rather than defining the information in multiple tools.

LESSON 3: Set the right expectations and workflow early
While deploying the technology is fairly straightforward, many organizations find they
struggle more with setting the right expectations, defining workflow and building policies.
We once had a client install one vendor’s product and start monitoring using default policies
without defining any incident management procedures or workflow. They stated: “We don’t
want to snoop on employees, so we don’t worry about involving management or human
resources,” without realizing that most data leaks come
from employees, with likely legal and HR implications.
A typical mistake is failing to define what types of

data you want to protect, and how you want to protect
it, before buying a tool (then being disappointed in the
result). The other major pre-selection mistake is failing
to engage business unit managers outside of security.
One reference purchased an endpoint-only tool to pre-
vent information leaks onto USB devices, only to find
the tool shelved once sales management started receiving
complaints.
When expectations are set properly, and the tool and

policies deployed in a phased manner, DLP projects tend
to go smoothly with minimal overhead. On average, a
10,000-employee organization with a handful of policies only requires 1-3 FTEs, usually split
part-time under multiple employees, to manage policy violations.When basic policies are
deployed, such as credit card protection, that same team may handle organizations up to
50,000 or more employees. On the other end, using poorly tuned or low threshold policies
will require more incident managers, and one risk-averse organization purposely chose high-
er false positives for greater data visibility.

LESSON 4: Poor identity management hinders good DLP
One of the largest obstacles to a successful DLP deployment is poor identity management,
especially in content discovery deployments. If you locate a file with sensitive data in an
unapproved location, a poor directory infrastructure may make it nearly impossible to identi-
fy the file’s owner.Without being able to identify the owner, protecting the file could break
a legitimate business process. One health care organization reported that it might take it days
to track down a single file’s owner. Even though the DLP solution scans their infrastructure
relatively quickly, the manual delays of tracking down users and managers (due to a haphazard
Active Directory deployment) has dragged out their project by many months.
In another case, we received a report of an organization that almost fired the wrong

employee when the IP address was tied back to the wrong user, due to a contractor improperly
connecting their system.

When expectations are
set properly, and the tool
and policies deployed in
a phased manner, DLP
projects tend to go
smoothly with minimal
overhead.
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LESSON 5: False positives are a manageable concern
The single most common worry over deploying DLP is the time required to manage false
positives. The assumption is that policies based on keywords or generic 16-digit (credit card)
numbers will constantly trigger false positives. But in real world deployments, users find false
positives to be minimal as long as the right content analysis technique is used and policies are
properly tuned.
For structured data, such as credit card and account numbers, most DLP tools have a range

of advanced techniques to limit false positives. You can choose to only protect numbers from
an internal database (instead of a generic expression), or set thresholds that alert only for
multiple violations in a single document. For unstructured data, such as documents, DLP
solutions use techniques such as partial document matching to alert only if a portion of a
protected document (usually a few sentences) is found, as opposed to keywords.
One large financial institution reported much fewer false positives once they built DLP

policies on their live databases. This same institution also highlighted the importance of real
false positives vs. “false” false positives. “False” false positive happen when you alert on a real
credit card number, but it isn’t one you care about (such as an employee on Amazon). A mid-
sized credit union reported that while they see some false positives, the vast majority are ones
they want to see and evaluate.

LESSON 6: Progressive deployments are most effective
Nearly every organization we talked with reported deploying DLP in stages; starting with
one component and policy, then slowly expanding. This allowed them to better understand
the new technology, tune internal workflows and processes, and optimize policies.
Initial deployments tend to start as either network-cen-

tric or discovery-centric.With a network-centric deploy-
ment the organization starts with basic network monitor-
ing, and then typically expands into email. Some
organizations continue to expand into other network
blocking, via gateway integration. In a discovery-centric
deployment the organization starts with data-at-rest scan-
ning, usually on servers and storage repositories, and then
grows into endpoint scanning. This initial phase usually
lasts one to two years (defined by budget cycles), then
expands into the opposing channel or endpoint enforce-
ment.We didn’t find many DLP endpoint-centric initial
deployments, perhaps because many organizations start with USB port blocking and encryption
on the endpoint before moving into DLP.
In all cases, organizations report finding it better to start with a narrow set of policies and then

expanding once incident types and volumes are better understood.On average, DLPmanagers
said it takes about three to six months to tune a new policy, depending on its complexity. Simple
policies, such as protecting a single collection of documents, require very little tuning, but more
complex policies take time to refine. The general rule is to deploy any policy in monitoring mode
and tune it to meet business objectives before moving into active enforcement/blocking. User
notification, education and disciplinary action during the monitoring phase materially lower
violation counts and prepare the organization for potential business process impact.

Nearly every organization
we talked with reported
deploying DLP in stages;
starting with one
component and policy,
then slowly expanding.
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LESSON 7: Endpoint DLP is still more
limited than network or discovery
In network and discovery deployments, the DLP solution runs on high-powered, dedicated
hardware. On the endpoint, the DLP agent must share resources with all the other cruft we
load onto enterprise desktops and laptops. Thus, endpoint tools are more limited as to the
type and number of policies they can run.Woe be on the DLP manager that attempts to load
a policy containing the hashes for the entire customer database onto the sales team’s laptop.
Not that endpoint DLP is unmanageable or too limited to be useful. Some tools commu-

nicate back to the central DLP server for content analysis when the system is on the same
network. Since, in that situation, all email and network traffic are already monitored by
the central server, only limited kinds of activities (like writes to USB drives) need to be
offloaded. This also works well for endpoint discovery, where the local agent coordinates
with the server for minimal impact. A few tools even support adaptive policies—where a
smaller policy, such as a less-accurate regular expression, is only used when the endpoint
can’t see the DLP server. Yes, there will be more false positives, but remote activity can still
be monitored and enforced.
Most DLP suite vendors started focusing more on the endpoint in 2008, but overall we

see far less consistency across the different products than we do for network and discovery.

DLP ADV I CE

Egress Filtering Made Easy
Data loss prevention technology is designed to mitigate the threat posed by
data exfiltration on a network. Follow these four steps to lessen your risk:

ENSURE your DLP has access to any outbound connections that might originate
from your transaction processing network, especially dedicated pipes that are not
monitored by anything on the standard enterprise gateway

DON’T RESTRICT your DLP tool to only certain types of network traffic or only
protocols running on standard ports. Attackers will use different combinations
to move stolen data off your network.

COMBINE your DLP with a network proxy. This is crucial to properly manage egress
filtering, enabling DLP to block as much as possible.

SET your DLP to alert when it detects encrypted files; this forces attackers to use
non-standard encryption.w

—RICH MOGULL

Read the full text of this tip on SearchFinancialSecurity.com at
http://searchfinancialsecurity.techtarget.com/tip/0,289483,sid185_gci135229

http://searchfinancialsecurity.techtarget.com/tip/0,289483,sid185_gci1352298,00.html
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LESSON 8: Content discovery is hot
A security manager for a group of casinos reported they decided to start with content discovery
over network monitoring.“We want a full solution, but the largest benefit will be in discovery.
We just want to know where everything is. It’s breach avoidance.”
When interviewing independent references, fully half of them stated they started with, or

are considering, data at rest scanning before network monitoring. Of this group, reducing
PCI compliance costs and risk is the single biggest driver. Using DLP content discovery, they
can inventory their environment for sensitive data to protect, reduce audit costs, and cut
down on unneeded data exposure. Reduced audit costs alone, over time, can sometimes
offset the total cost of the DLP tool.

Across all of our interviews two key trends emerged. DLP is clearly a viable option for
real-world data protection, and many see it forming the core of their data protection initia-
tives. It can identify where your data is located, where it’s moving, and how it’s being used.
On the other hand, few organizations are deploying DLP to its full capabilities, and products
aren’t the magical panacea often presented in sales meetings.w

Rich Mogull is founder of consultancy Securosis http://securosis.com/. Send comments on this article to
feedback@infosecuritymag.com.

mailto:feedback@infosecuritymag.com
http://securosis.com/


 Building Trust Around The Globe
 When you want to establish trusted relationships             
with anyone, anywhere on the internet, turn to thawte.                                                           
Securing Web sites around the globe with:

    • strong SSL encryption
    • expansive browser support
    • multi-lingual customer support
    • recognized trust seal in 18 languages

thawte offers outstanding value on a full range          of 
of digital certifi cates. Secure your site today                 
with a thawte SSL Certifi cate.

 www.thawte.com

 ©  2009 thawte, Inc.  All rights reserved. thawte; the thawte logo; it’s a trust thing; thawte, and other trademarks, service marks, and designs are registered 
or unregistered trademarks of thawte, Inc. and its subsidiaries and affi liates in the United States and in foreign countries.  All other trademarks are         
property of their respective owners.

www.thawte.com


I N F O RMAT I O N S E C U R I T Y • ESSENTIAL GUIDE • Data Protection24

TABLE OF CONTENTS

EDITOR’S DESK

DATABASE
SECURITY

DLP

ENCRYPTION

DATA LIFECYCLE

SPONSOR
RESOURCES

iIT’S A SECURITY PRACTITIONER’S DREAM to deploy a technology that ensuresperfect data protection 100 percent of the time. Short of unplugging
a computer and locking it in a vault, few technologies come as close
as encryption to nearly unbreakable data security; take the data, run
it through an encryption algorithm, and it’s unreadable to anyone
who doesn’t possess the right key to reverse the process. It can be
mathematically demonstrated that retrieval of encrypted data with-
out the encryption keys is computationally impossible within the
expected lifetime of the universe.
And while many strive for this level of certainty, practical issues in

the use and deployment of encryption often limit benefits and nega-
tively impact business operations. Reality has a very rude habit of
shattering our security dreams.

Truth, Lies and
Fiction about

Encryption

CRYPTOGRAPHY

Truth, Lies and
Fiction about

Encryption

Encryption solves some very straightforward problems but
implementation isn’t always easy. We’ll explain some of the
common misconceptions so you’ll understand your options.

BY ADR I AN LAN E AN D R I C H MOGU LL
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Encryption is everywhere in IT, from network communications and stored data,
all the way down to smartphones and thumb drives. When applied correctly, it’s
incredibly effective at preserving data privacy and integrity. When misapplied,
either because it was poorly deployed or is expected to solve a problem it cannot,
an organization does not get added security, but instead spends unnecessary
money and slows down operations.
In reality, encryption solves only three problems: first, protecting data that moves

physically or virtually; second, protecting data-at-rest; and finally, restricting access
when access controls aren’t sufficient. It seems simple, but misapplication or mis-
implementation of encryption occurs time and time again.
Why? Because there are assumptions, myths and even urban legends surround-

ing encryption.We’ll debunk conventional wisdom and explain what is true, what
is almost true and what is completely false.

Claim No. 1: “We need encryption because
access controls aren’t good enough.”
This statement is fiction. Access controls are very effective at separating those who
should and should not have access to data. Set up properly, with users assigned only
to specific accounts dedicated to an explicit job function, they can even provide
separation of duties. It is only when the access
control system is subverted or policies are mis-
applied that it fails.What separates this state-
ment from being an outright lie is in the case
where encryption is used to enforce access
rights as data moves outside a domain of con-
trol, or when available access controls aren’t
granular enough.
One such example is sharing data between

partner sites, where you do not control the des-
tination systems. Authorization policies may not be the same, controls may not be
fully enforced, and without encryption the data is vulnerable. Several IT executives
we have spoken with use encryption in this way to limit who sees shared data. Sepa-
rating keys from the encrypted data files, and providing keys only to a select subset
of partners who need access, maintains some control over who can use the data
(assuming your partner doesn’t share the keys). Another example is the use of trans-
parent database encryption (TDE), where the database contents are encrypted prior
to being written to the file system. In this model, the database administrators and
users have access to encryption keys, but the IT administrators do not. The IT staff
cannot view or alter the contents of the database by reading/writing data files,
providing separation of duties between privileged administrative roles.
If traditional access control options exist, use them first! They are easier to use,

easier to deploy, faster and more efficient. Using encryption to augment access
controls and provide separation of duties should be considered only when you
have exhausted other available options.

Authorization policies may
not be the same, controls
may not be fully enforced,
and without encryption
the data is vulnerable.

JJ
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Claim No. 2: “Encryption thwarts Internet
hackers and data breaches.”
Security vendors state this in their press releases, regulatory bodies endorse it, and
company spokespeople attempt to instill confidence in their customers with this
message. In reality, it’s little more than a lie.
Attackers will leverage every available system and resource they can to access

data, including the very users and systems responsible for safeguarding the informa-
tion: breaking into user accounts, rummaging
through trash and stealing computers, just to
name a few. The attacks come in every type
imaginable, and nothing is off limits. Systems
and networks are so complex, with so many
entry points, that the bad guys don’t need to
bother attacking encryption. They can take
advantage of all the other ways to get to our
data. Let’s review a couple of the common
attacks:

1. User account compromise: If an application
user account or automated service is compro-
mised by guessing a password or leveraging
another account, then the attacker has access to
all of the features and functions that the legiti-
mate user did. If that includes encryption keys or data stored under some form of
‘transparent’ encryption, the system will decrypt data for them.

2. SQL injection: Subversion of application or database logic through a SQL injec-
tion attack gives the attacker access to everything the application sees, sometimes
including administrative functions. It may stop data theft if the encryption keys are
protected outside of the database, but the attacker may be able to leverage the data-
base to gain access to the keys.

3. Circumvention:With the Heartland Payment Systems breach, communications
were encrypted, but data was decrypted at the merchant and payment processor sites
along the way. This was a compromise of a system that accesses data in the clear and
cicumvented encryption entirely.

4. Poor implementation: It has been demonstrated that AES, when used to encrypt
browser cookies, can be broken due to poor implementations — not by breaking the
algorithm, but rather by taking advantage of the wayWeb servers use encryption.
WEP is another classic encryption implementation failure.

5. Trojan horses: Insertion of malicious code, such as keystroke loggers, can collect
user credentials and, through the inspection of user activity, locate valuable data. In
this type of attack, the encryption is bypassed through the use of legitimate credentials.

All of these attacks are against systems and legitimate user accounts.Most informa-
tion systems are designed to make data access, even encrypted data access, as easy as

Systems and networks are
so complex, with so many
entry points, that the bad
guys don’t need to bother
attacking encryption. They
can take advantage of all
the other ways to get to
our data.

JJ
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possible. Hijacking user accounts or programs provide hackers the same ease of use. All
of these attacks can be mitigated through good key management practices, separation
of duties, or alternative security controls, but they cannot be eliminated entirely.

Claim No. 3: “Full-drive encryption for laptops is
easy and should be mandatory.”
The single greatest cause of reported data breaches in the last decade was due to
lost media, specifically through lost backup tapes and lost or stolen laptops. As
encryption is ideally suited to protect data at rest, this statement is absolutely true.
We talked to numerous senior IT managers at several Fortune 500 companies

and these organizations have embraced encryption of the endpoint. Almost uni-
versally, they have implemented disk encryption for laptops. Still not everyone is
satisfied. A large segment of security and IT staff are hesitant to encrypt laptops
due to failures by encryption vendors to adequately support common IT tasks.
The perception still exists that key management is difficult use, it does not work
well with backup software, and resetting forgotten user passwords is completely
broken. Despite being an effective solution, the feeling is it creates other headaches
that make it unmanageable.
While the claim was true in years past, endpoint encryption vendors have

addressed these issues through multiple integration and administrative improve-
ments, including:

1. Key management can be centrally administered and made invisible to IT
operations.

2. The systems support password recovery, including remote recovery and
one-time unlock codes.

3. Backups are performed by credentialed user accounts, working seamlessly
with backup routines by gathering an unencrypted copy of the data.

4. System management can be performed in a number of ways, including key
management hierarchies and integration with access control systems,
providing a gateway for configuration and patch management.

The goal of media encryption is to safeguard data in the event it is lost or stolen
or because a disk drive is missing, a tape falls off the back of a truck, a server gets
sold on eBay, a smartphone is left on the bus, or a laptop is left at the airport.
While a nuisance, it does not mean these incidences will conflict with your ability
to manage these devices.

Claim No. 4: “Database encryption is hard to
implement and too slow to use.”
We hear this claim from many security practitioners in the field. There is a degree
of truth to the statement because database encryption can be difficult to implement,

JJ
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and depending on how it is deployed, requires both application code changes and a
database redesign.When diligently applied, however, database encryption protects
data that resides on media as well as misuse of sensitive data by credentialed users,
with only a marginal performance impact. Careful deployment will sidestep these
issues, so we classify this statement as fiction.
Relational database vendors provide ‘transparent’ database encryption; it’s

called transparent because it is invisible to database queries and operations,
encrypting all database content by altering nothing more than a few configuration
settings. Other options, such as products that intercept and encrypt data prior to
being written to the file system or use of encrypted disk drives, act ‘transparently’
as well. While each of these variations have security advantages and detractors,
they perform seamlessly and are incredibly simple to implement.
While we are categorizing this one under ‘fiction,’ performance can be an issue

depending on your environment. How many transactions are processed per day?
What type of transactions? The age of the hardware and how encryption is used
all impact throughput and performance. Simple transactions consisting of single
row insertions and updates offer reasonable performance. Heavy analytics or pro-
cessing on encrypted tables is not suitable for encryption. It is better to remove or
obfuscate sensitive information from these databases, or utilize other technologies
to protect the data.

Claim No. 5: “Before I can start my encryption project,
I need centralized key management and key
management standards.”
The most common complaint we hear as companies deploy encryption systems is
the difficulties surrounding key management. Encrypting data used across multi-
ple systems or by large numbers of users creates key management challenges that
require automated support. But that does not account for the majority of data
encryption systems which are self-reliant, and where centralized key management
is neither necessary nor appropriate. In reality, most encryption solutions build in
key management, obviating the need for some kind of “uber” centralized key man-
agement service. Since central key management needs to be considered on a case-
by-case basis, this statement is false.
Support for a large numbers of users, remote sites that poorly implemented key

management in an existing solution, or sharing data across applications are suit-
able candidates for centralized key management. The complexity of key security,
key sharing, access controls and backup/recovery are best performed by specially
designed, automated systems. There are many use cases for encryption that do not
fall into those categories, such as closed systems or cryptographic systems that sup-
port a small number of users, and are not candidates for supporting management
services. Examples include:
• Intra-application encryption, such as transparent database encryption, is
used to safeguard data within the system from exposure. It does not need to

JJ
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share keys with other applications, and autonomously provides key creation,
data encryption and key backup.

• Most backup and file/folder encryption solutions build key management in,
and no external management is needed.

• All modern full-disk encryption solutions include centralized key management.

• Public-key systems that use external key authorities and key generation do
not require additional central-key management services, unless they do a
bad job of managing their keys.

Key management can be difficult and complex, but it’s built in to most encryp-
tion solutions today. There’s no reason to combine your database, endpoint, back-
up and application keys into a single repository as long as you can manage them
effectively individually. You’ll waste more time trying to centralize management
than it takes to use what’s built in.

Claim No. 6: “‘Free’ encryption is bad encryption.”
This is a lie. It is often claimed that free encryption is bad because the code cannot be
trusted, when in fact, some of the finest encryption algorithms are available license-free
and un-copyrighted. The Twofish Block Cipher [http://www.schneier.com/twofish.
html] was one of the finalists for adoption as the AES standard and is just such an
example.
To get an idea of why people claim free

cryptography is bad, we really need to differen-
tiate between the quality of the theoretical
cipher and the quality of the implementation
of that cipher. This myth is often propagated
because there is the occasional per-
son/company who will try to recreate a well-
known cipher without any understanding of
the subtleties that go in coding cryptography,
resulting in a very bad implementation of a
very good cipher. It does not take long to
locate high-quality encryption products. Trust-
worthy cryptographic libraries, with down-
loadable copies on the Internet, are freely
available. You will know the quality ones as they are based upon open and public
standards, their code has been reviewed and accredited by experts in the fields of
cryptography and cryptanalysis, and they are widely used in the industry.
Keep in mind there are benefits to buying from an accredited vendor, namely the

products provide a level of manageability, integration and support that are not
found with the free versions. Free-for-use encryption is usually a toolkit or library
that requires some customization or integration to work, and is therefore accessible
to fewer audiences. Most enterprise IT organizations do not have expertise or time

JJ
Keep in mind there are
benefits to buying from an
accredited vendor, namely
the products provide a
level of manageability,
integration and support
that are not found with
the free versions.
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to justify building atop these libraries, and it make sense to purchase a comprehen-
sive solution from a vendor who specializes in off-the-shelf software. But make no
mistake, some of the best encryption products in the world are available for free.
In summary, encryption is an incredibly effective and powerful tool, yet it’s also

shrouded by misunderstanding and consistently used improperly. Focus on using it
for the right problems, and you’ll find yourself spending less, while being more
secure.w

Adrian Lane is a senior security strategist with Securosis LLC, an independent security consulting
practice. He has 22 years of industry experience, specializing in database architecture and data
security. Prior to joining Securosis, Lane was the CTO at the database security firm IPLocks, and
he has also served as the vice president of engineering at Touchpoint, three years as the CIO of
the brokerage CPMi, and two years as the CTO of the security and digital rights management
firm Transactor/Brodia.

Rich Mogull has over 17 years experience in information security, physical security, and risk
management. Prior to founding Securosis, Rich spent 7 years as one of the leading security
analysts with Gartner, where he advised thousands of clients, authored dozens of reports and
was consistently rated as one of Gartner’s top international speakers. He is one of the world’s
premier authorities on data security technologies and has covered issues ranging from vulnerabil-
ities and threats, to risk management frameworks, to major application security. Rich frequently
contributes to publications ranging from Information Security toMacworld.

Send comments on this article to feedback@infosecuritymag.com.
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Today’s chief information security
officer, schooled by the Common
Body of Knowledge for Information
Security, CISSP and CISM hand-
books, and reliant on frameworks
such as ISO 27001, tackles security as
a collection of individual issues rather
than holistically.
These time-tested resources don’t

necessarily help the CISO gain a grasp
of the integrated flow of data and how
to secure it. Enterprise executives
don’t think in silos; they look at busi-
ness processes and flows. And this is
how CISOs should examine data—as
a lifecycle from birth to death, and as
it resides within business processes. It
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DATA GOVERNANCE

Information flows
through business
processes in an orderly
fashion; security must
flow right along with it.
BY E RN I E HAYD E N

CREATING A
Data Lifecycle
Strategy



Data
Lifecycle

Data is figuratively a living entity.
Each juncture of the data

lifecycle has different security
needs, and carries a level of risk

addressed by a mix of policy,
people and technology.

Business Flow

is a business cycle to be reviewed, analyzed and contended with.
Similar to an economic value-add analysis methodology, the data lifecycle security

model (see below) shows how data is collected, classified, stored, used, retained and
ultimately destroyed. It shows process, transition and a business flow.

Collection
Beginning the data lifecycle and data stream, we look at the birth of data: data col-
lection. Actions taken early in the data lifecycle can ultimately pay off. For example,
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administrative rules can be established that prohibit the collection of unnecessary
data, or data considered too significant a risk to collect.
Consider prohibiting the collection of Social Security numbers, protected health

information (as explained in HIPAA), complete credit card numbers and other
sensitive data unless absolutely necessary for the performance of business. And,
if you absolutely need this information, then be sure to encrypt, or at least look
at truncation practices.

Relevance
Another consideration in the data flow is whether the data is relevant to the business
process. Administrative controls should discourage irrelevant data collection because
it would be “nice to have” or useful for future projects.
Ultimately you need to think about the consequences to you as CISO and the

business if this data were ever lost or breached.Will you be able to explain why this
data was collected in the first place?

Classification
A key foundation to this process is data classification. In other words, if you have
data in play, how do you know what controls apply?
The data classification process and development of this area is well researched

and discussed in many security forums. However, the consideration to put into play
is simplicity and ease of implementation. Key players should include the data owner,
data custodian, legal department and the CISO. It’s important to consider a simpler
process where there are only a limited number of classifications, including:

• Business sensitive or confidential

• Personal identifiable information (PII)—some state data breach laws may be
helpful in defining this category and usually include name plus Social Security
number, driver’s license number or credit card/account number

• Protected health information (PHI) for HIPAA security

• Unrestricted or public information.

Data owners should classify documents based upon corporate guidance. The
data custodian ensures only appropriate individuals have access to view and manipu-
late data based on role and classification. Legal will monitor this information for
data retention and compliance activities such as e-discovery. The CISO, meanwhile,
will use this classification to supervise proper storage, handling and release.
The CISO should also work with legal to prepare a marking standard, which

states how a document should be marked and how classifications can be changed
if necessary.
With each classification you should establish detailed handling, storage and

disposal requirements that weave security into the data lifecycle.

Handling and Storage
As data is moved through the lifecycle, it will be stored in databases, processed
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and handled as required for the business. This step is intended to ensure that
sensitive and security data is properly stored, handled and not given or released to
unauthorized individuals or organizations. Policy exists to ensure individuals do not
digitally or physically handle or release sensitive data unless authorized. Some rules
to consider here are:

• Encryption of appropriate data in transit and at rest

• Hashing data to be assured of data integrity

• Access controls to ensure only authorized individuals get to touch, view and
manipulate data

• Activation and monitoring of audit logs.

Transmission and Transportation
This element of the lifecycle includes electronic transmission of data as well as physical.
For instance, considerations for data protection might include SSL or Transport

Layer Security (TLS) tunneling, encryption of email and attachments, and email
content filtering or blocking.
Physical transportation failures can be minimized by encrypting all media in

transit (i.e., backup tape encryption), tracking the media as it moves from point
to point, and receipt management so the enterprise is assured the data is received
when and where expected. Most state data breach notification laws also relieve
the enterprise of the notification mandate if the lost or misplaced information
is encrypted.
A key consideration here is to also ensure that contractual controls with the

physical transportation company are in play, including indemnification of the enter-
prise should the courier lose the data in transit. Although indemnification is not
necessarily a compliance issue, it certainly reflects an organization’s due care and
attitude toward its fiduciary duties to protect the company.

Manipulation, Conversion or Alteration
This is probably by far the biggest risk area of the data lifecycle. Here controls
are difficult to establish to prevent users from copying data, making screenshots
of data in process, pasting data into personal spreadsheets and databases, etc.
For instance “data personalization,” aka “personal data collection projects,” sub-

stantially increases the risk profile for the organization. As an example, an employee
may be accumulating information from various company databases and screenshots
for personal use, such as his or her own phone list or roster, or for future projects.
Here the data lifecycle is seriously disrupted and sensitive data can wind up on
users’ workstations, USB drives, and even at their homes, regardless if the intent
is positive and for the good of the corporation.
Controls to consider in this space are technical controls to prevent data flowing

external to the enterprise unless it is encrypted, such as data leak prevention tech-
nology; email content review and management; and a draconian thought of prohi-
bition of personally owned portable media.
Administrative controls could also include policies and procedures on how

data should and should not be used or collected by individual employees. Rules
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forbidding use of company computers for employee off-hours activities may be
necessary. Of course, focus on the first step—data collection—would help mini-
mize this risk, too.

Release
In 2003, the reputation of Jet Blue was seriously damaged because data held by the
airline was improperly released to a TSA contractor. This event demonstrates that
how and when sensitive data is released in the lifecycle must be closely controlled.
Aspects of this lifecycle element should include:

• Definition as to who has authority to release data outside the organization

• Recognition that not all data can be released upon a simple request

• Data is not released unless appropriate for the business and only if legal and
with appropriate controls.

Other subtle elements of data release also need to be examined. For instance, a
company may use a vendor to analyze data as part of a contract. What controls are in
play relative to data sharing, data control and data breach by the vendor? To reduce
the enterprise’s risk profile, strong contractual controls need to be established to
indemnify it if the vendor loses the data or uses it for inappropriate purposes (e.g.,
using your data for vendor marketing campaigns).

Backup
This area tends to be a fairly mature domain for security. However, there continue to
be breaches where unencrypted backup tapes are lost in transit. Look at the data life-
cycle to ensure this process contributes to the security and availability of the data.

Retention
Data being held by the company is subject to discovery for legal process. Litigation
holds are becoming more and more critical because of more focus on e-discovery
due to the new Federal Rules of Civil Procedure issued in December 2006.
The data lifecycle needs to ensure that data is effectively and appropriately

retained so that data can be readily located and held for these discovery require-
ments. However, you also want to ensure that data is destroyed at the appropriate
time to ensure that surprises are minimized during the discovery process when
data thought to be “dead” or gone surfaces.

Destruction
The end of the process—the “death” of data—is the data destruction process.
This is actually another area that can be fraught with problems for the CISO if not

done completely and with the appropriate controls. If data is to be eliminated, then it
must be fully destroyed and not left in any post-destruction residual. You don’t want
to hear about your surplus equipment being full of sensitive data now in the open
market. Some key practices to consider:

I N F O RMAT I O N S E C U R I T Y • ESSENTIAL GUIDE • Data Protection37

TABLE OF CONTENTS

EDITOR’S DESK

DATABASE
SECURITY

DLP

ENCRYPTION

DATA LIFECYCLE

SPONSOR
RESOURCES



• Destroy hard drives by physical destruction or shredding—there’s too much
risk with the incomplete “wipe.” Costs run about 25 cents a pound and can be easily
witnessed. Of course, you can also use disk-wiping tools, but the diligence required
to assure disks are properly wiped and processed may actually cost more than the
total cost and assurance of physical destruction.

• Destroy paper by shredding. The process should be periodically witnessed, and
the enterprise needs contractual assurance that it is indemnified should the vendor
fail to complete the process.

• Do not destroy information on litigation hold—data on hold for legal review or
subpoena—or too early in the retention schedule.

• Make sure employees know how to handle waste that is classified as confiden-
tial, business sensitive, etc., so such documents do not wind up in a public landfill
and are instead shredded or destroyed.

Now, your data may be dead, but that doesn’t mean the lifecycle has ended. This
new approach to looking at how data lives and dies begs for additional analysis.
One thought experiment is to map the “risk value” of each lifecycle stage. No

empirical evidence necessarily supports this mapping, but it can be used to show the
relative risks encountered when you look at data lifecycle security in the enterprise.
The biggest risk is the data manipulation, conversion or alteration stage. Since it is

so easy for an individual to copy and collect data for other uses, data gets distributed
throughout the enterprise and cannot be easily controlled. And the risk can be signif-
icant if the data is moved offsite, to a home computer, placed on an unencrypted
USB drive, etc.
The flow of data is a new way to guide security professionals’ focus, time and

energy. They can look at new ways to not only protect the data, but also use this
as a way to communicate risks and issues to executive management.
Also, this data lifecycle security approach can be a new way to build a security

program, procedures and strategy. And it may be a new way to justify expense in
critical areas of the organization, including security, legal and operations.w

Ernest N. Hayden (Ernie) is the Information Security Strategic Advisor in the
Compliance Office at Seattle City Light. In this role he is the primary leader of utility-
wide efforts focused on complying with the North American Electric Reliability
Corporation (NERC) Critical Infrastructure Protection (CIP) Standards. In July
2009 Ernie founded 443 Security Consulting, LLC focused on providing experienced
consulting in the areas of cyber and physical security, strategy and leadership. Send
comments on this article to feedback@infosecuritymag.com.
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