
TOPIC: A HOLISTIC APPROACH
TO DATA PROTECTION

SUMMARY: Data protection encompasses a host of
technologies, business processes and best
practices. Government regulations threaten
dire consequences for noncompliance,
and compromised data quickly becomes a
public relations and customer retention issue.
Learn more about the various parts of a data
protection strategy and how to maintain and
augment what you already have.
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p IT SECURITY BUDGETS at large cor-
porations are getting a bigger propor-
tion of the IT spend in 2009, accord-
ing to a recent study from Forrester
Research Inc. Data protection is the
top priority.
During 2009, about one in five

security groups plans to pilot or adopt
full disk encryption, file-level encryp-
tion, a host intrusion prevention sys-
tem and endpoint control. When
combined with the percentage of
firms already using these security
technologies, enterprise adoption
of them will top 50%.
The budgets, which follow a jump

in 2008 as well, come with a growing
awareness on the part of business
executives that security is a business
risk, the study showed. But getting the
backing of the business on security
matters and securing adequate fund-
ing remain serious challenges for IT
groups. And the day-to-day burden of
protecting the company? That remains
almost exclusively the province of IT
at most places, leaving security teams
little time for strategic planning.

“Even though people realize that
security is important to the business
and security is focusing on protecting
the data—both good things—organi-
zations still have a hard time under-
standing how much do we spend,
where should we spend, what is the
right amount to spend and the kind
of projects they should be doing,” says
Forrester analyst Jonathan Penn, lead
author of the study.
The findings are based on respons-

es from 942 business, IT and security
executives at companies with 1,000
to upwards of 20,000 employees.
The survey was conducted in the third
quarter of 2008.
While IT budgets are shrinking,

security is getting a larger portion of
the IT pie. Companies with 1,000 or
more employees will devote 12.6% of
their IT operating budget to security
in 2009, according to the study.
That’s almost a full percentage point
above the 11.7% of the IT budget allo-
cated the year before, which in turn
marked a sharp increase over the
7.2% allotted in 2007.
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CHAPTER 1

1Data Protection Tops
CIO Security Agenda
Enterprise CIOs are still spending on security—
specifically data protection—with or without help
from the business. BY LINDA TUCCI



The recognition among business
executives of security as a business
risk is due partly to a shift in reporting
lines. More than half of IT security
professionals (54%) polled by For-
rester report to either the organiza-
tion’s board and CEO/president or to
an executive committee, the survey
showed, compared with 28% who
report to IT. Despite the organization-
al alignment between the security
group and business, however, security
remains an IT-centric job at most
organizations.
The survey showed that responsi-

bility for infrastructure security, iden-
tity and access management, threat
and vulnerability management, regu-
latory compliance and even physical
security, for example, falls primarily
or exclusively to IT security groups.
Those tactical duties allow little time
for broad strategic initiatives, Penn
says.
The security strategizing that is

done happens without much input
from the business and with only tepid
support, he says. More than two-
thirds of the firms polled (70%) say
other organization priorities take
precedence over security plans.

“When you look at the challenges,
it is surprising to me that despite the
reporting lines, there is still this issue
of getting enough executive backing
for projects,” Penn says.
But the disjunction shows just how

hard it is for IT people to articulate
the value of security investment in a
way that business executives under-
stand, he adds. “They need to show
that this money is going to give the
business some kind of return,” he
says, as a first step in encouraging
the business to help set strategy
and develop metrics for measuring
security ROI.

FULL DISK ENCRYPTION
A HOT TOPIC
Meantime, IT security strategy has
shifted pretty dramatically in the past
few years, Penn says, from a focus on
threat defense to protecting an orga-
nization’s data assets. Indeed, data
security was the highest priority for
90% of IT security organizations, sur-
passing threats cited in the past like
malware (ranked sixth of 11 security
issues) and regulatory compliance
(ranked seventh). Application securi-

3 A HOLISTIC APPROACH TO DATA PROTECTION • SEARCHCIO.COM

a
CHAPTER 1

DATA
PROTECTION

TOPS CIO
SECURITY
AGENDA

a
CHAPTER 2

SEVEN
STEPS TO
BETTER

DATA
PROTECTION

a
CHAPTER 3
DO’S AND
DON’TS OF
NETWORK

ACCESS
CONTROL

a
CASE STUDY
APPLIANCE-
BASED NAC
THE RIGHT

ANSWER FOR
UNIVERSITY’S

NETWORK

PODCAST

Mobile Data Protection Options

WHAT MOBILE DATA protection tools and options are
available to safeguard mobile devices that could potentially be lost
or stolen? Find out in this podcast from SearchCIO.com.

http://searchcio.techtarget.com/generic/0,295582,sid182_gci1346902,00.html


ty (86%) and disaster recovery and
business continuity (81%) came in
second and third on the list.
The focus on data protection repre-

sents a “pretty healthy approach“ to
security, in Penn’s view. Rather than
following hackers’ latest bag of tricks,
IT executives are taking an asset-
based approach, determining a com-
pany’s most important data stores
and building defenses around them.
“There is a growing recognition

that the focus should be on what the
attacks are actually doing to business
assets, rather than looking at the kind
of attack, per se,” he says.
The adoption of threat manage-

ment tools is still greater than end-
point data protection technologies.
But investment in data asset protec-
tion is definitely accelerating. Full disk
encryption leads the client security
technology portion of the shopping
list, with 22% of respondents saying
they plan to pilot or adopt it in the
next 12 months.

IAM, MANAGED SECURITY
SERVICES GROWING
In another notable shift from years
past, firms told Forrester that securi-
ty—not compliance—is driving their
adoption of identity and access man-
agement (IAM) technologies.
Although the expense (38%) and
complexity (30%) of IAM are con-
cerns, 15% to 21% will pilot or adopt a
range of IAM technologies in the next
12 months. In the IAM arsenal, enter-
prise single sign-on is grabbing the
most attention, with 21% of firms

planning to pilot or adopt it, followed
by provisioning (19%).
The survey also showed that large

enterprises are increasingly going
to managed security services to find
specialized skills (29%) and reduce

costs (28%). While email/Web
content filtering is the most popular
managed service today, vulnerability
assessment and host event log moni-
toring/management show the great-
est promise for growth in the next
12 months. The percentage of com-
panies planning to outsource these
areas would nearly double the per-
centage already using these services.
“We think of managed security

services as something that people
turn to just for cost savings,” Penn
says. “But we are seeing pretty strong
adoption of managed security servic-
es across both SMBs and enterprises,
and a lot of it has to do with the skills
shortage. People are unable to find
staff with the right skills, or in some
cases, don’t want people with those
skills and find it just as effective to
outsource it.” �

LINDA TUCCI is a senior news writer for SearchCIO.
com.Write to her at ltucci@techtarget.com.
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Large enterprises
are increasingly
going to managed
security services to
find specialized skills
and reduce costs.
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CHAPTER 2

p ENTERPRISE DATA PROTECTION
requires a holistic program that
encompasses people, process and
technology. Too often the emphasis
is placed on technology—all employ-
ees in a company must play their
parts, such as following good pass-
word guidelines, for the program
to be effective. The following are
some examples of best practices for
adhering to a data protection policy:

Implement a data classifica-
tion program that focuses
on customer, financial and
intellectual property infor-

mation with designated owners of
the information. Data protection cat-
egories should include confidential,
internal use and public, and it is
important to put the appropriate con-
trols in place to protect this informa-
tion. For example, public data should
be reviewed to ensure that sensitive
information such as future product
plans are not released outside the
company.

Develop an enterprise-
wide data architecture and
manage the flow of critical
information throughout the

organization—you will be surprised
by what you find. Credit card infor-
mation is an example of data that you
need to manage closely and ensure
that data protection controls are in
place. The good news here is that
Payment Card Industry Data Security
Standards (PCI DSS) are very well
documented and spell out what an
organization needs to do to ensure
data protection of this type of infor-
mation.

Encrypt critical information,
such as credit card num-
bers, throughout your envi-
ronment. If you are handling

credit card information, you will need
to encrypt this information in order to
comply with PCI DSS. Cyberthieves
can easily sell this information on the
black market and will look for credit
card information if they are able to
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1Seven Steps to
Better Data Protection
CIOs should take a holistic approach to enterprise data
protection. A security expert offers seven suggestions
for enhancing your data protection policy. BY MARK EGAN

1

2

3



break into your systems.

Use caution with new
technology, including cloud
computing or virtualization,
as security protection

mechanisms such as authentication
and data protection are often imma-
ture. Two-factor authentication is
recommended when members of your
organization access these systems,
and your customers’ confidential,
personally identifiable information
should always be encrypted. You
should also confirm these capabilities
before venturing into the cloud.

Protect endpoint devices
such as personal digital
assistants, laptops, memory
sticks and cell phones that

are used to store critical information.
You should put enterprise data pro-
tection programs in place to address
loss and theft. Endpoint devices are
essential and are often used to store
customer, future product and financial
information. The small form factor
makes them very likely to be lost or
stolen. You need to be proactive in
this area and encrypt data, require use
of passwords and leverage the ability
to remotely disable these devices, if
available.

Implement enterprise data
protection policies. Enact
guidelines throughout your
organization for information

security items such as strong pass-
words, encryption, two-factor authen-
tication and remote data deletion for
endpoint devices.

Update your software
development lifecycle
(SDLC) process with key
checkpoints, such as securi-

ty architecture reviews, and conduct
code reviews to identify common
coding errors such as buffer over-
flows. It is much easier to address
your organization’s software security
issues earlier in the SDLC process,
and architectural reviews can elimi-
nate many of these issues before any
coding has occurred. Use of code
checking programs, similar to spell
checking, are very helpful to identify
common coding issues such as buffer
overflows. Finally, binary code analy-
sis tools are available to test the actu-
al running of the software before it is
deployed.

Security threats are here to stay,
and holistic programs are essential
to protect the critical data assets of
your organization. It is important to
develop a roadmap of incremental
improvements to your enterprise data
protection policy with regular updates
that will help you face new security
threats. �

MARK EGAN is managing partner of the
information security practice at The StrataFusion
Group Inc., a management consulting firm in the
San Francisco Bay Area. Write to him at
mark.egan@stratafusion.com.
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CHAPTER 3

p IF YOUR NETWORKmanager hasn’t
made an impassioned case for a net-
work access control (NAC) solution,
just wait.
This is being hailed as the year

when NAC, which has not entirely
lived up to its splashy debut of a few
years back, comes into its own. First
and foremost a gatekeeper to your
organization’s network, NAC can help
with compliance. It can shine a light
on devices you never knew or long
forgot belonged to you, thus also
helping with asset management—and
proving its value.
Forrester Research Inc., predicting

a blockbuster year for NAC, says this
watchdog technology is fast becom-
ing “a critical component in making
many security initiatives efficient and
a seamless part of the network infra-
structure.” Nearly 25% of all enter-
prises have already adopted NAC,
and an additional 15% will do so by
the end of 2009, according to the
Cambridge, Mass-based firm.
Meantime, Gartner Inc. has spent

the past three years encouraging

enterprises to look at NAC as an
important piece of network hygiene,
says research director Lawrence Orans.
“This is such a valuable defense that
you can add to your network. Our
advice is start doing NAC now.”
NAC systems were initially

designed to continuously scan end-

points against your corporate security
criteria to ensure corrupted systems
don’t gain access to the network. But
Forrester says the technology has
moved beyond simply checking and
isolating an endpoint device, to com-
pliance. Now companies are using
NAC to check endpoints for anom-

8 A HOLISTIC APPROACH TO DATA PROTECTION • SEARCHCIO.COM

a
CHAPTER 1

DATA
PROTECTION

TOPS CIO
SECURITY
AGENDA

a
CHAPTER 2

SEVEN
STEPS TO
BETTER

DATA
PROTECTION

a
CHAPTER 3
DO’S AND
DON’TS OF
NETWORK

ACCESS
CONTROL

a
CASE STUDY
APPLIANCE-
BASED NAC
THE RIGHT

ANSWER FOR
UNIVERSITY’S

NETWORK

1Do’s and Don’ts of
Network Access Control
NAC is a hot topic for CIOs, but this form of asset
protection is not without faults. Here are some things
to keep in mind. BY LINDA TUCCI

Nearly 25% of
all enterprises have
already adopted
NAC, and an additional
15% will do so by
the end of 2009.
—FORRESTER RESEARCH INC.



alous behavior and even to continual-
ly monitor employees’ roles and rights
to network access. And, by the way,
those endpoints on your network may
well include noncomputing devices,
from printers and Voice over Internet

Protocol phones to video cameras
and badge readers.
NAC technology has gone through

several iterations since it burst onto
the scene in the wake of the Blaster
attacks, but it is stabilizing, according
to Forrester. There are three types of
NAC architectures, often used in
combination: infrastructure-based
(also known as inline), appliance-
based and software-based. Leading
NAC vendors include Bradford Net-
works, Cisco Systems Inc., Juniper
Networks Inc. and Microsoft.
Whichever approach or vendor you

choose, a successful implementation
will require your network, security and
infrastructure and operations teams

to work together, for starters. The
implementation will take longer than
you think, and it can fail to measure
up to your expectations if you think
NAC will solve all your security prob-
lems. It can also really frustrate your
users if not properly deployed.
Still interested?We asked a leading

vendor and a couple of analysts to give
us their do’s and don’ts for deploying
NAC. Step one? Ignore everything
you’ve just read and start by defining
what NACmeans to your organization.

Don’t let your network or the
problem at hand determine your
NAC vendor (unless you like
wasting money).
Companies tend to let their type of
network, their problem du jour and
their security systems determine their
NAC vendor. Many companies are
driven to NAC to solve the problem of
guest and contractor access, Forrester
analyst RobertWhiteley says, so when
they find out their incumbent net-
working vendor offers a solution for
guest access, they forge ahead. Some-
time down the road, they decide they
also want role-based access control
for internal employees. But whatever
solution they put in place to address
guest management is not necessarily
the best solution to help with seg-
menting employees, Whiteley says.
“What we’re finding is that a lot

of companies are spending really
good money to get NAC in place and
then six to 12 months down the road,
that investment either is obsolete or
requires more money be thrown at
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“A lot of companies
are spending good
money to get NAC in
place and then six to
12 months down the
road, that investment
either is obsolete or
requires more money
be thrown at the
problem.”
—ROBERT WHITELEY
analyst, Forrester Research Inc.



the problem.”
NAC appliance systems like those

from Bradford Networks start at about
$8,000 for the appliance, software
and 250 user licenses.
Instead, take a business approach

to NAC. Begin by defining the various
scenarios that require access control.
The most successful NAC solutions,
Forrester has found, can support at
least four scenarios relevant to the
business.

Never, ever do a big-bang
deployment of NAC.
The experts are unanimous: Do not
underestimate the complexity of an
NAC deployment. It is not unusual for
it to span nine months. BothWhiteley
and Orans recommend that compa-
nies roll out their NAC capability in
three phases: monitor what’s on the
network, map network traffic and then
enforce policy.
“Take it in bite-sized chunks, and

validate as you go,” says Jerry Skurla,
vice president of marketing at Con-
cord, N.H.-based Bradford Networks.
“If adding security causes the busi-
ness to slow down, you may not have
the window to try it again.”

Before signing off on a deal,
ask your network manager two
questions:
1 Does the NAC solution integrate
with the existing network infrastruc-
ture, or does it require changes to
routers and switches or upgrades to
bandwidth boxes?

2 Can the NAC solution also handle
nonemployees or unmanaged IT
assets—guests, contractors, business
partners?

Don’t let your network team
go it alone.
It’s almost a misnomer to call this
network access control. At least three
groups must work in tandem to
deploy NAC: the network, security
and desktop teams.
The network team defines how

the network will take the enforcement
actions and how it will get done in
the network, but the security team
is often in charge of the policy. And
when an endpoint requires remedia-
tion, which many NAC systems can
do automatically, the desktop team
still needs to be looped in to make
sure the fixes are done correctly.

Warn your network manager: Don’t
get bedazzled by the NAC data.
NAC provides a tremendous amount
of data about your network that
you’ve never had before. That’s good.
But don’t get carried away with
reports, especially those going up
the management chain. Stick to red
light, green light. “A lot of executives,
including the CIO, simply want to
know, ‘Is this going to be a normal
threat day or lunatic threat day?’”
Skurla says. �

LINDA TUCCI is a senior news writer
for SearchCIO. com.Write to her at
ltucci@techtarget.com.
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WHO: Central Michigan University
LOCATION:Mount Pleasant, Mich.
COMMUNITY: 27,000 students,
1,200 faculty and staff
REGISTERED SYSTEM USERS: 16,000
NETWORK: Cisco switches, HP/
Compaq and Dell servers

p THE TROUBLE WITH talking about
network access control (NAC) is it’s
a complicated, evolving and contro-
versial technology. Depending on to
whom you listen, it’s a must-have:
Gartner Inc. has been pushing NAC
for three years; Forrester Research
Inc. says it’s a “key component of
good network security architecture.”
Just as likely, you’ll hear it’s a shape
shifter, with no dominant standard,
better left to hardy souls with big
wallets.
One example of an organization

that benefited from network access
control is Central Michigan University
(CMU). It turned to an NAC appliance

to keep out-of-security compliance
devices off the university network. Or,
as the IT people at Central Michigan
prefer to put it, to keep the network
accessible for the majority by exclud-
ing the few.

IT BEGAN WITH
A WORM (OR TWO)
This moderately large university had
a really localized pain point when it
considered a network access control
system in 2003 for its campus of
more than 27,000 students. It didn’t
want to end up like Michigan State,
where the Blaster and Nachi worms
had taken down the network. Nor was
it practical for Central Michigan to
keep its own line of defense—which
consisted of a phalanx of volunteers—
to battle this nasty worm.
“We shut down Internet access for

all the residence halls, gathered an
army of students and sent them out
to patch student systems one at a
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CASE STUDY

1Appliance-Based NAC
The Right Answer for
University’s Network
An NAC system at one university helped enforce the
security policy for 25,000-plus students, faculty and staff,
replacing a sneakernet form of worm control. BY LINDA TUCCI



time, by hand. We have 26 residence
halls and apartments," says Ryan Laus,
network manager at CMU’s main
campus in Mount Pleasant, Mich.
To head off infection, networking,

help desk and residence hall staff
members burned more than 1,600
CDs with the latest Windows patches
and the school’s licensed antivirus
package. In less than three days,
roughly 6,000 users with unpatched
systems and out-of-date antivirus
programs showed up. Another 800
virus-related incidences came to light.
IT shut down entire dorm rooms
because it had no idea whose system
was infected, fomenting some mass
resentment.
The university wanted an automat-

ed process that could authenticate
students’ devices before they con-
nected to the CMU network and kick
them off if they became contaminat-
ed. An appliance-based, or “out-of-
band,” NAC solution from Bradford
Networks answered the call—and
then some. The Concord, N.H.-based
provider made its bones with its Cam-
pus Manager solution designed for
university campuses, but for Central
Michigan the “huge plus” was that
the appliance did not have to be put
inline.
“We had an intrusion prevention

system and I believe we also had
[WAN optimization] Packeteer sys-
tems in line, so to add another inline
appliance was scary," Laus says. “We
didn’t want to add one more link to
the chain on our network.” If the out-
of-band system died, it would affect
only the people who were registering

their computers at the time. Users
already in the university’s production
network would not be affected.
Campus Manager manages,

secures and controls the approxi-
mately 17,000 devices accessing the
CMU network when school is in ses-

sion, enforcing the university’s net-
work authentication and registration
policies. This includes quickly identi-
fying, locating and tracking network
clients, and isolating at-risk users and
devices in a quarantine area.
“It was an easy sell. A network that

actually stays up and is secure? Oh
yeah, here’s a blank check,” Laus
recalls. The initial outlay was about
$100,000; the university uses four
appliances and supports 22,000
licenses.

INSTALLATION DETAILS
AND LESSONS LEARNED
NAC implementations get a bad rap.
They take longer than expected, cost
more than anticipated. A 20-some-
thing network engineer in 2004, Laus
was given the task of rolling out the
Bradford solution to the residence
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“It was an easy sell.
A network that
actually stays up and
is secure? Oh yeah,
here’s a blank check.”
—RYAN LAUS, network manager,
Central Michigan University



halls, CMU's biggest “bandwidth
hogs.” Laus began in June, updating
the switches in the residence halls
one building at a time, and he was
done by August.
“Once we added the switches to

the system, we could use the system
to push out configuration changes, as
opposed to making those changes by
hand. That made the job much easier,”
Laus says.
The implementation was not with-

out problems. Some older switching
equipment did not behave as expect-
ed with the system, “causing some
confusion among users,” Laus says.
That was solved the following sum-
mer when the university upgraded
with equipment that worked better
with the NAC.
Communication was the most

critical component of the rollout, Laus
says. Communication was the most
critical component of the rollout, Laus
says. Central Michigan aims to get
the majority of machines registered
before the start of the school year,
and gave the students advance notice
that registration would require some
extra steps. The network team noti-
fied the help desk, which needed to be
prepared for the inevitable calls from
students when “self-help” measures
failed. It also kept the security people
in the loop, and treated the tech peo-
ple who work outside the centralized
IT department in the academic and
administrative buildings with kid
gloves. Many are faculty members.
“Our users hate to have something

shoved down their throats, especially
faculty,” Laus says.

POLICING BANDWIDTH
CMU’s NAC system has evolved
with the technology. Students must
now download an agent that scans
machines for security policy compli-
ance, for example, while IT uses
Campus Manager in the residence
halls to enforce a bandwidth quota

(5 GB total traffic or 2 GB upload
traffic per week) as a way to monitor
file sharing.
Clients that exceed the limit are

moved to an isolated virtual LAN,
where they have access to systems on
campus but not to the outside world.
The system can be used to pass along
warnings from the Recording Industry
Association of America with a note
from IT “to cut this crap out.”
In one sense, the politics that often

accompany NAC deployments—top
executives in a tizzy over being kicked
off because they didn’t download a
patch in time—are moot issues for
CMU. If students want to be connect-
ed to the network, NAC compliance is
the prerequisite. And indeed, on the
administrative and faculty side of the
campus, CMU has implemented a
watered-down, agentless version of
NAC, precisely because it is too com-
plex to enforce.
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NAC implementations
get a bad rap. They
take longer than
expected, cost more
than anticipated.



“We have no real way to deal with
guests and corporate speakers who
come in. In order to do it, you would
have to say that anybody who comes
anywhere on campus and cannot reg-
ister would call the help desk, and we
don't have the resources to support
something like that,” Laus says.
If somebody on the faculty side fires

up a server that does virtualization,
a departmental tech will notify Laus
and “I will take the port out of the
system and make an exception.”
The two-tiered system at Central

Michigan extends to keeping
machines current. Students are forced
to re-register every semester. Not so
faculty and administration, Laus says.
“That could be another 30-minute

conversation, persuading people to do
it and finding a way to do it in a way
that does not interrupt the user.” Now
if a faculty machine falls out of com-
pliance, it just gets kicked out of
school. �

LINDA TUCCI is a senior news writer
for SearchCIO. com.Write to her at
ltucci@techtarget.com.
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