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Executive Summary 
In the 12 months since the last publication of this report, there has been a considerable increase in the 

number of data breaches in the United Kingdom. In May 2009, the Information Commissioners Office 

(ICO) published findings that show 516 significant breaches had been reported since November 20071; 

over 140 of these breaches in the last 6 months. The consequences of these breaches have become 

well known to the British public, with regulators such as the Financial Services Authority (FSA) imposing 

heavy fines as well as the undoubted reputational damage suffered by public brands. Research by The 

Ponemon Institute revealed the average cost of a 2008 data breach reached £60 per record 

compromised. On average these U.K. data breaches cost £1.73 million.2 In addition to these existing 

threats, companies are concerned about the potential risk of highly valuable customer data walking out 

of the door with disgruntled employees in the current economic downturn.3 

To defend customer data and mitigate the potential consequences of a breach, public and private sector 

organisations are encrypting sensitive data. For organisations impacted by a data breach, increasing the 

use of encryption is the most often used technology to prevent another breach from occurring in the 

U.K.4 

This 2009 study by The Ponemon Institute, sponsored by PGP Corporation, focuses on identifying 

trends in encryption use, planning strategies, budgeting, and deployment methodologies in enterprise 

IT. 615 U.K.-based IT and business managers, analysts, and executives participated in this third annual 

survey. 14 percent of respondents were at director level or higher, and 57 percent were at the manager 

level or above. 

As the use of encryption throughout organisations becomes more prevalent, this leads to further 

questions about the strategy that lies behind these decisions: Why are enterprises using encryption? 

What encryption applications are in use? How are organisations planning for encryption? Can the 

adoption of an encryption strategy reduce the risk of a data breach? How are organisations budgeting 

for encryption? How much are organisations spending on key management? What type of encryption 

approach do they prefer? Are leading IT organisations adopting a strategic approach to encryption, as 

might be expected? How do organisations react to the introduction of new mobile devices into the 

corporate infrastructure? 

To understand how organisations are performing and identify IT leaders, The Ponemon Institute 

continues to track the index of an organisation’s IT security effectiveness known as the Security 

Effectiveness Score (SES). The SES is based on respondents’ self-evaluation of their IT organisation 

across 24 attributes and is used throughout the study to answer questions, make comparisons, and 

identify trends. 

 

 
 

                                                
1 http://www.ico.gov.uk/upload/documents/library/corporate/research_and_reports/breach_notification_ 

spreadsheet_apr09.pdf 
2 The Ponemon Institute, “2008 Annual Study: U.K. Cost of a Data Breach”, February 2009 
3 McAfee, Unsecured Economies report 
4 Ibid. 
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Key Findings 

 
• More than half (57%) have fully executed or just launched the implementation of data 

encryption technologies. Forty-three percent are in the process of implementing 
encryption: To determine the maturity of an organisation’s IT security and data protection 

program we asked respondents what activities they have fully executed, just launched or in the 

process of developing. While more than half (57%) are using encryption technologies at some 

level, 43% are in the process of introducing encryption to their organisation. In the 2008 study, 

60% had a fully executed or just launched encryption program.  

In 2009, more organisations have a fully launched data archive and e-discovery systems (67% 

fully executed and just launched) and endpoint device control technologies (58% fully executed 

and just launched). This was consistent with the 2008 study which showed that 66% of 

organisations had a fully executed and just launched data archive and e-discovery program 

and 59% had fully executed and just launched endpoint device control technologies.  

• Data Breaches continue to be a huge problem: 70% of organisations surveyed had had at 

least 1 data breach in the last 12 months, up from 60% in the 2008 report. Nearly half the 

organisations (47 percent) suffered two or more data breaches in the past year. Of these less 

than half (43%) were publically announced; there was no legal or regulatory requirement 
to disclose the remaining 57% of incidents. 

• A strategic approach to encryption reduces the instance of data breach: No organisation 

with an enterprise-wide approach to had suffered more than 1 data breach in the last 12 

months, whereas organisations with no encryption strategy accounted for all the organisations 

that suffered 5 or more data breaches (12%). 

• The use of encryption in organisations has stayed fairly consistent over the past two 
years: File server encryption, followed by virtual private networks (VPNs) and database 

encryption are the top uses in 2009. In the 2008 study it was file server encryption followed by 

database encryption and full disk encryption. We did not include VPNs in the 2008 study. Least 

used in 2009 are VOIP, mainframe and virtual volume encryption. In 2008, least used types of 

encryption were VOIP, native disk drive and USB flash drive encryption.  

• A large percentage (40%) of respondents report their organisation still does not have an 
encryption plan or strategy: In 2009 and 2008, 21% and 24% respectively reported that their 

organisations have a limited encryption plan or strategy for certain types of sensitive or 

confidential data such as credit card accounts. The percentage of organisations that have an 

overall encryption plan or strategy that is applied consistently across the entire enterprise has 

increased from 14% in 2008 to 19% in 2009.  

• A large percentage (58%) of respondents recognize the importance of enterprise 
encryption key management: Building on from 2008’s survey, where organisations planned 

to spend 33% of their total encryption budget on key management solutions. This shows the 

growing acceptance of the need for enterprise key management solutions. 
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• NEW - Data protection is an important part of an organisation’s risk management 
efforts: For the first time, we asked how data protection relates to the organisation’s risk 

management efforts. 61% of respondents report that is a very important or important part of 

risk management and 29% say it is unimportant and 11% are unsure.  

The most important priorities for their organisation’s enterprise data protection program are 

protecting sensitive or confidential data at rest (storage) and protecting data in motion 

(transfer). These were also the two most important priorities in 2008.  

• NEW - Encryption of data on mobile data-bearing devices used by employees is very 
important or important to a majority of respondents: More than 51% of respondents say it 

is very important or important to encrypt employees’ mobile devices and 47% believe that it is 

very important or important to provide end-to-end email security for Windows Mobile 6.0/6.1 

Professional Edition.  

• The percentage of organisations using the platform approach to managing encryption 
solutions has remained about the same. However, 85% would strongly recommend or 
recommend the platform-based approach if it reduced the cost of acquiring, deploying 
and managing encryption applications: The use of the platform approach has increased 

from 13% in 2008 to 14% in 2009. An overwhelming 90% of respondents who use the platform 

approach say that it increases the effectiveness and efficiency of their IT security program. 

Eighty-five percent of those who currently do not use the platform approach would consider 

using it to manage their company’s encryption solution across the enterprise.  

The primary benefits of the platform approach to managing encryption across the enterprise 

include supporting the development of a strategic encryption strategy, reducing operational 

costs and eliminating redundant administrator tasks. These were cited in the 2008 study as 

being the primary benefits as well.  
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Conclusion 

As can be seen from the results of this survey, data breaches continue to impact more than half of UK 

businesses. What is equally important is that more than half of these breaches are never publically 

disclosed (57%), meaning that the figures reported by the ICO represent the tip of the iceberg. What is 

also clear is that the strategic use of data encryption technologies has been proven to reduce this risk of 

breach, with no organisation with an ‘enterprise wide approach’ to encryption having suffered more than 

one data breach in the last 12 months, a statistically significant factor. Information security professionals 

also recognise the risk posed by new devices and applications to an already complex infrastructure 

Information security professionals in the United Kingdom have clearly recognised the importance of 

encryption as part of an enterprise-wide data protection strategy. This survey reflects that growing 

awareness and the growing concerns about the proliferation of applications and devices that require this 

level of protection. As companies in the UK and elsewhere look to roll out additional services to enable 

mobile computing, communicate with partners and suppliers securely and to increase business 

efficiencies, they run the risk of constantly creating more encryption keys, and therefore more risk. 

With almost half of the respondents (49%) including encryption as a solution area earmarked in the 

2009 budget – this is a problem that is on the rise, particularly as only 18% have key management 

initiatives budgeted in the 2009 budget. 
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Introduction 
The landscape for data protection in the United Kingdom has changed considerably since the publication 

of last year’s survey. Growing consumer awareness of the risks posed by identity theft has resulted in 

tougher action from the various regulators, including increased powers to spot check and fine for the 

ICO, and a continued willingness to prosecute offending financial services organisations by the FSA. 

Multinational businesses also are faced with the burdensome costs of notifying affected customers in 

countries such as the United States. The European Union is in the process of rolling out mandatory 

breach reporting for Telcos and ISPs and has expressed its willingness to roll this out to all industry 

sectors, similar to regulations now found in 46 U.S. states. 5, 6 

These outcomes continue to have significant financial consequences. The Ponemon Institute examined 

the costs incurred by companies after experiencing a data breach in 2008. The research showed that the 

average total cost—including notification costs, loss of customers, and increased difficulty in acquiring 

new customers—was £1.73 million per breach.7 With over 500 public incidents of data breach in the last 

20 months, this has become a very real problem effecting both public and private sector bodies.8 

This need to secure data extends outside of the traditional network. In the current economic climate, 

organisations are looking to reduce their operational costs and improve their IT efficiencies. Often this 

has resulted in the increased use of outsourcers and also different application delivery models, 

particularly Software-as-a-Service (SaaS) or ‘Cloud’ computing applications. These external providers 

change the data landscape ever more dramatically and force IT organisations to take a ‘data-centric’ 

approach to information security. The Cloud Security Alliance (CSA) has highlighted these significant 

risks in its recent security guidance report, which identifies encryption and key management as areas for 

concern.9  

As the strategic use of encryption grows both within and outside of the enterprise, then the approach 

chosen to roll out becomes more crucial. The choice is between the silo approach, with companies 

deploying and managing separate encryption products for each application or device to protect, or the 

platform approach, where organisations look to establish a central infrastructure for the creation, 

distribution, control and management of multiple encryption applications and the keys associated with 

them.  

This latter approach potentially allows companies to scale their security to meet the new business needs, 

whilst still ensuring they meet the necessary audit requirements, the questions remain: where do IT 

organisations stand with their encryption implementations, how are they budgeting for encryption, are 

they interested in a platform approach, and what are their plans for enterprise key management? 

                                                
5  European Parliament legislative resolution of 6 May 2009 on the common position adopted by the 

Council with a view to the adoption of a directive of the European Parliament and of the Council 
amending Directive 2002/22/EC on universal service and users" rights relating to electronic 
communications networks, Directive 2002/58/EC concerning the processing of personal data and the 
protection of privacy in the electronic communications sector and Regulation (EC) No 2006/2004 on 
cooperation between national authorities responsible for the enforcement of consumer protection laws 
(16497/1/2008 – C6-0068/2009 – 2007/0248(COD))(section 45b) 

6  National Conference of State Legislatures, http://www.ncsl.org/programs/lis/cip/priv/breach06.htm 
7  Ibid 
8  http://www.ico.gov.uk/upload/documents/library/corporate/research_and_reports/breach_notification_ 

spreadsheet_apr09.pdf 
9  http://www.cloudsecurityalliance.org/guidance/csaguide.pdf 
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Study Overview & Methodology 
The purpose of this study by The Ponemon Institute is to identify trends in encryption planning and 

deployment preferences among U.K. IT organisations. The study surveyed 615 U.K.-based IT and 

business managers, analysts, and executives employed in corporate IT departments. The questions 

focused on how they plan and manage encryption at their companies, whether or not they feel their 

organisations’ security efforts are effective, and their interest in new deployment frameworks and 

methodologies. 

The randomly selected sample was built from lists of information security professionals. In total, 8776 

subjects were invited to participate in the survey, resulting in 615 usable responses. Only surveys that 

passed reliability tests were used in the final sample. This final sample represents a 7 percent net 

response rate. 

Data was captured through a secure extranet site survey instrument, and The Ponemon Institute paid 

respondents nominal compensation for their time. The margin of error on all adjective or ordinal 

responses is ≤ 4 percent for all completed items.  

Following are demographics and organisational characteristics for respondents. Table 1 the self-

reported organisational level of respondents. The majority of sample respondents are at the manager 

(43 percent) or director (10 percent) levels, respectively. 

Position Percentage 

Vice President 4% 

Director 10% 

Manager 43% 

Staff/Technician 26% 

Other 18% 

Table 1: Study participants by position 

 

On average, respondents have more than 12 years of experience in the information security field, and 

more than 6 years’ experience in their current position. In total, 79 percent of respondents are male and 

21 percent are female. Although results are skewed on the gender variable (more male than female 

respondents), this situation is consistent with known demographics about the information security 

industry in the United Kingdom.  
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Table 2 reports the distribution of respondents by major industry classification. 

Industry (Top 10) Percentage 

1. Government 19% 

2. Financial Services 17% 

3. Manufacturing 10% 

4. Education 9% 

5. Healthcare & Pharma 8% 

6. Consumer Products & Retail 8% 

7. Hospitality & Leisure 7% 

8. Technology & Software 6% 

9. Professional Services 5% 

10. Energy 3% 

Table 2: Top 10 respondent industry classifications 
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Key Report Findings 
Why companies use encryption. Over the 12 months since the last Encryption Trends report was 

published, the general awareness of data breaches and their impact has continued to grow in the U.K. 

New legislation has strengthened the powers of the regulators and consumers are much better informed 

of the potential risks.10 The largest driver to the use of encryption is to ensure that privacy commitments 

are honoured.   Complying with privacy or data security regulations comes in at 65 percent and this is 

reflected in Figure 1. The whole issue of ‘reputational damage’ effecting a company’s bottom line 

continues to carry weight with organisations, where we see that protecting brand has risen from 37 

percent in 2008 to 45 percent in 2009. However the area of least interest to UK security professionals is 

the avoidance of notification following a breach, only 3 percent, perhaps unsurprising given the ongoing 

lack of formal notification requirements. 

Out of the 65 percent of organisations using encryption to comply with data privacy requirements, 51 

percent are using encryption to comply with E.U. Data Privacy Directive requirements. This and the 

other data privacy regulations driving the use of encryption are detailed in Figure 2 on page 11. In a new 

twist this year, the second most influential reason to use encryption was Payment Card Industry (PCI 

DSS) requirements.  (17% of participants in this year’s survey work in the financial services industry).   

 

Figure 1: Top reasons why organisations encrypt sensitive/confidential data 

 

                                                
10 http://www.justice.gov.uk/news/newsrelease160708b.htm 
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Figure 2: Top reasons why organisations use encryption to address data privacy compliance 

 
Strategic use of encryption continues to progress: Organisations recognise that the strategic 

deployment of encryption is a goal to reach towards. As companies transition their businesses to meet 

new and increasingly difficult market conditions, a strategy that considers data ‘at rest’, ‘in use’ and ‘in 

motion’ will safeguard their confidential information. However a worrying amount of organisations still 

have no strategy around the use of encryption technologies. 

Figure 3 on page 11 shows that just as in 2008 the majority of respondents, or 60 percent, have some 

type of encryption plan. The number of organisation planning strategically for their encryption needs 

grew by 4 percent. 19 percent of organisations surveyed now have an encryption strategy applied 

consistently across the organisation, up 10 percent from 2007. 
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Figure 3: Encryption strategy and implementation 

 
Leading IT organisations plan strategically for encryption. Further analysis continues to show that 

the organisations with the most effective security programs (highest SES and statistically significant 

above the U.K. average) have taken a strategic approach to encryption. And the more effective the 

organisation, the more comprehensive and consistent its encryption plan. As Figure 4 on page 12 

illustrates, companies with ineffective security programs are not planning strategically for encryption. 

 

Security Effectiveness Scores (SESs) reflect the confidence levels of IT security practitioners with respect to their 

organisation’s overall security and internal controls. Scores are based on the average of individual responses made 

to 24 attributes considered critical to the success of IT security. (The list of these attributes can be found in the 

Appendix on page 26.) The highest-possible SES for a respondent’s organisation is +2 and the lowest is -2.  

For 2009 the average SES increased to 0.444 from 0.434 in 2008 from 0.390 in 2007. Overall, respondents 

continue to feel their IT security programs are improving. 
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Figure 4: IT leaders (high SESs) plan more strategically for encryption use 

 
Data breaches numbers continue to grow, number of incidents rise. Does an enterprise encryption 

strategy make a difference? Over the past 12 months, 70 percent of organisations surveyed suffered at 

least one data breach, up from 60 percent in the previous report. Nearly half the organisations (47 

percent) suffered two or more data breaches in the past year as shown in Figure 5 on page 13, up from 

29 percent in 2008).  
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Figure 5: Number of data breaches over the last 12 months 
   Respondents reporting the number of breaches that occurred in their organisations 

 

Figure 6 on page 14 shows that as the ratio of enterprise encryption strategy vs. partial strategy vs. no 

strategy increases, a trend is emerging that shows a reduction in data breaches based on the encryption 

strategy employed. The under reporting of data breaches may contribute to the current inability to find a 

statistically significant result. However, the implementation of an enterprise-wide encryption strategy 

does appear to qualitatively reduce the risk of a data breach. Organisations with an encryption strategy 

may therefore be less likely to incur the financial impact of a data breach and are likely more 

profitable.11 

                                                
11 Overall corporate performance and industry operating margins considered equal for the purpose of 

analysis. 
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Figure 6: Comparison of encryption strategy approaches and data breaches over the last 12 
months 
    
Organisations recognize importance on data loss: Table 3 shows that security professionals 

acknowledge the risk posed by data loss to the organisation, with 94 percent of respondents rating this 

as either severe or very severe, other data security threats that rated highly included malicious 

employee attacks (93 percent), cyber security attacks (90 percent) and the ongoing problem of social 

engineering (86 percent). 

 Very Severe Severe Not Severe 

Loss or theft or confidential or sensitive information 49% 45% 6% 

Economic espionage 55% 22% 23% 

Social engineering 29% 56% 14% 

Malicious employee attacks 59% 34% 7% 

Cyber security attacks 53% 37% 10% 

Surreptitious download of malware, virus, worm or Trojan that 
penetrates your company’s network or enterprise system 

25% 33% 42% 

Use of insecure cloud computing applications or platforms 53% 32% 16% 

Virtualization opens access to unauthorized parties 63% 11% 26% 

Insecure mobile devices connect to y our company’s network or 
enterprise system 56% 21% 23% 

Average 49% 32% 18% 

Table 3: Relative severity of data security threats 
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Companies are using more encryption applications. Figure 7 shows the percentage of respondents 

reporting consistent encryption use in various application categories generally increased. Tape backup 

and email encryption saw the greatest percentage increase in use over last year’s report, with tape 

backup remaining the encryption application used most often (15 percent). Mobile data encryption 

applications such as laptop encryption are also important, used consistently in 11 percent of 

organisations. The slight drop in this number in 2009 can be explained by the separation of 

smartphones for the latest report (9 percent encrypted). 

The increasing use of encryption can put a strain on IT organisations that have taken a silo approach. 

As they add encryption applications to address new technologies, they must undertake more repetitive 

tasks, shoulder higher operational costs, and support a more complicated encryption strategy. 

 

Figure 7: Enterprise encryption use by application type 
   Respondents reporting encryption application used “most of the time” 

 

Organisations recognize importance of mobile devices: The increased mobility of the workforce has 

resulted in the spread of smartphones, enabling mobile access to applications such as email, CRM, 

ERP and other core business functions. The security implications of this can be seen in Figure 8 on 

page 16, where more than half the respondents (51%), considered the data residing on these devices to 

be either important or very important 
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Figure 8: Importance of data on mobile-bearing device 

 
Key management initiatives strongly funded in 2009. As organisations continue to roll out encryption 

across the enterprise, the importance of managing keys grows. Key management, including the active 

management of encryption key lifecycle, policy, and reporting, enables user account provisioning, 

encryption application operation, corporate access to encrypted data, and ongoing reporting for 

compliance.  

Although the relative total budget amount remains similar (81 percent in 2009 versus 80 percent in 

2008), there is a growth in organisations investing strategically in key management solutions (28 percent 

investing 40 percent or more of their total encryption budget in 2009, against 25 percent in 2008) 
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Figure 9: Percentage of 2008 encryption budget earmarked for key management 

 
Single enterprise vendor for key management preferred. Products for key management are 

available that address only a single encryption key type (e.g. disk encryption or tape backup) or manage 

different types of encryption keys for different applications (this approach is commonly referred to as an 

encryption platform approach) in a single platform. In this survey, 48 percent of organisations expect to 

deploy a single enterprise-wide key management solution or deploy a single vendor’s key management 

solution for different purposes in 2008 (see Table 4 below). Only 24 percent of organisations are 

seeking a tactical key management product for just one encryption application. 

Benefit Total % FY 2009 FY 2009 

Single enterprise-wide solution 34% 36% 

Single vendor solution for different purposes 14% 13% 

More than one product from different vendors 28% 27% 

One point key management application 24% 24% 

Table 4: Enterprise preference for key management purchases in 2008 
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Automated operations are key platform benefit. Survey respondents were asked to study a definition 

of an encryption platform, provided in the Appendix on page 23, which speaks to the ability to centrally 

manage and deploy multiple encryption applications with consistent policy enforcement instead of 

making inconsistent usage and policy decisions for separate encryption applications. 

After reading this definition, respondents rated the importance of the following six significant 

characteristics of the encryption platform approach: 

1. Encryption policy enforcement is automated across all applications 

2. Key encryption management activities are automated 

3. Encryption tools integrate with third-party applications 

4. Encryption program is administered through one interface for all applications 

5. Administrators install management interface only once, adding other encryption applications, 

as needed 

6. Encryption keys are managed 

Figure 10 shows respondents’ feedback. The bars represent the percentage of respondents that found 

the features “important” or “very important”.  The significance of key and policy management 

enforcement across applications and devices can be seen here, with response rates of 65 and 59 

percent respectively.  

 

Figure 10: Respondents rate interest in encryption platform attributes 
   Respondents reporting encryption platform features as “important” or “very important”  

 



2009 Annual Study: U.K. Enterprise Encryption Trends   
 

 19 

Consistent Policy across applications seen as key driver: The advantages of being able to set a 

consistent policy to cover role, destination, risk, location and many other areas is rightly recognised as a 

hugely significant benefit of deploying an encryption platform as is seen in Figure 11. This increases 

efficiencies and minimises security risks.  

 

Figure 11: Primary benefits of an encryption platform approach 
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Report Conclusions 
The 2009 Encryption Trends survey represents something of a shift in attitude in the security 

departments of UK companies. Driven by the need to safeguard employee and customer data, as well 

as protecting valuable intellectual property, organisations are adopting ‘data centric’ strategies to 

information assurance. The continual rise in public data breach incidents, combined with the growing 

aggressiveness of both local and global regulators, suggest that this trend will continue. 
Leading IT organisations have already started taking a strategic approach to data security. The 

increased need for data protection across email, mobile devices, file servers, and backups will lead 

other organisations to adopt the same strategic approach 

Organisations recognise that data protection is an important part of their risk management strategy, and 

that protecting data both ‘at rest’ and ‘in motion’ is vital. This organisational approach is why 85 percent 

of the respondents would strongly recommend or recommend the platform-based approach to 

encryption as a way of ensuring a strategy approach to enterprise data protection. 
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About PGP Corporation 

PGP Corporation is a global leader in email and data encryption software for enterprise data protection. 

Based on a unified key management and policy infrastructure, the PGP® Encryption Platform offers the 

broadest set of integrated applications for enterprise data security. PGP® platform-enabled applications 

allow organisations to meet current needs and expand as security requirements evolve for email, 

laptops, desktops, instant messaging, PDAs, network storage, file transfers, automated processes, and 

backups. 

 

PGP® solutions are used by more than 100,000 enterprises, businesses, and governments worldwide, 

including 95 percent of the Fortune® 100, 75 percent of the Fortune® Global 100, 87 percent of the 

German DAX index, and 51 percent of the U.K. FTSE 100 Index. As a result, PGP Corporation has 

earned a global reputation for innovative, standards-based, and trusted solutions. PGP solutions help 

protect confidential information, secure customer data, achieve regulatory and audit compliance, and 

safeguard companies' brands and reputations. Contact PGP Corporation at www.pgp.com or +44 208 

6066000. 
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Appendix 
 

Definition of an Encryption Platform Approach  

An encryption platform reduces the complexity of protecting business data by enabling organisations to 

deploy and manage multiple encryption applications from a single console. A platform-based solution 

allows organisations to quickly deploy encryption for new applications, as needed. For example, a 

company can deploy email encryption. Then, it might choose to deploy whole disk encryption clients to 

all laptop users. Subsequently, the platform provides solutions for deploying end-to-end storage 

encryption for engineering, human resources, finance, legal, and other core functions that use sensitive 

or confidential information. The entire deployment is managed from a single administration interface 

using centrally defined encryption policies to automate encryption and add new users and applications, 

as needed. 
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PGP® Solutions  
PGP Corporation has developed the PGP® Encryption Platform to protect confidential information from 

data breaches, regulatory notification requirements, and resulting remediation costs. As part of an 

enterprise data protection strategy to defend data wherever it goes, this unified platform allows IT 

organisations a simple, cost-effective way to provide data security to all internal departments and 

external partners that handle confidential information.  

The PGP Encryption Platform allows for central management with automatic operation, email 

infrastructure transparency, and removal of laptop/desktop, gateway/server, and mobile/wireless 

encryption silos. It meets business unit requirements for customer privacy, competitive protection, 

supply chain integrity, and “brand insurance” against public breaches – without disrupting users. 

Once deployed, the PGP Encryption Platform is capable of provisioning encryption applications in a 

combination of gateway and endpoint locations. This “deploy-once, enable-over-time” approach allows 

enterprises to address their greatest risks today and grow into a comprehensive security solution.  

 

 

Figure 12: PGP Encryption Platform and solutions 

 

Current PGP encryption applications: 

• PGP® Whole Disk Encryption: encrypted full disk, files, folders, USB drives, and external 

backups 

• PGP® NetShare: encrypted files and folders stored on network file servers 

• PGP Universal™ Gateway Email: gateway encryption and digital signatures 

• PGP® Desktop Email: desktop encryption, digital signatures, file shred, and IM encryption 
• PGP® Endpoint: granular, policy-based control of devices and applications 

• PGP® Mobile: comprehensive data encryption for mobile devices 

• PGP® Portable: self-contained encryption for removable storage devices or optical media 

• PGP® Support Package for BlackBerry®: PGP encryption on BlackBerry handheld devices 

• PGP® Command Line: encryption for automated processes and file transfers  

• PGP® Software Development Kit: encryption for customized, internal applications 
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The PGP Encryption platform is an automated, server-based architecture that centrally handles all key 

management, corporate encryption policy, and network infrastructure interaction. It manages both 

gateway and client encryption applications, providing an authoritative set of encryption policies that are 

automatically and consistently enforced for all users. Automatic encryption and decryption means no 

user training, minimal IT resource impact, and low operational costs. Its proxy-based design installs 

without disruption to existing network architectures and easily expands to meet future risks to data 

security.  

PGP Corporation sets the standard for verifying that no backdoors or secret access exists in its product 

software. The company is the only commercial security vendor to publish source code for peer review. 

PGP source code has been downloaded more than 100,000 times. The PGP Encryption Platform was 

one of only 12 innovations identified by a panel of experts to receive The Wall Street Journal 2007 

Innovation Award. PGP Whole Disk Encryption and PGP Desktop Email are both SC Magazine “Best 

Buy” products, winning against competing point solutions in hands-on group tests. 
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Security Effectiveness Score 

The following 24 attributes are used to describe an effective IT security based on responses from survey 

participants. These attributes comprise an organisation’s Security Effectiveness Score (SES). 

 
1. Identify major data breaches involving 

sensitive or confidential information  
13. Demonstrate the economic value or other 

tangible benefits of the company's IT 
security program 

2. Determine the root causes of major data 
breaches involving sensitive or confidential 
information  

14. Ensure minimal downtime or disruptions to 
systems resulting from security problems  

3. Know where sensitive or confidential 
information is physically located  

15. Comply with legal requirements and policies 
(including privacy laws and statutes) 

4. Secure sensitive or confidential data at rest  16. Conform with leading self-regulatory 
requirements such as ISO 17799, PCI, and 
others 

5. Secure sensitive or confidential data in 
motion 

17. Prevent or curtail viruses, worms, Trojans, 
and spyware infections 

6. Secure endpoints to the network 18. Perform timely updates for all major security 
patches 

7. Identify system end users before granting 
access rights to sensitive or confidential 
information 

19. Control all live data used in systems 
development activities 

8. Protect sensitive or confidential information 
used by outsourcers (including third parties, 
affiliates, and business partners)   

20. Enforce corporate policies, including the 
termination of employees or contractors 
who pose a serious insider threat 

9. Prevent or curtail major data breaches 
involving sensitive or confidential 
information 

21. Attract and retain high-quality IT security 
personnel 

10. Prevent or curtail hacking attempts to 
acquire sensitive or confidential information  

22. Training and awareness program for all 
system users 

11. Prevent or curtail denial-of-service attacks 23. Conduct independent audits of the system 

12. Limit physical access to data storage 
devices containing sensitive or confidential 
information 

24. Consistently manage security program 
administration 

 
 
 

 


