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ANTIMALWARE, software that prevents malicious attacks on networks and systems, is
a must-have at most organizations. The potential for damage from worms, Trojans,
keystroke loggers, rootkits and more, is so great that the majority of businesses require
antimalware to be installed on all host devices. And the negative impact from malware
is perceived as so threatening that many regulations and standards (HIPAA, PCI-DSS)
call it out specifically.
But while antimalware installs are straightforwardly non-negotiable, the choices

facing corporate anti-malware buyers are almost labyrinthine in their complexity.

SORTING OUT
Host-Based
Antimalware

Choices
Companies face complicated buying decisions when
it comes to buying host-based antimalware, starting
with whether to purchase a protection suite, and

what to include in that all-in-one package.
BY D I ANA KE L L EY
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Is it better to purchase an all-in-one antimalware suite for comprehensive protection
against traditional and Web-borne viruses and malicious code? Or best-of-breed?
Do non-Windows operating systems (e.g. Linux and MacOS) require antimalware?
And how well should the antimalware solution integrate with other security controls—
does it need to work with network access control (NAC), security information
management (SIM), or identity management solutions into order to be effective?
All great questions and the answers will vary based on specific organizational

needs. What follows is a quick guide to the most important options for your
organization to consider before making you next antimalware purchase. To keep
the guide focused, we’ve narrowed the meta-requirements down to host-based
antimalware for large to medium organizations.

Multifunction antimalware agents
simplify management and installation
Although it’s still possible to purchase single purpose antimalware solutions, most
companies find it’s easier to combine a number of functions into a single agent.
The benefits of a single agent include a smaller installation footprint and a single
point of control for policy management. Names for these combined-function
agents include: security suites, endpoint security, and total protection. A bare
minimum of what’s in a standard antimalware suite
include: antivirus scanning, antispyware scanning,
and a personal firewall. These kinds of endpoint secu-
rity suites are mature and have been offered by major
players in the antimalware market for a number of
years.
Taking the multifunction antimalware agent to

the next level, some companies are offering additional
security controls including: full NAC integration
(with quarantine and patching support), file encryp-
tion, DLP (data loss prevention) functionality, Web
2.0 (e. g. cross-site request forgery and cross-site
scripting attacks) and browser protection, and mes-
saging hygiene with antispam and instant messaging
filtering. While these agents provide additional con-
trols, more controls aren’t always better. Does your organization need these extra
controls? Are they being implemented elsewhere in the environment already?
Many organizations are already using messaging hygiene solutions in the cloud
and at the email perimeter. Also, most mail clients include some junk mail filtering.
Does your organization require additional filtering? Or is the current solution
set sufficient?

Bottom Line:Multifunction antimalware agents are the popular choice in
today’s medium to large organizations for a reason—they join host protection
features in a single install agent. Consider carefully whether a basic antimalware
agent provides the right level of coverage, or if your company needs one that
includes a full spectrum of host protection.

Although it’s still
possible to purchase
single purpose anti-
malware solutions,
most companies
find it’s easier to
combine a number
of functions into
a single agent.
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Consider the performance impact of antimalware agents
You should run tests of antimalware agents before purchasing them and determine
the configuration for optimal performance before deploying them. Agents that are
too process heavy can cause unacceptable slowdowns on users’ machines. Intrusive
or poorly configured agents can interfere with the user experience and lead to
“warning fatigue syndrome”where users robotically
click “OK” to close a warning window because they
don’t have the time to read the message. Overly
restrictive configurations may interfere with business
critical functions such as installing new applications
and system updates. Also confirm that the proposed
antimalware solution does not interfere with opera-
tional management functions, such as automated
backups and WoL (wake on LAN).
Of course a completely unobtrusive agent isn’t

worth much if it isn’t actually stopping malware.
Many computer magazines publish annual reviews
and bakeoffs of antimalware effectiveness. But few of
them are fully transparent regarding test plans and
practices. Also, some reports are actually sponsored
by a single vendor. Look for bake-offs that are upfront about testing methodologies.
And keep an eye on the standardization work going on over at the Anti-Malware
Testing Standards Organization (www.amtso.org).
The influx of smartphones and netbooks means that most organizations are

doing traditional PC work on a variety of mobile devices. And more employees
are bringing their Macs and Unix notebooks to work either physically or remotely.
Even if a company has standardized on Windows, chances are there’s still a fairly
heterogeneous mix of older and newWindows systems on the extended network.
If equal, or near equal, protection isn’t extended to all systems in use, data expo-
sure could result. If other controls restrict data storage on mobile devices and non-
standard OSes, extending antimalware coverage may not be required. But in most
cases, medium and large organizations will need to look for antimalware solutions
that can cover a variety of different platforms.

Bottom Line:Make sure the antimalware solution will work with network and
business operation needs. Look to standards-based reviews for the most objective
assessments. Ensure the user experience is acceptable with pre-deployment testing
and determine required coverage for non-Windows systems. Don’t forget emerging
systems like netbooks and smartphones.

Managing and integrating antimalware
Host-based antimalware installations in medium to large size organizations can
number in the tens of thousands of agents. Managing these agents, and security
policies, would be a nightmare without some kind of comprehensive, centralized
management framework. There are two key options to consider: standalone and
operational. In a standalone solution, the management solution works only with

You should run
tests of antimalware

agents before
purchasing them
and determine the
configuration for

optimal performance
before deploying

them.

www.amtso.org


the antimalware agents. Operational management solutions work with the anti-
malware agents and other agents such as identity management and vulnerability
management. Operational management solutions may also work with other systems
on the network including gateways and servers. Some antimalware vendors offer a
hybrid set of management—their agents can be managed by their own console but
also have hooks allowing them to be managed by operational management systems.
Companies making use of full-spectrum antimalware agents and identity-based

controls for DLP, vulnerability management/patching, NAC and other policy
enforcement initiatives may need to look for agents that can integrate with systems
and architectures already in place. For example, a company may have set a policy
for a power user that allows installation of new software when connecting from the
main corporate office or home but not when connected via a public Wi-Fi hotspot.
If the antimalware agent includes a personal firewall with policy rules governing
installation, the agent must sync up to the configuration management database or
LDAP database that management installation policy entitlements.
Additional policy considerations are hierarchical flexibility and expert guidance.

Hierarchical flexibility allows organizations to set policy baselines from a central
point and then allows business units, subsidiaries, or departments, to tune the
policy more strictly according to their own needs. Expert guidance type functions
include templates or wizards that recommend configuration settings based on
standards and regulations.
Perhaps the highest level of integration between operating system and antimal-

ware are the security controls embedded directly in the platform. Microsoft
includes aWindows Security Center (may be renamed to Action Center inWindows7)
in post XP SP2 systems. Security Center includes a host-based firewall and ability to
plug-in third party antivirus solutions; Vista’s Security Center also includes Win-
dows Defender for antimalware with a focus on spyware and user access controls
(UAC). Microsoft also offers Forefront Client Security that is tightly integrated
with WSUS and will be replaced by the next-generation of Forefront, codename
Stirling, an integrated security suite that shipped in beta on VHDs at the end of
August and is slated for general availability some time in 2010. Stirling has not
been through extensive testing and is not currently GA, taking it out of the run-
ning for serious buyers consideration in 2009 and early 2010.

Bottom Line: Antimalware is a critical part of an organization’s security frame-
work and needs to be managed in a reliable way. For most companies, this means
centralized management and support for systems even when not connected to the
home network. Deeper integration with other solutions such as NAC and identity
management may be desirable, but only for companies that have a clear implemen-
tation plan. It doesn’t make sense to pay for extra features that won’t be used. And
finally, while Microsoft has made excellent strides in providing antimalware and
host-firewall features via the Security Center, using a third-party antimalware solu-
tion in addition to the security controls provided by Microsoft is advised for most
companies.w

Diana Kelley is founder of consultancy Security Curve and former vice president and service
director for the security and risk management strategies service at Burton Group.
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Antimalware
HERE IS A PRODUCT LISTING OF ANTIMALWARE SOLUTIONS.

AppRiver
www.appriver.com

Arxan Technologies
www.arxan.com

Astaro Corp.
www.astaro.com

AVG
www.avg.com

Barracuda Networks
www.barracudanetworks.com

BeyondTrust
www.beyondtrust.com

Bit9
www.bit9.com

BitDefender
www.bidefender.com

Blue Coat Systems
www.bluecoat.com

CA
www.ca.com

Check Point Software Technologies
www.checkpoint.com

Cisco Systems
www.cisco.com

Eset NOD32
www.eset.com

Finjan
www.finjan.com

Fortinet
www.fortinet.com

IBM Internet Security Systems
www.iss.net

Kaspersky Lab
www.kaspersky.com

Lavasoft
www.lavasoft.com

McAfee
www.mcafee.com

Microsoft
www.microsoft.com

MicroWorld Technologies
www.mwti.net

Norman Data Defense Systems
www.norman.com

Panda Security
www.panda.com

Purewire
www.purewire.com

Sophos
www.sophos.com

St. Bernard Software
www.stbernard.com

Sunbelt Software
www.sunbeltsoftware.com

Symantec
www.symantec.com

Trend Micro
www.trendmicro.com

Webroot
www.webroot.com

Websense
www.websense.com

Zscaler
www.zscaler.com

www.zscaler.com
www.websense.com
www.webroot.com
www.trendmicro.com
www.symantec.com
www.sunbeltsoftware.com
www.stbernard.com
www.sophos.com
www.purewire.com
www.panda.com
www.norman.com
www.mwti.net
www.microsoft.com
www.mcafee.com
www.lavasoft.com
www.kaspersky.com
www.iss.net
www.fortinet.com
www.finjan.com
www.eset.com
www.cisco.com
www.checkpoint.com
www.ca.com
www.bluecoat.com
www.bidefender.com
www.bit9.com
www.beyondtrust.com
www.barracudanetworks.com
www.avg.com
www.astaro.com
www.arxan.com
www.appriver.com
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• ESET Smart Security 4 - Free Business Edition Trial

• Case Study: See how Dial Global Communications replaced AVG, Symantec, Trend Micro
and Microsoft with ESET ... to find what nobody else could.

• Endpoint Security: Proactive Solutions for Network-wide Platforms (IDCWhite
Paper #216642)
"ESET is pioneering the development of the endpoint security market that is built around
advanced heuristic analysis to identify, analyze, and diagnose malware threats in a
protected virtualized environment. In addition to the core ThreatSense technology, the
company’s Smart Security platform employs advanced heuristic analysis, which includes
behavior based quarantining, and traditional antithreat features to create a comprehensive
endpoint security solution with centralized management."

About ESET

ESET’s state-of-the-art endpoint security solutions combine fast system scans
with the ultimate in proactive protection against both known and unknown
online threats. Increase your security while reducing your TCO with ESET

Smart Solutions
TM
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