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Understanding And 
Mitigating DDoS Attacks
Overview:

The increasing scale, complexity and volatility of the internet may be putting your your business at risk. For 
example, global IP traffic is forecasted to grow threefold (3X) over the next five (5) years1, while Distributed 
Denial of Service (DDoS) attacks increased by over 100% YoY2. 

This increase in DDoS attacks is happening for a variety of reasons. To begin with, it has never been easier or 
cheaper to launch one. In the past it would cost $500 and the attacker would need technical abilities. Today this 
can be done for $5 and is as simple as filling out a form. 

Additionally, the proliferation of the Internet of Things (IoT) and its millions of connected devices has created an 
entirely new delivery mechanism for attacks. In the past, attackers would seek out infected Windows machines. 
Now things like light bulbs, refrigerators, thermostats and cable boxes have become the targets of choice. As IoT 
manufacturers rush to get their new device on your smartphone, they’re rarely thinking about security.

Many of these DDoS attacks are directed at the Domain Name System (DNS), which is fundamental to the 
performance and availability of your website and the success of your online business. By overwhelming your 
DNS infrastructure, malicious attackers can impair your website, tarnish your company’s reputation, and 
impact your bottom line.

To overcome these challenges you need a highly resilient and scalable DNS infrastructure to mitigate today’s 
increasingly sophisticated security threats.

This white paper reviews DNS Denial of Service attack concepts and mitigation strategies.  
You will learn: 

V The critical role DNS plays in the performance of your online business

V Common types of DDoS attacks

V Best practices to protect your DNS infrastructure against DDoS attacks

V Why a managed DNS service is your best defense

1 Source: http://www.cisco.com
2 Source: https://www.akamai.com

http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/vni-hyperconnectivity-wp.html
https://www.akamai.com/us/en/multimedia/documents/state-of-the-internet/state-of-the-internet-report-connectivity-executive-review-q1-2016-akamai.pdf
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Introduction – A Brief Overview Of DNS     

The Domain Name System or DNS is a distributed internet database that, among other things, maps human- 
readable names to IP addresses, allowing users to reach the correct website when entering or following a 
URL. DNS is central to the performance and availability of your website and mobile presence, and the success 
of your online business. Every user’s first interaction with your website begins with a series of DNS queries. 
A contemporary webpage can involve dozens of DNS lookups to scores of distinct nodes. DNS lookups can 
account for as much as 50% of initial page load time. Poor DNS performance can lead to slow page loads, 
customer dissatisfaction, website abandonment, and lost business. 

Additionally, DNS is at the core of any strategy for Internet Performance Management (IPM), which is a 
proactive approach that organizations take to gain the visibility, control and resilience they need to harness 
the internet the same way they do their internal infrastructure and apps. Real-time internet issues require 
real-time action. DNS allows companies to manage traffic to their internet services across multiple cloud and 
content delivery network (CDN) providers.

DNS mappings are maintained in special-purpose servers known as DNS name servers. When a user enters 
your company’s URL, a DNS query is routed to a DNS name server that contains the IP addresses for your 
company’s internet domain3. If your DNS name servers are unresponsive because of a DDoS attack, visitors 
can’t get to your website and you can’t conduct business on the web.     

Denial Of Service And Distributed Denial Of Service

Denial of Service (DoS) is a kind of attack that does just what it says: it prevents a service from working. 
Distributed Denial of Service (DDoS) is a special kind of DoS: the attacks come from all over the internet, so 
that a defender has a hard time responding. DDoS is difficult to diagnose partly because, much of the time 
and especially at the start of the attack, the attack traffic looks normal. There are different sorts of DDoS 
attacks, depending on the kind of service being attacked.

DDoS Attacks Can Impede Your Business

Distributed Denial of Service (DDoS) attacks pose a significant threat to online businesses. An average DDoS 
attack results in about 54 minutes of downtime,4 which can translate to substantial revenue loss. DDoS 
attacks continue to grow in complexity and frequency—the number of DDoS attacks increased by 125.36 % 
from 2015 to 2016.5

Your DNS infrastructure is susceptible to a variety of DDoS attacks. Some assailants may try to attack and 
overwhelm your DNS servers directly. Others may try to exploit your DNS systems to launch attacks on other 
elements of your IT infrastructure, or even on other people’s services. The second kind of attack means you 
can be taken down even though you’re not really the target.

3 In DNS parlance this type of name server is referred to as an authoritative name server. Strictly speaking, authoritative 
responses are cached, so not every single user has to do a lookup at your name server every time; but if your name server 
does not respond, someone is definitely unable to reach you.
4 Ponemon Institute Research Report, November 2012
5 Akamai 2016 State of Internet Security report
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DNS Reflection Attacks

DNS reflection attacks work by flooding a target with bogus DNS responses. In short, a perpetrator implants 
a “bot” on hundreds or thousands of compromised computers.6 Each bot machine issues one or more DNS 
queries, but uses the IP address of the target system as its source IP address (a technique known as address 
spoofing). The DNS service replies to the target IP address (not the IP address of the querying computer).

The effect of the reflection attack is twofold. First, the target system is overwhelmed by thousands or millions 
of DNS query responses (one or more for each bot). Second, the DNS name server is consumed by bogus 
requests and may lack the computational resources or network bandwidth to respond to legitimate queries.

FIGURE 1: DNS Reflection Attack

DNS Amplification Attacks

Amplification attacks work by issuing requests that generate large responses, potentially flooding the 
network. DNS infrastructure is a common target for amplification attacks.

DNS query messages are very small—often under 50 bytes. But a traditional DNS response (such as an 
answer containing an IPv4 address) can be ten times larger than the request. And on the internet today, DNS 
messages can contain lots of other information. (For example, anti-spam technologies include cryptographic 
material.) These extended response messages can be quite large—1 KB or greater (SEE FIGURE 2). 

An individual 1 KB response may not seem particularly troublesome, but DNS is designed to send many 
responses very quickly. Say an attacker issues 100,000 short DNS queries of 50 bytes each (5 MB total). If each 
reply is 1 KB, that’s an aggregate response of 100 MB.

The combination of DNS reflection and amplification attacks can be devastating. The query messages are 
very small, and they come from hundreds or thousands of machines all over the internet, so they appear like 
normal internet traffic. The response messages are large, and are all directed at the target machine.

6 Typically through malware or trojan programs, but also by exploiting poorly secured systems

Attacker

Open DNS ResolversBot Network Target

DNS Request w/ spoofed IP Address DNS Reponse to spoofed IP address 
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FIGURE 2: DNS Amplification Attack

Protecting Your DNS Infrastructure Against DDoS Attacks

Conventional security products like firewalls and intrusion prevention systems can’t protect against complex 
DDoS attacks. In fact, firewalls and intrusion prevention systems themselves are vulnerable to DDoS attacks.

Cloud-based traffic scrubbing services work by steering traffic to a centralized “scrubbing” center, where it is 
inspected, cleaned, and redirected back to the original destination. These services are useful for TCP-based 
traffic, which is connection-oriented and stateful. DNS relies on UDP which is a connectionless and stateless 
protocol. DDoS “scrubbers” for DNS generally either rely on changing internet routing or else on replacing your 
DNS servers for a period of time. In effect, “scrubbers” perform DNS hosting but on an emergency basis. 

If you manage your own DNS infrastructure you can take some basic precautions to mitigate DDoS attacks.

1. Monitor your DNS servers for suspicious activities

The first step in protecting your DNS infrastructure is to monitor your DNS name servers for unusual activity. 
Commercial DNS solutions and open source DNS implementations like BIND provide real-time usage statistics 
that can be used to detect DDoS attacks. Monitoring for DDoS attacks can be a resource-intensive proposition. 
You have to establish a baseline view of your infrastructure under normal operating conditions, and then 
update your baseline from time-to-time as your infrastructure evolves and traffic patterns change.

2. Overprovision your DNS servers

You may be able to thwart small-scale attacks by overprovisioning your DNS infrastructure—engineering the 
server and networking resources to handle higher than anticipated query volumes. Of course overprovisioning 
comes at a price. You are paying for server and network resources that are not normally used. And unless you 
significantly overprovision your infrastructure, this approach is unlikely to be effective.

Attacker

Open DNS Resolvers

Target

Spoofed Request (64 bytes) Large Response (3200 bytes)
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3. Enable DNS Response Rate Limiting

DNS Response Rate Limiting (RRL) helps mitigate your server being part of a reflection attack by reducing the 
rate at which your DNS name servers respond to repeated requests. Many commercial and open source DNS 
implementations support RRL.

4. Implement high availability server configurations

You can protect against DDoS attacks by deploying DNS services on high availability server pairs or clusters. If 
a DDoS attack takes down one physical server, DNS services are re-established on a standby server.

Global Anycast Networks Offer Stronger Protection

The best way to defend against DDoS attacks is to leverage a geographically distributed anycast network. 
Distributed DNS networks can be implemented using two distinct approaches: unicast addressing or anycast 
addressing. The unicast approach is far simpler to implement, but the anycast approach is far more resilient 
to DDoS attacks.

With a unicast approach each of your company’s DNS name servers is assigned a unique IP address. DNS 
maintains a table of your domain’s DNS name servers and corresponding IP addresses. When a user enters 
your URL, the user’s resolver7 picks one of the IP addresses at random to query. 

FIGURE 3: Unicast addressing delivers unpredictable results 

Users initiate queries. The DNS request may be answered by any Point of Presence (PoP) and potentially 
increasing latency.

With an anycast addressing scheme, different DNS name servers share a common IP address. When a user 
enters your URL, DNS returns the collective anycast address for your DNS name servers. The IP network 
automatically routes queries to the “closest” server.8

Anycast provides fundamental security advantages over unicast. Unicast exposes the IP addresses of 
individual servers. Assailants can initiate targeted attacks against specific physical servers or virtual 
machines, and when that machine’s resources are exhausted, the service fails.

7 The client responsible for initiating DNS queries.
8 Technically speaking, the BGP routing protocol employed in the IP network directs the user according to the prevailing 
routing policy at the ISP, which is usually the lowest “hop” count. Each router along the path constitutes a hop and 
introduces delay. The use of anycast can accelerate DNS resolution by minimizing the number of router hops between 
the user and the DNS name server. To reduce delay, routing to the "closest" server doesn't necessarily mean what is 
geographically close, but rather is based on network-topological closeness.

POP POP
POP
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Anycast can help mitigate DDoS threats by distributing queries across collections of servers e.g. 
geographically distributed reflection attacks aimed at an anycast address are dispersed across the 
global network (rather than directed at a specific server). Anycast is also useful for isolating attacks e.g. 
geographically confined amplification attacks can be contained to specific locations (because queries are 
routed to the closest server).

FIGURE 4: Anycast addressing optimizes DNS performance and enables consistent user experiences 
across the globe. 

Users initiate queries. The DNS request is answered by the closest Point of Presence (PoP) for the fastest 
possible DNS performance. 

Turn To A Managed DNS Service Provider

DNS is an art and a science. Designing, deploying, and operating a global anycast network requires time, 
money, and know-how. Most IT organizations lack the expertise and financial means to do it.

You can improve results, contain costs, and make better use of valuable IT personnel by trusting the operation 
of your DNS infrastructure to a managed service provider that specializes in DNS. Managed DNS providers 
have the worldwide DNS infrastructure and deep DNS expertise to defend against DDoS attacks and ensure 
your success.

Best-of-breed managed DNS providers operate large-scale anycast networks with multiple points-of-presence 
across the globe. They employ full-time DNS and network security experts who monitor the network 24/7/365 
and take special means to mitigate DDoS attacks9 and help you keep your online business running smoothly.

It’s important to partner with a provider that has an expert level understanding of what in_protocol and  
out_of_protocol attacks look like, what the attacker’s goals are, and how attacks can affect you when you are 
the target, when you are the amplifier, or when you are collateral damage.

Conclusion: Managed DNS Services Are Your Best Defense Against DDoS Attacks

DDoS attacks can impair your website, tarnish your brand, and impact your bottom line. Conventional 
security products like firewalls and intrusion prevention systems and newer cloud-based scrubbing services 
can’t protect your DNS infrastructure against today’s increasingly sophisticated attacks.

The best way to defend against DDoS attacks is to trust the operation of your DNS infrastructure to a managed 
service provider that lives and breathes DNS. Best-of-breed managed DNS providers operate global anycast 
networks that mitigate DDoS threats to keep your online business up and running.

9 For example, leading DNS providers can detect and throttle DNS query spikes that are symptomatic of a DDoS attack

POP POP
POP
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How A Managed DNS Provider Can Protect Your Online Business

A Managed DNS service can help you improve the performance and availability of your online business by 
delivering a comprehensive approach to DDoS mitigation. A Managed DNS provider is there to help you every 
step of the way— before, during and after an attack.

Before An Attack

The best Managed DNS providers have a fully redundant global anycast DNS network that spans multiple 
data centers across multiple continents and leverages a mix of Tier 1 ISPs for ultimate reliability. They employ 
pooling strategies that help to segregate customers from one another, reducing the likelihood of attacks on 
one customer affecting others.

A good Managed DNS provider’s network utilizes diverse sets of transit providers at each PoP, making their 
overall attack surface bigger than it would otherwise be. As part of this, they would have created multiple 
locations that can be employed during a DDoS attack to essentially soak up much of the excess requests.

Finally, the best Managed DNS providers also offer full IPM capabilities which means they have a unique 
perspective of the internet through internet performance monitoring tools, which gives them visibility into 
transit providers and routes, enabling them to be smarter and better prepared for attacks.

During An Attack

A Managed DNS provider’s network operations center continuously monitors the network, often detecting 
and mitigating attacks before they are even noticed by our customers. The best Managed DNS services are 
designed and managed by DNS experts, many of whom helped define standard DNS industry tools and 
techniques, such as BIND and Anycast.

After An Attack

A Managed DNS provider performs rigorous post-attack analysis to identify ways to improve their defense 
mechanisms going forward. 

Using data gathered from their internet performance monitoring tools, a good Managed DNS provider can 
modify routing or transit policies to provide stronger protection against future DDoS threats.

About Dyn

Dyn is a cloud-based Internet Performance Management (IPM) company that provides unrivaled visibility and 
control into cloud and public internet resources. Dyn’s platform monitors, controls and optimizes applications 
and infrastructure through Data, Analytics, and Traffic Steering, ensuring traffic gets delivered faster, safer, 
and more reliably than ever. 

For additional information about Internet Performance Management visit: dyn.com/platform

learn more

http://dyn.com/contact/
http://twitter.com/dyn
http://dyn.com/platform/

