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Abstract 
This paper examines the Solidcore® Systems S3 Control™ application when implemented to control malware, file integrity 
and software configurations of distributed, remote systems. This paper provides guidance for internal auditors, information 
security specialists, and Payment Card Industry qualified security assessors (QSAs) related to the implementation of the 
software in PCI DSS-compliant environments. For this evaluation, the current PCI Data Security Standard (“PCI DSS”)1 was 
used. We analyze the individual PCI DSS requirements related to security of highly distributed, remote systems as seen in large 
retail environments.  

                                       
1 “Payment Card Industry Data Security Standard” Payment Card Industry Security Standards Council. Version 1.2. Oct 2008  
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Introduction 
The Payment Card Industry Data Security Standard (“PCI DSS”) is a fully vetted security standard designed to help 
organizations protect customer account data. The PCI DSS is steeped in the legacy of forensic investigations performed 
globally by the five major credit card brands. Each sub-requirement and component defends against a known attack vector that 
was actually reported as part of a security breach. The objective is to guide companies in implementing the concept of Defense 
in Depth; a set of overlapping security requirements and layered controls that range between perimeter network, internal 
network, application servers, business processes, and critical data storage.  

These layers of security controls are actually nothing too new for data center managers and operators of large number-
crunching facilities. But, how can this be achieved across a vast network of 1,300 retail stores, where each store has two point-
of-sale (“POS”) registers, a back office server, and a manager’s PC? How does the IT department monitor these 5,200 devices 
distributed across, MPLS, ATM-Frame, Dial-up ISDN, cable modems, and business ADSL?  

Or consider the case of a large health maintenance organization that has 27,000 PC’s that accept and process patient co-
payments when distributed across a nationwide academic, medical network of clinics, pharmacies, doctor’s offices, hospital 
wards, and labs. Many information security officers and auditors will understand that the term “academic” as used here means 
a network that is only semi-trusted. In considering the PCI DSS, one must ask how does this IT department ensure 
configuration integrity across these distributed hosts? How do they monitor anti-virus applications? What, if anything, does the 
IT department do with host-based intrusion detection and white lists? And, how should a PCI qualified security assessor 
(“QSA”) sample and audit and environment like this?  

Lastly, consider a chain of franchised fast-food restaurants with 8,650 stores. Each store is owned by a franchisee and has three 
main countertop PC-based registers, two drive through PC-registers, a POS controller, and management PC workstation for a 
total of 60,550 PC devices that accept, process, transmit or store consumer cardholder data. Worse yet, even though these 
devices are in the control of the independent franchisee, the equipment was acquired and is maintained by the franchiser. How 
can the franchiser ever establish a PCI DSS-compliant environment across this network? And, how does a third party PCI QSA 
assess such an environment to give confidence that the franchiser’s brand is not at risk? Our focus in this paper is to present an 
alternative solution to the PCI QSA or internal auditor charged with performing a PCI DSS review in complex environments 
like those mentioned above.  

We see the primary problem with traditional anti-virus and change control mechanisms in that they attempt to be reactive to a 
set of known attacks, rather than preventing the unauthorized programs from executing and causing a potential compromise. 
Further, we see the use of polymorphic malware in information security attacks as a major problem going into 2009, where 
traditional anti-virus mechanisms are ill-suited to defend against these cloaking threats that span across vast networks of retail 
or distributed point-of-sale hosts.  

As we will describe in this paper, our belief is that the Solidcore S3 Control solution changes how host malware protection 
should be implemented for the protection of card holder data.. This solution protects a known good state of the operating 
system, application software and components on an end-node, and locks that configuration down to prevent both software 
tampering (integrity) and malfeasant software insertion (malware). The solution includes the ability to provide centralized 
control and monitoring of remotely distributed hosts. Our focus will be on the elements and requirements that can be addressed 
by a host-based configuration control and platform integrity system, like Solidcore S3 Control. We will examine the relevant 
PCI DSS requirements and discuss where the solution can support the overall security posture of an organization. 

In many cases, important notes are included to highlight areas where either the PCI DSS may not be entirely clear 
or call attention to potential traps. These important notes are used to point out conditions where traditional retailers 
or businesses with large legacy environments may want to pay special attention.  

 

About the Author 
Tom Arnold (tom@paysw.com) is a Partner with PSC (www.paysw.com), a firm specializing in payments, security, and 
compliance for companies that accept or process consumer payments. He experience over past 20 years includes roles as VP of 
Engineering, Chief Technology Officer, and Chief Software Architect and he has developed products for a variety of software 
companies. He is a CISSP, ISSMP and has a broad background engineering and deploying secure software applications. Over 
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his career, he has led large engineering teams and understands the principles of engineering quality products. Tom’s experience 
includes development of payment processing applications; high-performance credit card processing switches; and several 
secure data vaults for protecting sensitive information.  

On May 25, 1999, Mr. Arnold gave expert testimony to the U.S. House of Representatives, Committee on Commerce; and 
Subcommittee on Telecommunications, Trade and Consumer Protection to assist in their deliberations on the proposed SAFE 
Act, related to the use of encryption technology to secure and protect Internet eBusiness trading. Then, on June 10, 1999, Mr. 
Arnold testified before the U.S. Senate, Committee on Banking on the security and technology impact of the proposed Export 
Administration Act of 1999. Since that time, he has been consulted by numerous regulatory agencies, including the Department 
of Commerce, Department of Treasury, Department of Justice, World Trade Organization, European Union Tax Ministers, 
Organization for Economic Cooperation and Development, and the U.S. Fair Trade Commission on topics of Internet 
commerce, digital rights management, identity theft, fraud, consumer protection and consumer privacy. 

Status of this Document 
This document is a WORKING whitepaper describing systems and solutions for protecting critical consumer credit card 
information. To the best of the author’s knowledge, at the time of writing, the elements discussed address PCI requirements 
related to the current version 1.2 release of the PCI DSS.  

The PCI DSS is under the control of the PCI Security Standards Council and is under constant evaluation and revision.  

Comments and contributions are solicited for potential future versions of this paper. All comments should be addressed to the 
author at the e-mail address listed in the About the Author section.  

Not too long ago, criminal hackers (crackers) stole the author’s personal credit card data from a retailer as part of a 
very large security compromise. As both a consumer and insider in the payments industry, he understands both the 
personal pain and the business challenge that this security breach caused. Given that his account number was not 
the only one acquired, he knows that the bank that issued that account suffered substantial cost when they had to 

notify account holders, close accounts, and reissue new credit cards. These were direct costs; not accounting for the loss of 
goodwill incurred by the merchant whose database was compromised. This situation was bad for consumers, bad for banks, 
and bad for merchants.  

Scope of this Paper 
This paper is for all businesses that operate highly distributed networks of remote PC-based systems that store, process or 
transmit consumer credit card information. Examples of the highly distributed networks include, but are not limited to: 

• Networks of large quick-service restaurants 

• Specialty retail point-of-sale systems 

• Self-service payment kiosks  

• Devices installed on semi-trusted networks 

• Any embedded system device used for accepting or processing consumer payments 

All topics and discussions are intended primarily for merchants, but may be relevant to some classes of service 
providers (i.e., companies that provide some credit card processing service on behalf of merchants or financial 
institutions). An example of the latter would be an electronic funds transfer processor that maintains and services 
a network of self-service ATM or cash machines. 

This paper is NOT a dissertation on cryptography or a detailed description of business practices and security controls required 
to achieve full compliance with the PCI DSS. Instead this paper explores a subset of PCI DSS requirements that could be 
addressed using the Solidcore S3 Control solution. 

Reader 
Although this paper covers technical topics that are frequently relegated to network or information security gurus, the 
information is intended for IT infrastructure and IT management professionals as well. 
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Primary users include: 

 PCI Qualified Security Assessors (“QSA”) 

 Large merchant internal auditors 

 Compliance officers 

 Information System Architects 

 Systems Designers 
Secondary readers include: 

 IT Infrastructure Managers 

 Chief Security Officers 

 Chief Information Officers 

 Chief Technology Officers 

Impacts on scope of PCI DSS assessment 
In general, all systems and networks that store, process, or transmit cardholder information must be in compliance with the PCI 
DSS. This includes, but is not limited to, hardening hosts that accept and transmit cardholder data. This would be the individual 
point-of-sale cash register in a retail establishment. If an attacker can plant malicious software on an endpoint device, it is 
highly probable that any cardholder data passing through that device can be intercepted, copied and redirected.  

Let us look more closely at how to defend this endpoint cash register. Consider a system on a network (say it has IP address 
10.10.10.25) that does not store, process or transmit cardholder data, but that system is able to reach the cash register inside the 
store. Think of this as a machine run by store operations that is used to input price information into the register. It’s clear that 
the register is in scope for PCI, but now we must bring the store operations PC in to scope as well. Why? You ask. The 
operations PC gets compromised and the attacker uses it as a vector to attack the registers. 

In our example of the quick service, fast-food restaurant franchises described in the introduction, would all 60,550 retail 
systems be in scope for the PCI DSS? The answer is: YES! 

This is easy to say, but one must consider the operational nightmare and risks associated with this problem. In essence, how 
does the IT department monitor and verify that each of those systems is operating in compliance with company host 
configuration standards (required in PCI DSS §2.2 et al)? How can the security team tell if polymorphic malware has been 
installed in one of the in-store systems (required in PCI DSS §5 et al)?  

Although the PCI QSA has been trained in sampling procedures, the sample size selected in an audit must provide 
a suitable representation across the population of systems such that a conclusion can be drawn across the 
population after viewing only the sample. As noted before, the case of the 60,550 distributed retail systems creates 
an environment where such sampling methods may be neutralized. Further, when considering the risks posed by 

polymorphic malware (this is malicious software custom-built for the attack) against an environment such as this, a sampling 
methodology based on only a few sites is a dangerous approach.  

Host Security for PCI-DSS 
The PCI DSS is made up of 12 major principles that expand into 256 individual requirements covering all security layers from 
perimeter to host. Our focus in this section is a subset of these overall requirements that specifically deal with host hardening 
and control. The following is a review of the PCI DSS principles and individual requirements that can be addressed by 
configuration control software, such as Solidcore S3 Control. The objective is to provide interpretive information to help guide 
the PCI QSA when encountering this solution in the field, or approve for applicable remediation of gaps towards achieving 
PCI-DSS compliance 
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Remember, because this paper deals with those portions of PCI DSS that apply to host security that may be best 
served by a system configuration control solution, several important sections of the PCI standard have been 
skipped.  

Requirement 2: Always Change Vendor-Supplied Defaults  
Do not use vendor-supplied defaults 
for system passwords and other 
security parameters. 

This section is about much more than just changing a few default passwords. It 
focuses on the security of the actual devices on the network. Hackers (external and 
internal to a company) often use vendor default passwords and other vendor default 
settings to compromise systems. These passwords and settings are well known in 
hacker communities and easily determined via public information.  

Illustrated controls 
Following is a review of the requirements related to PCI section 2.  

PCI DSS Requirement Comment 

2.1 Always change vendor-
supplied defaults before installing a 
system on the network (e.g., 
passwords, simple network 
management protocol (SNMP) 
community strings), and eliminate 
unnecessary accounts. 

This applies to the network components as well as all system components. Most 
hardware will be preconfigured with settings that allow the product to quick-start 
for deployment. Hardware companies rarely intend for these components to be used 
with their default configurations.  

The basic premise of configuration control systems, like Solidcore S3 Control, is 
that they lock a known-good configuration for host and server systems. The 
administrator starts with a secure, gold-master build of the target platform. This 
build is performed and then the Solidcore S3 Control software secures the system.  

No level of security system will protect against a bad implementation. As such, this 
strategy requires that the company scan and validate that their gold-master is 
actually based on a true secure configuration standard, and that this master does not 
have any malware or infections prior to deployment. 

2.2 Develop configuration 
standards for all system components. 
Assure that these standards address 
all known security vulnerabilities and 
are consistent with industry-accepted 
system hardening standards. 

A great tee shirt at a conference last year read: “Social Engineering Specialist” on 
the front, and then on the back: “Because there’s no patch for human stupidity” 

Needless to say, this requirement mandates that a company must start any 
configuration with a security standard and establish a standard configuration. It is 
not ever suitable to install a system and maintain the defaults out of the box. As 
noted above, no level of security system will protect against a flawed configuration 
at the beginning. Companies must establish a solid configuration standard, test the 
standard, and then deploy it.  

Another advantage of utilizing a configuration control system in a large network of 
hosts is the ability to verify compliance through configuration assessment audit 
reporting. Solidcore S3 Control has implemented Center for Internet Security (CIS) 
benchmark assessments for system configuration hardening.  This ensures the 
configuration or the corporate-defined configuration continues to persist as the 
standard across the distributed field deployed devices. 

2.2.4 Remove all unnecessary 
functionality, such as scripts, drivers, 
features, subsystems, file systems, 
and unnecessary web servers. 

This should go without saying too much about the requirement. In essence, this is a 
component of the configuration standard.  

When using an application like Solidcore S3 Control to lock system configurations, 
prevent malware/virus attacks, and monitor file integrity, it is very important that 
the system is configured with a clean installation at the start. Furthermore, it is very 
important that any maintenance upgrades are scanned and evaluated to verify that 
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they are not infected with malware prior to installation.  

Criteria for a PCI QSA evaluating a solution related to Requirement 2 
A few thoughts when auditing remote systems for PCI compliance when host configuration control software is in place: 

• Remember, this requirement is all about establishing secure and safe host system configurations, not just changing 
default passwords.  

• Examine the process associated with the establishment of the Gold-Master. Ensure it: 

o Follows industry standard hardening guidelines for the platform; 

o Undergoes security evaluation and testing prior to deployment or installation; and 

o Includes all system components for the remote system, including application software and utilities. 

Requirement 5: Use and Regularly Update Anti-virus Software or Programs 
Use and regularly update anti-virus 
software or programs 

Sensitive information must be protected while being processed by hosts and host 
applications. Malicious software includes far more than common viruses and 
worms. Trojan horse programs can enter the host from a wide variety of sources. 
Root-kits can be installed to execute in the memory space of an authorized 
application. Worse yet, these programs can be polymorphic or customer-tailored to 
attack a specific retailer.  

Given these new threats, the PCI DSS requirement around updating signature-based 
virus detection seems minimalistic at best. We stress to the PCI QSA that the actual 
specification of requirements in the PCI DSS cover “all known types of malicious 
software.” This includes dynamic and polymorphic malware that has been used with 
devastating affect in several recent high-profile security compromises. 

 

For the large retailers with thousands of remote POS systems, implementing an adequate and highly effective anti-malware 
program is difficult when the scope of coverage must include all types of malicious software.  This is an extremely tall order 
when left to anti-virus software that is signature-based. What do we mean when we say “signature-based?” In a nutshell, this 
means that the bad software has to be observed by the publisher of anti-virus software so they can create a signature that will 
detect it. In essence, the anti-virus program on a machine activates when it thinks it detects the signature of malware.  

There are several problems with traditional anti-virus solutions like this: 

False Positive Alerts: This is where the anti-virus software thinks it sees a problem that doesn’t really exist. If false-
positive conditions become too severe, the humans administering the anti-virus program take 
one of two steps. They either shut the program off or they ignore the alerts. Either is just as 
bad. This condition has been widely discussed in security journals and forums. There are 
actually attack vectors that exploit this human behavior. Create enough false alarms until the 
security system is marginalized, then attack with indemnity from detection. 

Zero-Day Vulnerabilities: Most anti-virus software is based on attack signatures with some heuristics. The “some 
heuristics” part attempts to detect new forms of malware to deterministically protect the host 
from early infection, based on a profile of operating characteristics common among malware. 
Unfortunately, the effectiveness of some of these systems is questionable at best, and may 
even block authorized programs that have a common characteristic. Profiling behavior takes 
time and overhead that hinders the effectiveness and performance of retail systems.  Thus, 
many times these features are not widely deployed for adequate protection 

Polymorphic Malware: This is malware that will change not only its signature, but also its actual attack mechanism 
each time it is installed. In essence, the same bad program can be installed by hand on 10 
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machines and activated by an unscrupulous system administrator. By design, the malware 
takes on different forms within each environment. Anti-virus systems cannot identify all forms 
of these attacks. 

Custom-fitted Malware: This is very similar to the polymorphic malware, except in this case, the software is custom-
designed and implemented with the victim’s environment in mind. Clearly some internal 
knowledge about the victim’s host operating or application environment is used when creating 
this malware. We are seeing more and more of these types of solutions used to attack retail 
systems. Many times, this software is installed in ways that traditional anti-virus protection 
software will not detect. And if it is detected, the software can often be discounted as non-
threatening, and the system administrator may not immediately recognize the attack due to 
hidden application updates or operational files. 

Illustrated controls 
Following is a review of the requirements related to Section 5.  

PCI DSS Requirement Comment 

5.1 Deploy anti-virus software 
on all systems commonly affected by 
malicious software (particularly 
personal computers and servers). 

Let’s take a moment and evaluate what is being asked here. The basis here is that some 
program or software capable of detecting malicious software must be installed on any 
system component that might be affected by malicious software, right?  

Aside from the myriad of problems that we describe earlier in this segment, the issue 
here is to understand what exactly a company should be trying to protect against. In 
essence, the company should prevent any software that may be added to a system that 
was not in the original, approved system configuration (described in Requirement 2). 
Regardless of whether the malware was an “airborne” virus or installed by mistake by a 
“power user,” the host and application software must be protected.  

Configuration control systems that lockdown known good configurations, protect 
system memory from infiltration, and secure software applications are a good approach 
to this problem. Products like the Solidcore S3 Control software were identified by NSS 
Labs to provide 100% system integrity against 15,557 known malware attacks that 
includes viruses and polymorphic malware.2  

5.1.1 Ensure that all anti-virus 
programs are capable of detecting, 
removing, and protecting against all 
known types of malicious software. 

As QSAs, we must question the overall effectiveness of signature-based, heuristic anti-
virus applications. The challenges listed above provide enough risk that these systems 
are likely to miss (or at least misidentify) certain categories of malware attacks. The 
reality of this requirement is for the QSA and the company under investigation to 
provide assurance that the anti-virus program implemented is truly capable of detecting, 
removing and protecting against all known types of malicious software. This strikes at 
the core of the problem with signature-based, heuristic approaches – they cannot be 
effective against all types of malware and can only protect against known common 
threats.  

 

                                       
2 Solidcore S3 Control – Embedded: Certification Report. NSS Labs, September 17, 2008 



 

© Copyright 2008, 2009 PSC All rights reserved  9 www.paysw.com 

PCI DSS Requirement Comment 

5.2       Ensure that all anti-virus 
mechanisms are current, actively 
running, and capable of generating 
audit logs. 

This requirement is looking to verify that the approach for detecting and protecting 
against a malware attack is current, running and generating logs.  

With respect to configuration control approaches, this is an important component of 
these products. The Solidcore S3 Control software has a mechanism for detecting and 
alerting against any form of system tampering. If an unauthorized software program is 
installed on the subject system, Solidcore will block the execution of the program and 
also notify of the event. The QSA should examine this type of approach when auditing 
control software to ensure it is correctly installed and monitoring for unauthorized code. 

Criteria for PCI QSA evaluating a solution related to Requirement 5 
A few thoughts when auditing remote systems for PCI compliance when host configuration control software is in place: 

• As noted earlier in Requirement 2, ensure that the configuration being protected meets security and hardening 
guidelines.  

• Verify that the gold-master is scanned by host security tools for root-kits and malware prior to deployment 

• Examine the management console for updating and maintaining software configurations. Make certain that: 

o Each endpoint host is under current control by the software; 

o Logs are maintained for software and maintenance releases; and  

o Procedures are in place for escalation of alerts from critical remote endpoints, like retail POS registers.  

Requirement 6: Develop and Maintain Secure Systems 
Develop and maintain secure systems 
and applications. 

Unscrupulous individuals use security vulnerabilities to gain privileged access to 
systems.  Their objective is beyond mere access. They wish to implant software, modify 
programs, install root-kits, or monitor networks. Vendor-provided security patches fix 
many of these exploitable host vulnerabilities. All systems must have the most recently 
released, appropriate software patches to protect against exploitation by employees, 
external hackers, and viruses.  

Most of the requirements in this section deal with software development, change 
management, and system maintenance. That being said, any solution to addressing these 
requirements must take into account the ability to update applications and operating 
systems across a network of distributed hosts. 
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Illustrated controls 
The following is a review of each requirement in section 6.  

PCI DSS Requirement Comment 

6.1 Ensure that all system 
components and software have the 
latest vendor-supplied security 
patches installed. Install critical 
security patches within one month of 
release. 

Note: An organization may consider 
applying a risk-based approach to 
prioritize their patch installations.  
For example, prioritizing critical 
infrastructure (public-facing devices 
and systems, and databases) higher 
than less-critical internal devices to 
ensure high-priority systems and 
devices are addressed within one 
month, and addressing less critical 
devices and systems within three 
months. 

There are a couple of issues with the requirement in this section for merchants that 
operate vast networks of remote retail systems: 

Let us analyze this requirement: (1) all components must have latest vendor-supplied 
security patches installed; and (2) establish a process to identify and install critical 
security patches within one month of publication.  

Needless to say, as a QSA, the second half of this requirement is the most concerning. 
A company can have a policy and procedure that dictates they do this, but logistically 
speaking, how long does it take to install an OS patch across 60,550 endpoints? 

A configuration lockdown and control solution makes much more sense given this 
requirement. If the endpoint PC is locked down and can only execute “authorized” 
programs on the system, then the fact that a zero-day vulnerability is exploited could 
significantly protect and reduce the impact on the endpoints.  

For the most part, retailers are well intentioned and want to keep their remote endpoint 
systems up-to-date and safe. Systems like Solidcore S3 Control provide ongoing 
protection while rolling out patches and software updates.  

6.2 Establish a process to 
identify newly discovered security 
vulnerabilities (for example, 
subscribe to alert services freely 
available on the Internet). Update 
configuration standards as required 
by PCI DSS Requirement 2.2 to 
address new vulnerability issues. 

This brings up a basic problem with the PCI DSS. Any merchant can pass this 
requirement by just having a program that will evaluate and identify current and new 
vulnerabilities. If they cannot rollout a timely solution to their 60,550 endpoints, then 
what is the real value of knowing that you are at risk but also unable to do anything 
about it?  

Although configuration lockdown and control solutions are not directly needed to 
fulfill this requirement, the presence of such a solution in the field greatly reduces the 
potential impact for new host threats.  

Criteria for PCI QSA evaluating a solution related to Requirement 6 
A few thoughts when auditing remote systems for PCI compliance when host configuration control software is in place: 

• Verify that the method for updating endpoint hosts and applications is sound; 

• Confirm that hosts can be protected while awaiting an update; 

• When encountering configuration lockdown solutions, verify that they include a mechanism for validating the source 
of any update or maintenance release; and 

• Review maintenance records to confirm that any maintenance release is suitably documented according to the 
company’s change control and change management procedures. 
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Requirement 10: Track and Monitor all Access to the Network 
Requirement 10:  

Track and monitor all access to 
network resources and cardholder 
data. 

Logging mechanisms and the ability to track user activities are critical. The presence of 
logs in all environments allows thorough tracking and analysis when something does go 
wrong. Determining the cause of a compromise is very difficult without accurate system 
activity logs. 

Illustrated controls 
The following is a review of relevant requirements in section 10.  

PCI DSS Requirement Comment 

10.2 Implement automated 
audit trails for all system 
components to reconstruct the 
following events (The PCI lists a 
number of sub requirements at this 
point. See the PCI DSS for details): 

This is fairly clear. The firewall, managed switches, routers, IDS/IPS sensors, and any 
servers must have automated audit trail and logging activated. The collection of these log 
records is described in depth for the types of events that need to be tracked. Needless to 
say, one core objective is to correlate and review the information received from logs.  

In the case when configuration lockdown and control software is used on endpoints, the 
product must have the ability to identify if and when something is tampering with the 
endpoint configuration. This must be captured in logs. 

10.2.2 All actions taken by any 
individual with root or 
administrative privileges 

This is one of the QSA’s favorite topics to discuss. As most people know, the catch-22 
here is that administrators are capable of disabling or initializing logging systems.  

If there is no host configuration lockdown and control system like Solidcore S3 Control 
running, any administrator can alter or disable the logging of root and admin activities on 
the system. 

10.2.7 Creation and deletion of 
system-level objects 

This is logging related to system changes that should be captured by a decent file integrity 
monitoring system. Wouldn’t it be nice if the endpoint software were capable of blocking 
any such change instead of just detecting that someone tampered with it? Lockdown and 
configuration control systems like Solidcore S3 Control actually do both, protecting the 
system and also reporting on who or what (another process or application) may be altering 
critical system-level objects 

10.4 Synchronize all critical 
system clocks and times 

Time synchronization is very important. In a nutshell, there must be (note the use of 
MUST) two or three internal, trusted timeservers where all of the systems and network 
devices within the zone will take their time. Then, of course, these two, or three at most, 
timeservers will be the only devices permitted to synchronize their clocks with an external 
time source.  

Assuming the configuration of endpoint systems is locked down, all endpoints should be 
synching from these trusted timeservers. This configuration cannot be tampered with 
unless it is an authorized change to the system. 

10.5 Secure audit trails so they 
cannot be altered 

This is the beginning of several requirements related to the protection of audit logs.  

10.5.2 Protect audit trail files 
from unauthorized modifications 

In this very general requirement, the PCI DSS gives no suggestions as to how logs should 
be protected or what metrics should be implemented. Regardless, one can easily assume 
that system permissions will help achieve this goal by limiting read and write access to the 
log records. Unfortunately, this is all changeable by someone logging in as an 
Administrator.  

The Solidcore S3 Control platform and environment will protect against “administrative 
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PCI DSS Requirement Comment 

tampering” and permit the implementation of actual dual control over sensitive endpoint 
systems. This means that the audit trails, as well as the application transaction files, are 
protected from unauthorized modification.  

10.5.4 Write logs for external-
facing technologies onto a log 
server on the internal LAN. 

This is the requirement to include syslog records and log files for wireless networks onto a 
log server on the local network. Fortunately, many of the configuration lockdown and 
control systems have the ability to manage and alert on configuration changes of endpoint 
network devices, as well as hosts.  

For a large retailer who has wireless inventory devices in their stores that connect to the 
in-store back office controller, this requirement is in scope and must be complied with. By 
integrating the wireless solutions and making the host configuration lockdown and control 
software aware of these components, the merchant has the ability to monitor and detect 
device tampering.  

10.5.5 Use file-integrity 
monitoring or change-detection 
software on logs to ensure that 
existing log data cannot be changed 
without generating alerts (although 
new data being added should not 
cause an alert). 

This is the close cousin to PCI DSS Requirement 11.5. In essence, it says that software 
must be used to protect the integrity of log records. If one examines requirement 11.5 and 
some of the glossary information available on the PCI Security Standards Council Web 
site, file integrity monitoring systems must run at least weekly.  

Yes, that means a system log record may have been tampered with and the file integrity 
monitoring application need only report once a week that something is wrong. Do you 
recall my discussion of false positive alerts from anti-virus earlier? The same level of 
human complicacy about file integrity alerts can appear from these log-monitoring 
systems.  

The Solidcore S3 Control software can protect the overall endpoint host environment and 
is a strategy that provides near-real time alerts for any changes across the system. 
Learning that a system is being tampered with or a change is being attempted provides the 
opportunity to respond and limit damage.  

The real challenge presented by PCI DSS for the large retailer is how to transport event and audit logs from the 
hundreds or thousands of retail locations back to a central, secured log server. Most retail sites run autonomously 
and may only upload data to corporate systems once a day. It must be pointed out that there are several options for 

complying with these requirements. One strategy says that the aggregation of log records should occur at the local retail site. 
Slave registers or back office/POS controllers are convenient resources. And then, once a night the aggregated log records are 
transmitted with the transaction logs to a corporate audit server for long-term storage. There are several possible approaches, 
but each has distinct challenges and disadvantages. The presence of a host configuration lockdown and control system offers a 
unique opportunity to help protect the integrity of log records while the records exist on the endpoint systems. 

Criteria for PCI QSA evaluating a solution related to Requirement 10 
A few thoughts when auditing remote systems for PCI compliance when host configuration control software is in place: 

• Focus on the protection of logs from remote endpoints; 

• Examine the system for detecting changes to endpoints to confirm that log records at those endpoints are protected; 
and 

• Confirm that the configuration lockdown control software is capable of protecting the application and programs that 
are authorized to read and write log records. 
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Requirement 11: Regularly test security systems and processes 
Regularly test security systems and 
processes. 

Vulnerabilities are being discovered continually by hackers and researchers, and being 
introduced by new software. Systems, processes, and custom software should be tested 
frequently to ensure security is maintained over time and with any changes in software. 

This requirement covers the routine testing of security controls and must be 
implemented to verify that network controls are verified on a routine basis. The period 
for these tests range from daily to annually.  

Our interest in this requirement is around implementation of a file integrity monitoring 
solution across a network of distributed hosts.  

This requirement contains several provisions that are extremely important and frequently confused. The objective of these 
requirements is to ensure that the security controls and precautions are actually working and capable of detecting an intrusion. 
Consider a situation where a system administrator turns on host-based intrusion detection on a server. Is the host fully protected 
as this was switched on? Has anyone attempted to run an attack on the host to see if the alarms sound? I’m most frequently 
reminded of a fire in San Francisco where the building landlord installed a fire suppression sprinkler system. Too bad the 
system wasn’t working when the fire struck. Most of the sections in this requirement involve performing routine security tests 
to verify that network, system and application security controls are operational.  

Illustrated controls 
The following is a review of the requirement related to network security in section 11.  

PCI DSS Requirement Comment 

11.5 Deploy file-integrity 
monitoring software to alert 
personnel to unauthorized 
modification of critical system files, 
configuration files, or content files; 
and configure the software to 
perform critical file comparisons at 
least weekly. 

Note: For file-integrity monitoring 
purposes, critical files are usually 
those that do not regularly change, 
but the modification of which could 
indicate a system compromise or 
risk of compromise. File-integrity 
monitoring products usually come 
pre-configured with critical files for 
the related operating system. Other 
critical files, such as those for 
custom applications, must be 
evaluated and defined by the entity 
(that is, the merchant or service 
provider). 

Do you remember the discussion we just had above in Section 10.5.5? 

The actual requirement related to file integrity monitoring says that the comparison 
must happen “at least weekly.” 

As any decent security specialist knows, weekly file comparisons are about as good a 
protection as none-at-all.  

This is one of the areas where host configuration lockdown systems, like Solidcore S3 
Control, really shine. That is because the entire goal of these systems is to put the 
entire endpoint configuration under total control of the configuration software. Any 
illicit modification of a .dll or shared object; any attempt to fuzz the platform or 
application; any attempt to attack memory; and any attempt to modify the systems 
configuration (aka. modify a file) is detected, blocked and reported. These systems 
don’t wait for a week to tell you that your critical retail POS system has been hacked; 
they block the attack while it is happening and alert on the attempt to change the 
system.  

 

Criteria for PCI QSA evaluating a solution 
A few thoughts when auditing remote systems for PCI compliance when host configuration control software is in place: 

• Confirm that the configuration lockdown control software is capable of protecting the application and programs that 
are authorized to read and write to any file; 
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• Verify that the host configuration control software is capable of detecting a change to a critical file. Try the “touch” 
command on the host; and 

• Verify that the host configuration control software is capable of alerting administrators or security staff when a change 
is detected.  

Summary 
The emergence of host-based configuration lockdown and host-based application whitelisting changes the traditional 
mechanism and thinking that has been used to address host security issues. The key advantages we see from the proper 
implementation of a control solution like the Solidcore S3 Control system is: 

• Continuous host configuration control beyond the point-in-time that a PCI DSS audit occurs; 

• Protection from common malware; 

• Protection from memory attacks; 

• Protection from polymorphic or custom malware attacks; 

• Strong tools for monitoring and observing ongoing compliance of distributed hosts; 

• Assessment tools for the IT and security teams for auditing configuration and policy enforcement; 

• Aggregation of system events and alerts across the full network of remote nodes; 

• Single location for host-compliance verification; 

• Single console for IT department to manage configuration and change policies of remote nodes; and 

• Reduced risk caused by inappropriate or unauthorized configuration changes of remote nodes. 

For a QSA that encounters the Solidcore S3 Control software in the course of a PCI DSS investigation, the points outlined in 
the document should be considered “primary controls” that meet the spirit and requirements of the PCI DSS. In many cases, the 
role of the QSA is not only evaluating compliance across the current PCI DSS standard, but to consider how a control protects 
cardholder data from compromise where attack signatures are not yet known. Polymorphic malware, zero-day, and future root-
kit attacks are all cases of this type.  

The PCI DSS is primarily about prevention of attacks, but when new vulnerabilities or breakdowns occur, one must consider 
the host server capabilities as the final bastion for detecting and preventing damage. As a result of our investigation, when the 
Solidcore S3 Control solution is properly configured, managed and deployed, it will meet and exceed the PCI DSS 
requirements described earlier in this paper. Our belief is that the QSA must consider innovative solutions covering host 
security for PCI-DSS and should not discount a product with these capabilities when evaluating and enterprise security posture.  

Who Is PSC? 
With offices in the USA, UK and Australia, PSC is a leading PCI assessor and Approved Scanning Vendor. PSC is one of an 
elite few companies qualified globally to provide expert services and solutions to organizations that require specialist 
compliance or consulting support in the areas of payments, security or compliance.  

PSC’s focus is exclusively on clients that accept or process payments or technology companies in the payment industry.  All 
staff at PSC has either worked within large merchant/retail organizations or services providers. Each partner at PSC has held 
executive management positions with responsibilities for payments and security.   

Our approach includes a high-touch, hands-on methodology, that helps guide our clients from consideration of strategic 
alternatives, all the way through implementation and sustaining activities. The partners at PSC work closely with clients to 
understand their objectives, produce pragmatic and actionable plans, and aid in execution as required. 

• PSC is certified globally as a Qualified Security Assessor Company (“QSAC”) for the PCI Security Standards 
Council.  

• PSC is certified globally as an Approved Scanning Vendor (“ASV”) for the PCI Security Standards Council.  
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• PSC is a Qualified Payment Applications Security Company (“QPASC”) and a Qualified Payment Applications 
Security Assessor (“QPASA”) for Visa in over 100 countries.  

To ensure Independence, PSC does not represent, resell or receive commissions from any third party hardware, software or 
solutions vendors. 

To contact PSC for more information or assistance, please call +1.408.228.0961 or go to http://www.paysw.com 

Who Is Solidcore? 
Solidcore is a leader in protecting critical IT infrastructure from devices to the data center.  Organizations worldwide trust 
Solidcore to detect and prevent unwanted change for improving IT compliance, security and availability.  Solidcore’s patented 
dynamic whitelisting and application control technology is the foundation of its products that provide comprehensive endpoint 
security with zero overhead.   

 Solidcore is certified and embedded within NCR ATMs as the advanced security solution replacing anti-virus and host 
intrusion prevention. 

 Solidcore provides PCI protection on over 100,000+ point-of-service systems worldwide, from POS systems to back-
office servers. 

 NSS Labs has verified that Solidcore S3 Control provides 100% system integrity as tested against their host anti-
malware methodology that includes over 15,000 pieces of malcode, trojans, viruses, polymorphic threats, and root 
kits. 

Solidcore is headquartered in Cupertino, California.  To contract Solidcore for more information, please call 888-210-6530, 
send request to info@solidcore.com or go to www.solidcore.com. 


