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Web, database, and file security requirements present some of the most costly and 

complex barriers to achieving compliance with the Payment Card Industry Data 

Security Standard (PCI DSS). Many businesses must implement new technologies 

or processes to comply with PCI mandates related to Web application protection, 

cardholder data access audit trails, and user rights management.

This paper focuses on the key PCI DSS requirements that impact application and data 

security. Designed for auditors and security professionals, key compliance challenges 

are analyzed with respect to impact on existing IT infrastructure, staff, and budget 

and applicable solutions are outlined for consideration.
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Organizations that process or store card holder data are 

obligated to secure it to minimize their financial exposure to 

a data breach and maintain customer trust in their ability to 

securely transact business.
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Executive Summary
The Payment Card Industry - Data Security Standard (PCI DSS) is the leading industry regulation addressing the 
protection of cardholder data. PCI DSS offers a comprehensive framework and specific and practical guidance 
on how to secure cardholder data by complying with a set of security requirements outlined in the standard.

Imperva is the leading provider of solutions that help hundreds of organizations achieve a fast and cost-
effective route to PCI compliance and ensure best-in-class protection of cardholder data. While Imperva’s 
solutions can be deployed to address 8 out of the 12 PCI requirements, this document will focus on the 
challenging subset of requirements that most customers look for Imperva to address:

» Requirement 6.6: Mitigation of Web application vulnerabilities using a Web Application Firewall

» Requirement 10: Comprehensive audit of all access to cardholder data using Database and  
File Activity Monitoring

» Requirement 7 and 8.5: Manage access to cardholder data to a business need to know level

» Requirement 11.5: Monitor and detect unauthorized changes to sensitive files (file integrity monitoring)

» Data in Scope: organizations must identify and track all locations of cardholder data

This document discusses the different approaches to addressing the PCI requirements above, and how Imperva 
SecureSphere can help customers achieve each of these requirements. Please refer to Appendix A for further 
analysis of each sub-requirement.
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PCI Requirement 6: Develop and Maintain Secure Systems and Applications
PCI DSS Requirement 6 focuses on the controls that minimize the existence of security vulnerabilities in systems 
and software. It specifies requirements for software patching, vulnerability identification, secure software 
development, change controls, and attack protection. Although the general scope of requirement 6 extends 
across the entire cardholder environment, including routers, databases, applications, and other network 
resources, it uniquely isolates Web applications as an area of explicit and detailed focus. Of the six main sub-
requirements to section 6, two of them (6.5 and 6.6) are excusive to Web applications.

Web applications represent the most obvious entry point for the global cyber-criminal community to gain 
access to back-end databases and files containing credit card data. An un-validated input vulnerability, for 
example, can be exploited to gain access to the entire contents of a back-end database. Attackers are taking 
advantage. According to an FBI computer crime and security survey, 92% of businesses have suffered Web 
application attacks. Many of those attacks have been successful, as evidenced by the increasing frequency of 
public disclosures of online credit card losses1.

Challenge: Secure Web Application Development Has Practical Limitations
Implementation of secure coding guidelines, as recommended by requirement 6.5 and the Open Web 
Application Security Project (OWASP), can effectively reduce the number of Web application vulnerabilities. 
Clearly, implementation of a secure coding practices framework, although challenging, is an important aspect 
of Web application security. However, exclusive reliance on this approach ignores several important facts.

» Secure Coding Only Applies to New Software - What can be done about the many millions of lines 
of pre-existing custom Web software linked to credit card data around the globe? Should that code be 
re-written? Not likely. Furthermore, many legacy and commercial applications can not be fixed in a timely 
manner as organizations lack access to the underlying source code.

» All Software Has Bugs - Anyone who has ever written business software knows that bugs exist no 
matter how rigorous software developers are in their practice of secure coding. Some bugs are just 
annoying. Some bugs affect reliability. But inevitably, some bugs affect security.

» Inconsistent Architecture and New Technologies - Changes made to a new software component 
may inadvertently expose vulnerabilities in another older component. For example, the growing 
prevalence of Web services and Web 2.0 leads to exposure of vulnerable objects or methods in older code 
that may not have originally been designed to these new technologies.

» IT Resources Change - New developers or contractors may not immediately understand secure coding 
principals despite an organization’s best efforts to educate them. There is always a learning period.

Challenge: Vulnerability Mitigation is Resource Intensive and Costly
Requirement 6.6 provides two options to address the challenges described above.

» Reviewing Web Applications for vulnerabilities: By having all Web applications reviewed at least 
annually and after any changes, organizations can reduce the number of application vulnerabilities and 
the associated risk of data compromise.

» Installing a Web Application Firewall: By installing a Web application firewall in front of Web 
applications, attacks can be blocked before credit card data is compromised.

1 A reference may be found at http://www.webappsec.org/projects/whid/list.shtml
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Vulnerability scanners use source code analysis and external “attack simulation” to identify application 
vulnerabilities. While vulnerability scanners are a critical component of secure web development they require 
developers to review and correct vulnerabilities. This process presents the following challenges:

» Resource Impact: According to PCI DSS test procedures, such reviews should be conducted for every 
application change which makes the review process disruptive and costly.

» Business Impact: If vulnerabilities have to be fixed prior to rolling out new application or application 
changes, time-to-market for new products and services could be adversely affected. The pressure to 
support the business can disrupt project schedules and increase overall R&D costs which in turn could 
impact code quality and introduce new vulnerabilities.

Consider: Web Application Firewalls for Automated Attack Protection, Reducing the Window  
of Exposure

Web Application Firewalls automatically detect and block attacks before damage may occur. With a Web 
application firewall deployed, a given Web application may have a vulnerability, but the risk associated with that 
vulnerability is mitigated. Web Application Firewalls:

» Reduce the Window of Exposure to Vulnerabilities: Using a capability called Virtual Patching, a 
WAF blocks attempts to exploit discovered vulnerabilities while the underlying application is fixed or in 
situations where the vulnerability can’t be addressed in a timely fashion (due to lack of access to sources 
code or other resources).

» Stop Malicious and Suspicious Traffic: by focusing on the inbound traffic itself, WAFs proactively stop 
malicious traffic sources and abnormal access requests regardless of the underlying application code.

» Provide Continuous Security: Web application firewalls automatically adapt to application changes to 
minimize manual configuration and tuning as applications evolve.

WAFs are part of the secure web development life cycle. Imperva has been working closely with a wide array of 
Web application scanners to build upon their vulnerability detection capabilities and deliver virtual patching as 
part of a total Web application defense architecture.
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PCI Requirement 10:  
Track and Monitor all Access to Network Resources and Cardholder Data

PCI requirement 10 mandates that organizations establish an audit log of all access to network resources 
and cardholder data. It includes 25 extremely detailed sub-requirements that delineate not only what needs 
to be logged, but also how those logs are managed. The requirement language is agnostic relative to how 
data is stored. While databases are the primary means of storing and accessing cardholder data, they are also 
increasingly being stored in files such as Microsoft Excel spreadsheets and Word documents. Therefore, both 
databases (structured data) and files on file servers and network attached storage devices (unstructured data) 
must be addressed as part of PCI requirement 10.

Challenge: Using “Native” Auditing of Access to Cardholder Data
PCI requirement 10.2.1 calls for the establishment of an audit trail that logs all individual access to cardholder 
data. Such a broad logging requirement triggers the need for high volume transaction logging. Native database 
and file audit mechanisms, such as those that are “built-in” to the database and the operating system, present 
several key challenges:

» Performance and capacity impact: writing to local storage results in significant performance 
degradation even under moderate transaction loads. Native audit storage requirements also quickly 
consume valuable hard disk resources. It is often not simply a matter of “turning on” logging, but of 
redesigning, adding CPU capacity, adding storage capacity, and purchasing licenses to account for 
additional CPUs. The costs associated with these free mechanisms can mount quickly.

» Lack of separation of duties: PCI 10.5 specifically requires that the integrity of the audit log be 
maintained so they are not tampered with. Native audit facilities can be configured by privileged insiders, 
such as system and databases administrators, enabling a potential audit evasion.

Consider: Using a Heterogeneous, High Performance Auditing Solution
Database Activity Monitoring (DAM) solutions like Imperva SecureSphere provides the following key 
capabilities:

» Transparent auditing: by monitoring traffic flowing to and from each database or file system (on the 
network or on the host), DAM solutions can provide comprehensive, high volume auditing without any 
risk to performance or need to add database storage capacity.

» Heterogeneous database support: different database vendors use different formats for their audit 
data. PCI requires reporting on cardholder data access regardless of the underlying database. Log data 
should be  should be unified so consistent reporting can be achieved. Platform coverage should extend 
to leading database platform such as Oracle, MSSQL and DB2 but also includes other mission critical 
systems like DB2 for z/OS, DB2/400, Terradata, Netezaa and others.

» Effective separation of duties: provide an independent physical or virtual appliance that is centrally 
configured and managed to provide auditing without requiring system or database administrators 
involvement to maintain audit capabilities. SecureSphere also meets PCI requirement 10.5 provisions to 
secure the database audit trail so that it cannot be altered. SecureSphere covers a wide range of database 
platforms for a unified audit trail, and does not rely on any native auditing mechanism controlled by the 
database administrators so separation of duties can be maintained.
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Challenge: Database User Accountability for Applications
PCI requirement 10.1 mandates a process for linking all access to system components to an individual user. By 
forcing users to access systems using unique user accounts and credentials, this requirement is met for most IT 
infrastructure. Login events and subsequent access behavior is tracked using standard audit log mechanisms.

However, many applications, and most Web applications in particular, authenticate users and then pool all user 
connections through a single (or small number) of database connections to optimize performance. Thousands 
of different database users may be aggregated into a single connection to a front-end application. Thus, logs 
recorded natively by the database and those recorded by most audit appliances are not linked to any individual 
user, but to the application account name.

Consider: Universal User Tracking vs. Application Rewrites
Linking individual Web application users to specific database transactions is no simple task. Organizations 
essentially have two options: application rewrites or solutions like Imperva’s Universal User Tracking (UUT).

All applications accessing credit card data could potentially be rewritten to pass user names to backend 
databases or establish unique connections for each user. Not only is this an expensive, time consuming process 
with significant database performance risk, but it may be impossible for commercial applications provided by 
third party software vendors.

SecureSphere’s Universal User Tracking technology makes individual users accountable under any 
authentication scenario by combining multiple user identification methods.

» Direct Query: Account names and source IPs identify DBAs with direct database query access privileges.

» Shared Root Privilege: OS hostnames and usernames identify users of shared root privilege accounts.

» Pooled Application: The SecureSphere Web Application Firewall combined with SecureSphere Database 
Activity Monitoring or Database Firewall, can identify the individual application users that perform 
database queries, even if user connections are pooled into one database session. Web application login 
and session information is correlated with database transactions to link specific credit card data access 
events to specific Web application users. Custom algorithms extend this feature to users who authenticate 
via three-tier (non-Web) business applications such as SAP, and Oracle EBS.
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Figure 1: Typical audit appliances and native database audit capabilities record application names, not actual user names.

PCI Requirement 7:  
Limit Access to Cardholder Data by Business Need to Know

Restricting access to authorized personnel greatly reduces the risk of a data breach. According to PCI 
requirement 7, organizations should limit user access to the least necessary to perform job functions. 
Keeping access at a business need to know level is easier said than done. As users change roles or leave the 
organizations and new applications are introduced, users access rights to cardholder data may fall behind. 
Users with excessive rights should have their rights adjusted as part of a repeatable process and dormant 
accounts should be removed.

Challenge: User Rights Review Is Resource-Intensive and Error Prone
Access rights management represents a unique challenge for most organizations for the following reasons:

» Complex Collaboration Between IT and the Business: technical stakeholders (who are responsible 
for implementing access decisions) and business stakeholders (who can evaluate if access is need for a 
valid business reason) must collaborate to determine if access is required for a valid business reasons. 
Information is often lacking and workflow is hard to define.

» Access Should Be Granted Across Databases and Files: while access needs to be managed to a 
business-need-know-level on all forms of cardholder data stores, the underlying technical process of 
reviewing and granting the rights is handled by different teams and tools.
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Consider: User Rights Management for Databases and Files
In order to enable an effective rights management process, organizations need to aggregate rights across 
all systems, identify data owners, submit all rights for approval and then implement access rights decisions. 
Executing this process on an on-going basis reduces the risk of malicious insider or hacker using excessive 
rights or dormant accounts to gain access to cardholder data.

Solutions such as Imperva User Rights Management for Databases and Files helps organizations automate and 
manage the rights review process.

» Aggregate and Report on User Access Rights: SecureSphere automatically aggregates user rights 
from multiple database platforms and file systems to facilitate timely, manageable audits and reviews.

» Identify Data Owners: in some cases it is not simple to identify who owns certain data. By tracking 
actual usage of the data it is possible to identify the most active users which are either the owners or can 
help identify the actual owners.

» Identify Dormant Users and Excessive Access Rights: SecureSphere helps identify dormant users and 
excessive rights by correlating access rights with actual data access activity. Those users that never access 
the data they have permissions to may no longer be part of the organization, or may not need those 
permissions to do their job.

» Perform Access Rights Reviews: Establishing a rights review workflow helps organizations build a 
repeatable process for reviewing access rights. In addition to following a regular workflow, organizations 
should maintain an audit trail of the review process by recording whether reviewers accept or reject 
existing access rights, and what changes are required.

User Rights Management identifies which users can access what data. 
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PCI Requirement 11.5: Deploy File Integrity Monitoring Tools
Tracking critical file changes is required by PCI requirement 11.5 to alert on potential compromise of cardholder 
environment.

Challenge: File Integrity Monitoring Tools Are Not Integrated Into a PCI Compliance Framework
PCI requirement 11.5 represents a challenge for many organizations as it requires deployment of custom tools 
on a large number of servers or the use of commercial software narrowly focused on File Integrity Monitoring. 
This in turn further fragments the solution set required by customers to address PCI DSS overall. File integrity 
monitoring solutions rarely provide coverage for other PCI requirements because they lack the scalability 
required for looking at the entire cardholder environment for auditing or security purposes.

Consider: Combining File Integrity Monitoring and Access Auditing
Solutions such as Imperva SecureSphere provide a common platform that addresses multiple PCI requirements 
within a single monitoring, auditing, analytics, and reporting framework. Customers can produce detailed 
reports on all changes to sensitive files as required by PCI requirement 11.5 as well as all read operations as 
required by PCI requirement 10 using a single solution. Customer can further extend coverage to web assets (to 
satisfy requirement 6.6) and database assets (to address requirements 10, 7 and 8.5).
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PCI Scope: Tracking Cardholder Data Locations
PCI DSS requires that organizations should identify and track all locations of cardholder data. While this 
requirement was implied by the previous version (for example, performing a PCI audit required that all 
instances of cardholder data be accounted for), the standard now explicitly states that customers must be able 
to identify and control all instances of such data.

Challenge: Cardholder Data Proliferation in the Enterprise Creates Unmitigated Risk of a Data Breach
While organizations place controls around cardholder data, certain business processes reduce the effectiveness 
of such effort. Development and QA instances are required to test new application instances. Data warehouse 
applications use this data for business analytics. Customer support personnel capture data in Excel files or other 
documents to collaborate with customers and business partners. The need to identify all data in scope is at 
the heart of the PCI compliance effort because it is both essential to achieve this objective in order to secure 
cardholder data, as well as to limit the scope of the audit to relevant systems only.

Consider: Cardholder Data Discovery and Classification
Organizations can use data discovery and classification capabilities to look for cardholder data as well as other 
personally identifiable information in enterprise databases. The results of such scans can lead to a decision to 
eliminate discovered instances – thus reducing scope – or to include these instances within the scope of the 
PCI compliance initiative.

Imperva SecureSphere offers both scanning-based detection of cardholder data, as well as the ability to 
monitor database responses and alert on the presence of cardholder data. This approach enables organizations 
to demonstrate a repeatable process for tracking all instances of cardholder data.
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Using SecureSphere as Compensating Controls
The PCI Security Standards Council created a framework for implementing compensating controls rather than 
delineating specific criteria. According to Appendix B in PCI, compensating controls must:

» Meet the intent and rigor of the original PCI DSS requirement: The SecureSphere Database Firewall 
and File Firewall can be used as an alternative control for PCI requirements that govern the security, 
confidentiality, and integrity of cardholder data in transit and at rest.

» Provide a similar level of defense as the original PCI DSS requirement: SecureSphere prevents 
unauthorized users and intruders from accessing cardholder data stored in databases through its access 
controls and database attack protection. SecureSphere provides internal network segmentation and IP 
and MAC address filtering. In addition, it can limit access to database data by user name, data type and 
source application and it can prevent common database attacks.

 To minimize the risk of database activity logs, SecureSphere masks credit card numbers in audit and 
security logs. SecureSphere enables payment card processors to meet the auditing requirements 
designated in PCI 10 without exposing them to additional data compromise.

» Be “above and beyond” other PCI DSS requirements: SecureSphere far exceeds the requirements 
in the PCI by not only protecting databases and file systems from unauthorized access, but by also 
delivering a wealth of other security, assessment, and monitoring capabilities.

 With SecureSphere, organizations can scan their network and discover all databases, including rogue 
databases. Then SecureSphere can inspect databases for sensitive data such as credit cards. Locating 
credit card data on the network is the first step to securing stored cardholder data. In addition, 
SecureSphere can scan databases for over 1000 vulnerabilities and configuration flaws. Coupled with its 
database security features, SecureSphere goes well “above and beyond” other PCI requirements.

» Be commensurate with the additional risk imposed by not adhering to the PCI DSS 
requirement: SecureSphere reduces the overall risk of cardholder data compromise. In fact, 
SecureSphere can detect and stop unauthorized access to cardholder data. For example, many 
organizations allow internal users to view customer credit card numbers for business purposes. 
SecureSphere would detect and potentially block irregular behavior, such as queries with unusually large 
result sets or requests from unauthorized client applications. Organizations that rely solely on database 
encryption may still allow malicious internal users to access cardholder data.

Note that all compensating controls must be reviewed and validated for sufficiency by a PCI DSS assessor.
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Conclusion
PCI DSS establishes an actionable security and compliance framework for protecting card holder data. 
Organizations that process or store such data are obligated to secure it to minimize their financial exposure to a 
data breach and maintain customer trust in their ability to securely transact business.

Imperva is the market leader and innovator in security for PCI compliance. Imperva has built a comprehensive 
and powerful platform, SecureSphere, that accurately protects and audits all in-scope assets including 
web application, database and files. Unlike point solutions for PCI compliance, Imperva offers a single, fully 
integrated and centrally managed solution that reduces TCO and enables phased, seamless deployment. 
Customers can incrementally address PCI requirements according to their business and technical priorities.

Imperva accelerates deployment and time-to-value by providing built-in data discovery and classification 
capabilities and pre-packaged PCI policies and reports – so customers can quickly and painlessly satisfy audit 
requirements while securing their data. Imperva SecureSphere can further address additional (and related) 
compliance requirements such as SOX and HIPAA, within SecureSphere, as many organizations are subject to 
more than one set of regulations.

Imperva has developed deep experience in enabling customers to successfully meet and exceed PCI 
requirements and provide true security value add to their organizations. Imperva offers flexible consulting, 
support and training offerings to help customer rapidly realize the value of their SecureSphere investment.

To learn more about Imperva’s solution visit http://www.imperva.com.

http://www.imperva.com
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Appendix A
How Imperva SecureSphere Specifically Addresses PCI Requirements
Table 1: SecureSphere Applicability to PCI 6

Req Text
SecureSphere 
Applicability SecureSphere Applicability Detail

Direct Partial NA
6.1 Ensure that all system components and 

software are protected from known 
vulnerabilities by having the latest vendor-
supplied security patches installed. Install 
critical security patches within one month 
of release.

Note: An organization may consider 
applying a risk-based approach to prioritize 
their patch installations. For example, 
by prioritizing critical infrastructure (for 
example, public-facing devices and systems, 
databases) higher than less-critical internal 
devices, to ensure high-priority systems and 
devices are addressed within one month, and 
addressing less critical devices and systems 
within three months.

X SecureSphere Database Security Solutions include 
assessment capabilities that evaluate configuration 
of both underlying operating systems and database 
management system software. Assessments include 
patch and version information. This is an effective 
audit mechanism for database update/patch control 
objectives.

6.2 Establish a process to identify and assign 
a risk ranking to newly discovered security 
vulnerabilities.

Notes:
» Risk rankings should be based on 

industry best practices. For example, 
criteria for ranking “High” risk 
vulnerabilities may include a CVSS 
base score of 4.0 or above, and/or 
a vendor-supplied patch classified 
by the vendor as “critical,” and/or a 
vulnerability affecting a critical system 
component.

» The ranking of vulnerabilities as 
defined in 6.2.a is considered a best 
practice until June 30, 2012, after 
which it becomes a requirement.

X Subscription-based SecureSphere ADC Insight 
Services provide regular updates to the assessments 
of known vulnerabilities in business application 
(SAP, Oracle EBS, etc.) and database software. This 
information is integrated in the assessment capability 
mentioned in section 6.1

6.3.1 Removal of custom application 
accounts, user IDs, and passwords before 
applications become active or are released 
to customers

X Sensitive data discovery and user account 
assessments can audit removal of custom application 
accounts, user IDs, and passwords from production 
Web application and database systems.

6.4 Follow change control processes and 
procedures for all changes to system 
components. The processes must include 
the following:

X SecureSphere Change Control Module can audit on 
configuration changes to database servers.

6.4.2 Separation of duties between 
development/test and production 
environments

X SecureSphere’s Dynamic Profiling can enforce and 
audit separation of duties between different users 
and roles based upon their normal behavior profiles. 
For example, by monitoring production environments 
user access SecureSphere can detect and log 
unauthorized changes made by developers.

6.4.4 Removal of test data and accounts before 
production systems become active

X Sensitive data discovery and user account 
assessments can audit removal of these accounts 
from production Web application and database 
systems
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6.5 Develop applications based on secure 
coding guidelines. Prevent common 
coding vulnerabilities in software 
development processes, to include the 
following:

Note: The vulnerabilities listed at 6.5.1 
through 6.5.9 were current with industry 
best practices when this version of PCI DSS 
was published. However, as industry best 
practices for vulnerability management are 
updated (for example, the OWASP Guide, 
SANS CWE Top 25, CERT Secure Coding, etc.), 
the current best practices must be used for 
these requirements.

X SecureSphere protects against each of the 
vulnerabilities identified by requirements 6.5.1 
through section 6.5.9, as well as many advanced 
vulnerabilities not covered by PCI or the OWASP Top 
Ten. Since SecureSphere capabilities go above and 
beyond the latest standards, it may be considered 
as a compensating control in certain scenarios. It’s 
also worth noting that as threats change over time, 
SecureSphere is automatically updated by Imperva to 
provide protection against the latest vulnerabilities 
and standards. It is much more difficult to identify 
and deploy secure coding practices to developers as 
threats change.

For more information about how SecureSphere 
protects against the OWASP Top Ten list of security 
vulnerabilities, please see the SecureSphere and 
OWASP Top Ten Technical Brief.

6.5.1 Injection flaws, particularly SQL injection. 
Also consider OS Command Injection, 
LDAP and XPath injection flaws as well as 
other injection flaws.

X SecureSphere protects against injection flaws, 
including SQL, LDAP, and XPath injection flaws.

6.5.2 Buffer overflow X SecureSphere protects against buffer overflow 
attacks.

6.5.3 Insecure cryptographic storage X SecureSphere protects environments that use 
cryptographic storage.

6.5.4 Insecure communications X SecureSphere protects environments that use secure 
communications. In proxy mode, SecureSphere can 
secure communications by terminating HTTPS (SSL) 
connections.

6.5.5 Improper error handling X SecureSphere protects against information leakage 
and improper error handling.

6.5.6 All “High” vulnerabilities identified in the 
vulnerability identification process (as 
defined in PCI DSS Requirement 6.2).

Note: This requirement is considered a best 
practice until June 30, 2012, after which it 
becomes a requirement.

X SecureSphere can mitigate Web application 
vulnerabilities through Web application firewall 
policies. In addition, SecureSphere integrates with 
application scanners to virtually patch vulnerabilities.

6.5.7 Cross-site scripting (XSS) X SecureSphere protects against cross-site scripting.

6.5.8 Improper Access Control (such as insecure 
direct object references, failure to restrict 
URL access, and directory traversal)

X SecureSphere protects against improper access 
control such as insecure direct object reference, 
failure to restrict URL access, and directory traversal 
through SecureSphere’s patented Dynamic Profiling 
technology, directory traversal attack signatures, and 
session security.

6.5.9 Cross-site request forgery (CSRF) X SecureSphere protects against cross-site request 
forgery.

6.6 For public-facing web applications, 
address new threats and vulnerabilities 
on an ongoing basis and ensure these 
applications are protected against known 
attacks by either of the following methods: 

» Reviewing public-facing web 
applications via manual or automated 
application vulnerability security 
assessment tools or methods, at least 
annually and after any changes

» Installing a web-application firewall in 
front of public-facing web applications

X SecureSphere is the market leading Web Application 
Firewall. It automatically detects and blocks attacks 
before damage may occur. SecureSphere deployment 
meets this control requirement more cost effectively 
and with less security risk than repeated application 
review and fix cycles.
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Table 2: SecureSphere Applicability to PCI 10

Req Text
SecureSphere 
Applicability SecureSphere Applicability Detail

Direct Partial NA
10.1 Establish a process for linking all access 

to system components (especially access 
done with administrative privileges such as 
root) to each individual user.

X SecureSphere audits all user access to database 
information and management functions by 
administrators. SecureSphere also captures Web 
application user names and audits all subsequent 
Web session activity associated with that specific user 
name.

SecureSphere can uniquely combine Web and 
database security capabilities to link specific SQL 
queries to specific Web user names even when user 
information is not passed to the back-end database 
by the application (e.g. connection pooling).

10.2 Implement automated audit trails for all 
system components to reconstruct the 
following events:

X SecureSphere audits on all database events specified 
for compliance with requirement 10.2. SecureSphere 
audits some of the Web application events required 
for compliance with requirement 10.2. In addition to 
auditing, SecureSphere can issue real-time alerts in 
the event of significant policy violations. For example, 
it may be important to know in real-time when a 
database administrator uses a decryption stored 
procedure to access a credit card table.

10.2.1 All individual accesses to cardholder data X SecureSphere audits all database access to cardholder 
data and link that access to specific users (see item 
10.1).

10.2.2 All actions taken by any individual with 
root or administrative privileges

X SecureSphere audits all database management 
actions by administrators.

10.2.3 Access to all audit trails X SecureSphere audits access to its own Web and 
database audit trail.  SecureSphere can additionally 
audit access to data that resides within native 
database logs.

10.2.4 Invalid logical access attempts X SecureSphere audits invalid Web and database logical 
access attempts.

10.2.5 Use of identification and authentication 
mechanisms

X SecureSphere audits Web and database 
authentication events.

10.2.6 Initialization of the audit logs X SecureSphere audits initialization of its own Web and 
database audit logs.

10.2.7 Creation and deletion of system-level 
objects

X SecureSphere audits creations and deletions of 
system-level database objects (schemas, installation 
dangerous stored procedures, etc.).

10.3 Record at least the following audit trail 
entries for all system components for each 
event:

X SecureSphere Web and database event logs include 
all of the data specified in requirement 10.3.

10.3.1 User identification X SecureSphere Web and database event logs include 
specific user names (see 10.1).

10.3.2 Type of event X SecureSphere Web and database event logs include 
event types.

10.3.3 Date and time X SecureSphere Web and database event logs include 
the date and time.

10.3.4 Success or failure indication X The SecureSphere Web Application Firewall records 
Web server response codes, indicating server errors. 
The SecureSphere Database Firewall and Database 
Activity Monitoring track database errors and login 
failures.

10.3.5 Origination of event X SecureSphere Web and database event logs include 
detailed event origination information.
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10.3.6 Identity or name of affected data, system 
component or resource.

X SecureSphere Web and database event logs include 
detailed affected system information.

10.4 Using time-synchronization technology, 
synchronize all critical system clocks and 
times and ensure that the following is 
implemented for acquiring, distributing, 
and storing time.

Note: One example of time synchronization 
technology is Network Time Protocol (NTP).

X SecureSphere can synchronize itself with a network 
NTP server or other time mechanism.

10.5 Secure audit trails so they cannot be 
altered.

X SecureSphere audit logging is completely separate 
from the native database and Web application 
logging. Only authorized users can access audit logs. 
Logs can be signed and encrypted

10.5.1 Limit viewing of audit trails to those with a 
job-related need.

X Only users with appropriate roles and permissions can 
access SecureSphere Web and database audit trails. 
Roles and permissions are customizable. All access to 
audit trails is itself logged by SecureSphere.

10.5.2 Protect audit trail files from unauthorized 
modifications.

X Only users with appropriate roles and permissions can 
access SecureSphere Web and database audit trails. 
Roles and permissions are customizable. All access to 
audit trails is itself logged by SecureSphere.

10.5.3 Promptly back up audit trail files to a 
centralized log server or media that is 
difficult to alter.

X Imperva SecureSphere audit trail files can be backed 
up via scheduled processes. Logs can be digitally 
signed and encrypted.

10.5.4 Write logs for external-facing technologies 
onto a log server on the internal LAN.

X The SecureSphere Web Application Firewall, typically 
deployed as an external-facing technology, can write 
logs to a log server on the internal LAN. SecureSphere 
Database and File Security Solutions can also satisfy 
this requirement, but they are typically not deployed 
as external-facing technologies.

10.5.5 Use file-integrity monitoring or change-
detection software on logs to ensure 
that existing log data cannot be changed 
without generating alerts (although new 
data being added should not cause an 
alert).

X SecureSphere audit logs can be signed and encrypted 
to ensure log data cannot be altered. SecureSphere 
can also optionally monitor changes to specific files 
stored on external servers such as database or file 
audit logs.

10.6 Review logs for all system components at 
least daily. Log reviews must include those 
servers that perform security functions 
like intrusion-detection system (IDS) 
and authentication, authorization, and 
accounting protocol (AAA) servers (for 
example, RADIUS).

Note: Log harvesting, parsing, and alerting 
tools may be used to meet compliance with 
Requirement 10.6.

X SecureSphere audit reports and alerts enable 
organizations to review the logs of their Web, 
database, and file servers. Workflow processes can be 
defined to track review activity and require sign-off.

10.7 Retain audit trail history for at least one 
year, with a minimum of three months 
immediately available for analysis (for 
example, online, archived, or restorable 
from back-up).

X Imperva SecureSphere audit trail logs can be 
backed up and stored for a configurable period of 
time. Support for SAN, NAS and integration with 
log management from ArcSight, LogRhythm, RSA, 
SenSage, and others provides multiple options for 
long-term, high-volume data retention.
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