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A 10 GbE Network is the 
Backbone of the Virtual 
Data Center 

Brought to you compliments of: Introduction: The Network is at the Epicenter of the Data 
Center 
Consumerization of IT, mobility and the evolution of computing devices have all contributed to IT 
transformation. However, few technologies have had as much disruptive force as server virtual-
ization. Server virtualization has reached a tipping point where there are more virtual workloads 
than physical ones and virtualized servers have now become the norm rather than the exception 
(Exhibit 1). The shift to a virtual data center has put tremendous strain on legacy data center 
networks, driving the need for more speed, lower latency, more efficient management and 
a new architecture.

However, virtualization is now moving into the next phase of maturity — from consolidation 
to automation — whereby organizations can take any virtual resource and move it to where 
it is needed, based on business policy. This shift will give rise to the era of virtual computing 
and put additional strain on the data center network.
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The virtualized data center will have the following impact on IT resources:

• The cost of computing will continue to fall as hardware continues to get more sophisticated. 
Today, it’s possible for application developers to create virtual compute resources on demand, 
as resources can be located in pools and accessed when required.

• The network will continue to increase in strategic value as the computing wave becomes 
more network-dependent. The virtual computing era by far is the most network-centric 
compute paradigm to date.

• The interdependency between the compute and network infrastructure will continue to 
grow. Compute and network infrastructure has historically been deployed in silos. However, 
the shift to a virtual data center means the performance and reliability of the virtualized 
compute environment is dependent on a highly reliable network.

• Network speeds will grow exponentially. Each transition of computing has heralded a 
significant increase in the demand for network bandwidth. Ethernet has transitioned from 
10 MB to 100 MB to 1 GbE to 10 GbE and is moving to 40 and even 100 GbE. Virtualization, 
big data and other bandwidth-intensive workloads will drive the need for higher density 
processing and transmission of data.

The continual evolution of the data center has had a profound impact on IT evolution, and 
for organizations to maximize the ROI of these changes, the network must now transform. 
A 10 GbE backbone in the data center is now considered essential.

Section II: The Need for 10 GbE in the Data Center
The transformation of the data center into a fully virtualized resource has been under way for 
a few years now. However, in addition to server virtualization, a number of other contributing 

Exhibit 1:
Source: ZK Research, 2012
What percentage of your servers is virtualized today versus 5 years ago? 

0% 10% 15%5% 20% 25% 30% 35% 45%40%

75%+

50-75%

30-50%

10-29%

0-9%

13%
8%

39%
10%

24%

16%

8%

41%

27%

14%

2012 2007



3 ©2014 Dell

Return to top

factors are driving the need for network bandwidth at 10 GbE speeds. These are:

• An increase in east-west traffic flows. Legacy data center networks are designed for traffic 
to flow from the edge of the network into the core and then back to the edge in a north-south 
direction. Today, however, factors such as workforce mobility, Hadoop, big data and other 
applications are driving east-west traffic flows from server to server. ZK Research estimates 
that within three years, more than 75% of data center traffic will be east-west in nature.

• Flatter networks. Traditional data center networks have a minimum of three tiers: top of 
rack (ToR), aggregation and core. Often, there is more than one aggregation tier, meaning 
the data center could have three or more network tiers. When network traffic is primarily 
best effort, this is sufficient. But as more mission-critical, real-time traffic flows into the 
data center, it becomes critical that organizations move to two-tier networks.

• Higher bandwidth applications. Up until a few years ago, the majority of data center network 
traffic was not real time, so architecting the network for resiliency was more important than 
speed. Today, real-time applications such as video, desktop virtualization, voice over IP and 
storage convergence are commonplace. This requires a high-performance, non-blocking, 
low-latency network infrastructure. As a result, data center, cloud and enterprise networks 
are transitioning to 10 and 40 GbE.

• Virtualization of other IT assets. Historically, compute resources such as processor, memory 
and storage were resident in the server itself. Over time, more and more of these resources 
are being put into “pools” that can be accessed on demand. In this case, the data center net-
work becomes a “fabric” that acts as the backplane for the virtualized data center (Exhibit 2).

Exhibit 2:
Source: ZK Research, 2012
The network is the backplane for the virtual data center
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• Data Center Automation. Automation will be the next wave of virtualization. Automation 
will allow data center resources to be automatically allocated and migrated to applications 
and services without manual intervention. This requires the coordination of network, storage, 
compute and application assets that use the network as a high-speed orchestrator for the 
automation framework.

• Software-Defined Network (SDN).  SDN enables a new type of network virtualization, 
providing the last piece of the puzzle required to deliver low-lost, all-inclusive private cloud 
solutions to the enterprise data center. SDN is the key to enabling significant technologies 
from the all-inclusive elastic private-cloud to secure mobile access, BYOD and beyond, all 
with a highly automated model that can give enterprise IT never-before-seen levels of agil-
ity while reducing both capital and operational overhead to the lowest levels ever delivered 
in enterprise solutions.

Rapidly, the 10 GbE network will become the underlying foundational resource for the virtual 
data center. A robust, resilient 10 GbE network will allow organizations to achieve full ROI ben-
efits for initiatives such as big data, virtualization and cloud computing.

Section III: Building a 10 GbE Network
Building a 10 GbE network as the foundation for the virtual enterprise should certainly be the 
vision for most organizations. However, the path there may not be obvious. Few companies 
have the resources to do a wholesale forklift upgrade and move to a 10 GbE network overnight. 
IT leaders that wish to make this migration to enable the move to a virtual data center should 
consider the following to minimize the risk of the deployment:

• Upgrade to 10 GbE where needed today. There are several places in the data center where 
bottlenecks may exist. This could be at the aggregation point of a number of top-of-rack 
switches, in the core of the network. Upgrade and optimize traffic flows to create a more 
responsive, low-latency network environment.

Exhibit 3: 
Source: ZK Research, 2012 
A flat “fabric” versus a legacy multi-tier network 
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• Use 10 GbE to consolidate network infrastructure. Upgrade the GbE network with fewer, 10 
GbE units. This will enable a more efficient deployment, space savings and lower power 
consumption for data center switching products.

 Shift to a flatter, simpler network “fabric.” Consider the network to be part of the overall data 
center strategy. A two-tier network will be much simpler to manage and provider greater 
efficiencies versus a three-tier network (Exhibit 3). Also consider deploying 10 Gig more 
broadly across the campus as workloads start to impact traffic outside the data center.

• Take a migratory approach. Legacy strategies such as “build it first” are too costly for this 
era of IT. Migrate where needed today, and then expand the deployment at a pace the 
organization is comfortable with and can budget.

• Leverage the network for orchestrating virtual machine (VM) mobility. Use network infra-
structure that has the capability of orchestrating and automating many of the manual data 
center tasks such as VM mobility. This not only allows for more consistent network adminis-
tration, but it also frees up more IT staff time to pursue innovation over maintenance.

• Plan for the future. When deploying the solution, consider where and when the organization 
will utilize 40 GbE when available as well as where and when it’s cost-effective to do so.

The move to a 10 GbE solution does not need to be a painful process that puts the organization’s 
data center at risk. If planned correctly, the deployment can yield a fast ROI today and provide 
a secure, resilient, high-speed foundation to build a virtual data center on for the future.

Section IV: Dell’s 10 GbE Solution
Many solution providers offer 10 GbE solutions, but it’s essential to choose the right provider 
to enable the functionality required today and ensure long-term success.

Dell has a strong portfolio of 10 GbE products and deployment services that can meet the needs 
of any organization. Dell offers an end-to-end product line including core, aggregation and top-
of-rack solutions to optimize for both east-west and north-south traffic flows. The Dell portfolio 
includes:

Dell Z9000 core fabric switch
The Dell Z9000 is a compact, next-generation switch/router product designed to meet the require-
ments for high-density 10/40 GbE aggregation in a data center core network. The Z9000 switch 
is designed to address data center 10/40 GbE aggregation requirements through Centralized Core 
or Dell Active Fabric™ architectures for High Performance Enterprise data centers, High Perfor-
mance Computing Cores, Cloud Computing Cores, Provider Hosted data centers and Enterprise 
LAN Cores. The Z9000 switch can be positioned as a core switch or aggregation switch within 
a data center. The Z9000 product can support 32 ports of 40 GbE QSFP+ or 128 ports of 10 GbE 
SFP+, realized through breakout cables. Z9000 supports a full suite of Ethernet switching and 
routing protocols in the industry hardened Dell Networking operating system to enable Layer 2 or 
Layer 3 network architectures.
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Dell S4810-20T Top of Rack and fabric switch
The Dell S-Series S4810 is an ultra-low-latency 10/40 GbE ToR switch that is purpose-built for 
applications in high-performance data center and computing environments. Leveraging 
a nonblocking, cut-through switching architecture, the S4810 delivers line-rate L2 and L3 
forwarding capacity with ultra-low latency to maximize network performance. The S4810 
design provides 48 dual-speed 1/10 GbE ports as well as four 40 GbE QSFP+ uplinks to conserve 
valuable rack space and simplify the migration to 40 Gbps in the data center core (each 40 GbE 
QSFP+ uplink can support four 10 GbE ports with a breakout cable). Powerful quality-of-service 
features (QoS), coupled with ultra-low latency and line-rate throughput, make the S4810 ideally 
suited for iSCSI storage environments. In addition, the S4810 incorporates multiple architectural 
features that optimize data center network flexibility, efficiency and availability, including I/O 
panel to PSU airflow or PSU to IO panel airflow for hot/cold aisle environments, and redundant, 
hot-swappable power supplies and fans. The Dell S4820T offers similar capabilities, but is 
confiigured with 10G BaseT ports for server connections.

Dell Active Fabric™  solutions leaf-spine architecture
The Dell Active Fabric architecture is purpose-built for leaf-spine designs. Managed by Dell 
Active Fabric Manager, which automates the design, deployment and monitoring of a network 
fabric, These fabrics scale to support thousands of 10 or 40 GbE server and storage ports. The 
designs are nonblocking and enable hosts to transmit and receive data at full interface capacity. 
The architecture eliminates the need for expensive chassis-based products and allows you to 
collapse the core and aggregation layers, resulting in a simpler and more efficient network.

The PowerEdge M1000e with Dell MXL 10/40 GbE blade 
The Dell MXL 10/40 GbE switch delivers performance and scalability in a flexible package that 
is designed to meet the shifting demands of your business and data center 
as it transitions from 1 GbE to 10/40 GbE. The MXL switch provides 1/10 GbE connectivity 
on server-facing ports for up to 32 blade servers equipped with the latest KR-based 10 GbE 
network daughter cards or mezzanine cards. The switch offers 1/10/40 GbE connectivity on the 
uplinks to interface with a top-of-rack switch, aggregation, core or directly to an Ethernet-based 
SAN. The MXL switch has high bandwidth, high performance and flexibility to satisfy the 
changing demands of data centers embracing virtualization, network convergence and other I/O-
intensive applications and workloads.

Dell Networking S5000 Converged LAN/SAN switch
The Dell S5000 is a 10/40GbE unified storage switch architected for a ToR virtualized data center 
environment. It provides a fully modular converged LAN/SAN switch purpose built for applications 
in high-performance data center and fabric deployments. The S5000 supports LAN and native 
Fiber Channel ports using optional modules for maximum flexibility and scalability

Dell Networking S6000 10/40GbE Ethernet switch

The Dell Networking S6000 is the industry-leading, high-density 10/40GbE top-of-rack switch 
in an innovative 1RU platform with the power to meet the demands of evolving networks, 
and purpose-built for virtual data center infrastructures. The S6000 was developed to offer 
unprecedented performance and fabric flexibility without sacrificing rack space, connectivity or 
energy efficiency, and a great choice for today’s high-volume virtual environments. The S6000 
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furthers the evolution of network architectures by offering twice the performance of traditional 
ToR solution in a space-saving switch enabling smaller datacenter footprints and higher 
density racks. It delivers up to 96 10 gig ports as well as integrated virtualization gateways for 
VMWare’s NSX platform.

Open Automation Framework
Dell Open Automation Framework leads the industry in providing an open standards-based au-
tomation solution for data center operations. The offering allows data centers — big and small, 
virtual and conventional — to simplify operations while increasing operational efficiency and 
deployment velocity.

The Open Automation Framework is comprised of a suite of interrelated network management 
tools that can be used together or independently. These tools provide data center managers with 
a complete set of capabilities required in today’s dynamic, virtual data center environments:

• Bare Metal Provisioning reduces installation time, eliminates configuration errors and 
enforces standard configurations by automatically configuring network switches.

• Smart Scripting improves network monitoring and management with a robust, onbox 
Perl/Python and TCL scripting environment.

• Virtual Server Networking increases network flexibility by automatically provisioning 
VLANs when VMs are migrated.

• Programmatic Management simplifies network management by integrating with numerous 
third-party system management tools.

Open and optimized infrastructure
Dell offers a choice of fixed and scalable chassis solutions for every layer of your network 
through the Dell Networking products.

Standards-based solutions for:
• Efficient operation, from simplified network architecture

• Reduced training, for IT personnel to set up and operate equipment

• Supporting multivendor components with the LAN switches

• Easy integration with management tools and simplified management of components 
and solutions

Open standards
From power efficiency to the latest network protocols, Dell networking solutions are open standards.

Resource-heavy workloads
Dell Networking supports resource-heavy workloads at the data center and efficient connectivity 
to campuses.

Vertical market support
Dell delivers networking solutions for vertical markets including government, healthcare 
and education.
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Support services
Dell Services support networking products and provide planning, deployment and management 
as customers migrate to 10 GbE.

The transition to the virtual data center will be the most significant network shift since the birth 
of computing. Dell’s portfolio is ideally suited for this shift because it is informed and shaped 
by Dell’s expertise in networking, compute, storage and management software.

Section V: Conclusion and Recommendations
The era of virtual computing is here, and network managers must embrace this change and shed 
legacy thinking. Legacy networks were designed with best-effort connectivity in mind, but this 
approach is no longer sufficient, as the network has become the foundation for the virtual enterprise. 
Only a real-time, no-compromise, high-speed, resilient network built at 10 GbE speeds will enable a 
low-risk transition. To help companies get started, ZK Research recommends the following:

• Think of virtualization as a strategic IT asset, and look past server consolidation. Using vir-
tualization to consolidate servers is just scratching the surface of what’s possible. Instead, 
look for virtualization to lead the way to greater automation and resource utilization of data 
center assets.

• Consider the network to be the most critical data center resource. The network is the only 
asset that is pervasive across the data center and the rest of the organization. Leverage 
the network to create a high-speed foundation to solve today’s data center challenges 
as well as those in the foreseeable future.


