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Edge computing: The state of the next 
IT transformation
BY CHARLES MCLELLAN

In recent years, computing workloads have been 
migrating: first from on-premises data centres to 
the cloud and now, increasingly, from cloud data 
centres to ‘edge’ locations where they are nearer 
the source of  the data being processed. The goal? 
To boost the performance and reliability of  apps 
and services, and reduce cost of  running them, by 

shortening the distance data has to travel, thereby 
mitigating bandwidth and latency issues.

That’s not to say that on-premises or cloud centres 
are dead—some data will always need to be stored 
and processed in centralised locations. But digital 
infrastructures are certainly changing. According 
to Gartner, for example, 80 percent of  enterprises 

Warwick Hutton, CIO Australia at Coca-Cola Amatil
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will have shut down their traditional data centre by 2025, versus 10 percent in 2018. Workload placement, 
which is driven by a variety of  business needs, is the key driver of  this infrastructure evolution, says the  
analyst firm:

With the recent increase in business-driven IT initiatives, often outside of  the traditional 
IT budget, there has been a rapid growth in implementations of  IoT solutions, edge 
compute environments and ‘non-traditional’ IT. There has also been an increased focus 
on customer experience with outward-facing applications, and on the direct impact of  
poor customer experience on corporate reputation. This outward focus is causing many 
organizations to rethink placement of  certain applications based on network latency, 
customer population clusters and geopolitical limitations (for example, the EU’s General 
Data Protection Regulation [GDPR] or regulatory restrictions).

There are challenges involved in edge computing, of  course—notably centering around connectivity, which 
can be intermittent, or characterised by low bandwidth and/or high latency at the network edge. That poses a 
problem if  large numbers of  smart edge devices are running software—machine learning or AI, for example—
that needs to communicate with central cloud servers, or nodes in the intervening ‘fog’. Solutions are on the 
way, however.

With edge computing sitting at the peak of  Gartner’s 2018 Hype Cycle for Cloud Computing, there’s plenty of  
scope for false starts and disillusionment before standards and best practices are settled upon, and mainstream 
adoption can proceed. This introduction to ZDNet’s special report looks to set the scene and assess the current 
state of  play.

DEFINITIONS
Edge computing is a relatively new concept that has already been associated with another term, ‘fog 
computing’, which can lead to confusion among non-specialist observers. Here are some definitions that will 
hopefully clarify the situation.

Futurum Research
Unlike Cloud Computing, which depends on data centers and communication bandwidth to process and 
analyze data, Edge Computing keeps processing and analysis near the edge of  a network, where the data was 
initially collected. Edge Computing (a category of  Fog Computing that focuses on processing and analysis at 
the network node level)...should be viewed as a de facto element of  Fog Computing.
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State of  the Edge 2018
The delivery of  computing capabilities to the logical extremes of  a network in order to improve the 
performance, operating cost and reliability of  applications and services. By shortening the distance between 
devices and the cloud resources that serve them, and also reducing network hops, edge computing mitigates 
the latency and bandwidth constraints of  today’s Internet, ushering in new classes of  applications. In practical 
terms, this means distributing new resources and software stacks along the path between today’s centralized 
data centers and the increasingly large number of  devices in the field, concentrated, in particular, but not 
exclusively, in close proximity to the last mile network, on both the infrastructure and device sides.

451 Research/OpenFog Consortium
[Fog] begins on one ‘end’ with edge devices (in this context, we define edge devices as those devices where 
sensor data originates, such as vehicles, manufacturing equipment and ‘smart’ medical devices) that have the 
requisite compute hardware, operating system, application software and connectivity to participate in the 
distributed analytics Fog. It extends from the edge to ‘near edge’ functions, such as local datacenters and other 
compute assets, multi-access-edge (MEC) capabilities within an enterprise or operator radio access network, 
intermediate computing and storage capabilities within hosting service providers, interconnects and colocation 
facilities, and ultimately to cloud service providers. These locations have integrated or host ‘Fog nodes’, which 
are devices capable of  participating in the overall distributed analytics system.

David Linthicum (Chief  Cloud Strategy Officer at Deloitte Consulting)
”With edge, compute and storage systems reside at the edge as well, as close as possible to the component, 
device, application or human that produces the data being processed. The purpose is to remove processing 
latency, because the data needn’t be sent from the edge of  the network to a central processing system, then 
back to the edge...Fog computing, a term created by Cisco, also refers to extending computing to the edge of  
the network. Cisco introduced its fog computing in January 2014 as a way to bring cloud computing capabilities 
to the edge of  the network...In essence, fog is the standard, and edge is the concept. Fog enables repeatable 
structure in the edge computing concept, so enterprises can push compute out of  centralized systems or clouds 
for better and more scalable performance.”
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Here’s how the OpenFog Consortium visualises the relationship between data-generating ‘things’ at the 
network edge, cloud data centres at the core, and the fog infrastructure in between:

MARKET ESTIMATES
According to B2B analysts MarketsandMarkets, the edge computing market will be worth $6.72 billion by 
2022, up from an estimated $1.47bn in 2017—a CAGR (Compound Annual Growth Rate) of  35.4 percent. 
Key driving factors are the advent of  the IoT and 5G networks, an increase in the number of  ‘intelligent’ 
applications, and growing load on cloud infrastructure:

Edge computing market dynamics

Drivers
• Growing load on cloud infrastructure
• Wide range of  applications in different industries
• Increase in the number of  intelligent applications

Restraints • Security and privacy concerns related to edge computing

Opportunities • Advent of  the 5G network

Challenges • Inadequate industry standards and interoperability issues

IMAGE: OPENFOG CONSORTIUM

DATA: MARKETSANDMARKETS
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Among the vertical segments considered by MarketsandMarkets, Telecom and IT is expected to have the 
biggest market share during the 2017-2022 forecast period. That’s because enterprises faced with high network 
load and increasing demand for bandwidth will need to optimise and extend their Radio Access Network 
(RAN) in order to deliver an efficient Mobile (or Multi-access) Edge Computing (MEC) environment for their 
apps and services.

The fastest-growing segment of  the edge computing market during the forecast period is likely to be retail, says 
MarketsandMarkets: high volumes of  data generated by IoT sensors, cameras and beacons that feed into smart 
applications will be more efficiently collected, stored and processed at the network edge, rather than in the 
cloud or an on-premises data centre.

Grand View Research takes a more conservative view, estimating that the edge computing market will be worth 
$3.24 billion by 2025, although that’s still a ‘phenomenal’ CAGR of  41 percent over the 2017-2025 forecast 
period. Regionally, North America will lead the market due to increasing penetration of  IoT devices in the US 
and Canada, said the research firm, while the vertical segment with the highest CAGR will be healthcare and 
life sciences, thanks to “storage capabilities and real-time computing offered by edge computing solutions”. 
SMEs will witness the highest CAGR (46.5%) over the forecast period, said Grand View Research, thanks to 
the ability of  edge computing solutions to reduce operating costs.

The most optimistic growth estimate comes from 451 Research, in an October 2017 study—Size and Impact 
of  Fog Computing Market—commissioned by the OpenFog Consortium. This wide-ranging research puts the 
market opportunity for fog computing at $18.2 billion by 2022, up from $1.03bn in 2018 and $3.7bn in 2019 -- 
a CAGR of  104.9 percent between 2018 and 2022.

DATA: 451 RESEARCH & OPENFOG CONSORTIUM / CHART: ZDNET
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According to 451 Research, the leading verticals for fog computing in 2022, in terms of  market share, will be 
utilities, transportation, healthcare, industrial and agriculture.

IMAGE: 451 RESEARCH & OPENFOG CONSORTIUM
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When it comes to the fog computing ecosystem in 2022, 451 Research breaks down the components like this:

Hardware components are well out in front, with a 42.1 percent slice of  the 2022 pie, followed by fog 
applications/platforms (21.5%) and fog services (20.4%). No wonder hardware vendors and cloud application/
services providers are queueing up to get involved in the fast-developing edge/fog market.

Despite their different emphases, these forecasts make it clear that the ‘perfect storm’ for edge computing 
is being created by a rapidly increasing number of  internet-connected devices and the imminent advent of  
high-bandwidth, low-latency 5G networks. Ericsson’s June 2018 Mobility Report summarises the expected 
developments in these areas.

Whereas PCs, laptops, tablets and (to a lesser extent) mobile phones show flat growth between 2017 and 2023, 
IoT devices are taking off: those with wide-area connections will see 30 percent CAGR, with short-range IoT 

DATA: 451 RESEARCH & OPENFOG CONSORTIUM / CHART: ZDNET
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devices showing significant but slower growth (17% CAGR). This results in an almost 80 percent (79.4%) 
increase in the number of  connected devices between 2017 (17.5 billion) and 2023 (31.4 billion):

As far as 5G is concerned, Ericsson expects the first data-only devices from the second half  of  2018 and the 
first 5G smartphones in 2019. By 2023, following the advent of  third-generation chipsets in 2020, the company 
forecasts that 1 billion 5G devices will be connected worldwide.

The first module-based 5G IoT devices, supporting ultra-low latency communications for industrial process 
monitoring and control, are expected during 2020, says Ericsson.

STANDARDS & ORGANISATIONS
Any new IT initiative requires standards and best practices, and the early stages are often characterised by 
multiple groups and consortia with different agendas (despite often significant overlap in membership). Edge/
fog computing is no exception.

* CELLULAR IOT DEVICES ARE A SUBSET OF WIDE-AREA IOT DEVICES.

DATA: ERICSSON MOBILITY REPORT, JUNE 2018 / CHART: ZDNET
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Fog computing, a term coined by Cisco, is backed by the OpenFog Consortium, which was founded in 2015 by 
Arm, Cisco, Dell, Intel, Microsoft and the Princeton University Edge Laboratory. Its mission statement reads 
(in part):

Our efforts will define an architecture of  distributed computing, network, storage, control 
and resources that will support intelligence at the edge of  IoT, including autonomous 
and self-aware machines, things, devices, and smart objects. OpenFog members will also 
identify and develop new operational models. Ultimately, our work will help to enable and 
drive the next generation of  IoT.

Edge computing is promoted by the EdgeX Foundry, an open-source project hosted by The Linux Foundation. 
EdgeX Foundry’s goals include: building and promoting EdgeX as a common platform unifying IoT edge 
computing; certifying EdgeX components to ensure interoperability and compatibility; providing tools to 
quickly create EdgeX-based IoT edge solutions; and collaborating with relevant open-source projects, standards 
groups and industry alliances.

According to EdgeX Foundry, “The project’s sweet spot is edge nodes such as embedded PCs, hubs, gateways, 
routers, and on-premises servers to address key interoperability challenges where ‘south meets north, east, and 
west’ in a distributed IoT fog architecture”.

EdgeX Foundry’s technical steering committee includes representatives from IOTech, ADI, Mainflux, Dell, 
The Linux Foundation, Samsung Electronics, VMWare and Canonical.

There are two other industry bodies in this area: the Japan-focused EdgeCross Consortium, which was founded 
in November 2017 by Omron Corporation, Advantech, NEC, IBM Japan, Oracle Japan and Mitsubishi 
Electric; and the Industrial Internet Consortium, founded in 2014 by AT&T, Cisco, General Electric, Intel,  
and IBM.

WHAT THE SURVEYS SAY
Futurum Research surveyed over 500 North American companies (ranging from 500 to 50,000 employees) 
in late 2017 to discover their position on edge computing—adoption and deployment, investment intent, and 
more. All respondents exerted influence on edge computing investment decisions, said Futurum, with 41.8 
percent being ‘operational staff ’ and 25.6 percent at ‘director, manager, team lead’ level; only 8.6 percent were 
classed as ‘executive, C-suite, owner, partner’ though.
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Futurum reported that nearly three-quarters (72.7%) of  companies had already implemented an edge 
computing strategy, or were in the process of  doing so. Furthermore, almost all (93.3%) intended to invest in 
edge computing in the next 12 months:

Futurum also curates a general Digital Transformation Index, which in 2018 put 68 percent of  companies in 
the ‘leaders’ and ‘adopters’ categories. So the fact that 72.7 percent of  respondents are already investing in edge 
computing shows that this is a hot topic for tech-savvy businesses. However, Futurum also noted that “the 
eagerness of  93.3% of  businesses to invest in edge computing in the next 12 months does not speak to the size 
of  their investment”.

The positive vibes among Futurum’s respondents 
continued when they were asked about the 
importance of  edge computing data streams in their 
business processes, with 71.8 percent describing these 
as ‘critically’ (22.2%) or ‘very’ (49.6%) important:

DATA: FUTURUM RESEARCH / CHART: ZDNET

DATA: FUTURUM RESEARCH / CHART: ZDNET
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What were the key drivers of  this enthusiasm for edge computing? For Futurum’s respondents, it was 
‘improved application performance’, followed by ‘real-time analytics/data streaming’:

The analyst firm interpreted these priorities as a reflection of  the need for operational efficiency, suggesting 
that the relatively low ranking for IoT strategy—often quoted as a canonical edge computing use case—“will 
likely increase in the coming years”.

Only 15.6 percent of  Futurum’s respondents aimed to keep edge computing and cloud computing separate—a 
decision often driven by data and system security concerns, and a focus on compartmentalised operations, the 
research firm said. That leaves nearly 64 percent (63.9%) who had already deployed (28.3%) or were seeking 
(35.6%) combined edge/data centre analytics solutions, plus 20.5 percent who were unsure whether to combine 
these functions or keep them separate:

DATA: FUTURUM RESEARCH / CHART: ZDNET

DATA: FUTURUM RESEARCH / CHART: ZDNET
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The ‘unsure’ and ‘seeking’ responses amount to 56.1 percent of  the survey sample, which clearly represents a 
significant opportunity for edge computing providers.

2018 Outlook for Fog Computing
The OpenFog Consortium surveyed its 61 member organisations on the state of  fog computing in December 
2017, finding that an impressive 70 percent of  CEOs were aware of  the fog computing initiatives happening on 
their watch. 

Budgets for fog computing in 2018 were generally increasing (40%) or staying the same (51%), with just 5 
percent of  respondents reporting a decrease. Initiatives were primarily based in the R&D department (51%) 
and overwhelmingly had IoT applications as their primary focus area (70%).

Security was the number-one concern among OpenFog respondents (32%), followed by worries about early/
unproven technology, interoperability and unclear ROI. The main drivers of  interest in fog computing were 
latency and bandwidth issues. Respondents expected manufacturing, smart cities and transportation to be the 
top industry segments adopting fog computing, followed by energy, healthcare and smart homes.

KEY VENDORS
Edge/fog computing can pull workloads away from cloud data centres, so it’s no surprise to see the cloud 
giants taking steps to prevent those workloads from escaping their orbit.

Amazon
Introduced at Amazon’s 2016 re:Invent developer conference, AWS Greengrass builds on the company’s 
existing IoT and Lambda (serverless computing) offerings to extend AWS to intermittently connected edge 
devices.

“With AWS Greengrass, developers can add AWS Lambda functions to a connected device right from the 
AWS Management Console, and the device executes the code locally so that devices can respond to events and 
take actions in near real-time. AWS Greengrass also includes AWS IoT messaging and synching capabilities 
so devices can send messages to other devices without connecting back to the cloud,” said Amazon. “AWS 
Greengrass allows customers the flexibility to have devices rely on the cloud when it makes sense, perform 
tasks on their own when it makes sense, and talk to each other when it makes sense—all in a single, seamless 
environment.”
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These are ‘smart’ edge devices, of  course: Greengrass requires at least 1GHz of  compute (either Arm or 
x86), 128MB of  RAM, plus additional resources for OS, message throughput and AWS Lambda execution. 
According to Amazon, “Greengrass Core can run on devices that range from a Raspberry Pi to a server-level 
appliance”.

Microsoft
Introduced at Microsoft’s BUILD 2017 developer conference and generally available since June 2018, Azure 
IoT Edge allows cloud workloads to be containerised and run locally on smart devices ranging from a 
Raspberry Pi to an industrial gateway.

Azure IoT Edge comprises three components: IoT Edge modules; the IoT Edge runtime; and IoT Hub. IoT 
Edge modules are containers that run Azure services, third-party services or custom code; they are deployed 
to IoT Edge devices and execute locally. The IoT Edge runtime runs on each IoT Edge device, managing the 
deployed modules, while IoT Hub is a cloud-based interface for remotely monitoring and managing IoT  
Edge devices.

IMAGE: AMAZON WEB SERVICES
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Here’s how the different Azure IoT Edge elements fit together:

With general availability, Microsoft added new capabilities to Azure IoT Edge, including: open-source support; 
device provisioning, security and management services; and a simplified developer experience.

Google
In July 2018, Google announced two products for developing and deploying smart connected devices at scale: 
Edge TPU and Cloud IoT Edge. Edge TPU is a purpose-built small-footprint ASIC chip designed to run 
TensorFlow Lite machine-learning models on edge devices. Cloud IoT Edge is the software stack that extends 
Google’s cloud services to IoT gateways and edge devices. 

Cloud IoT Edge has three main components: a runtime for gateway-class devices (with at least one CPU) to 
store, translate, process and extract intelligence from edge data, while interoperating with the rest of  Google’s 
Cloud IoT platform; the Edge IoT Core runtime that securely connects edge devices to the cloud; and the 

IMAGES: MICROSOFT
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Edge ML runtime, based on TensorFlow Lite, that performs machine-learning inference using pre-trained 
models. Both Edge TPU and Cloud IoT Edge are at the alpha testing stage at the time of  writing  
(September 2018).

OUTLOOK
The edge/fog computing transformation is one of  those shifts in focus that happen periodically in 
computing—from mainframes to desktop PCs, to on-premises data centres, to cloud data centres, for example. 
Now we’re looking at a mix of  existing elements, along with billions of  smart IoT devices, bound together 
by an intervening ‘fog’ of  gateways and nodes. Device connectivity has been a bottleneck holding back this 
transformation, but that’s about to get a huge boost with the advent of  5G mobile networks.

Any industry sector that can derive benefit from the timely analysis of  IoT data streams—and that’s pretty 
much all of  them—will be interested in edge/fog computing. That’s why there are huge opportunities for 
vendors at all levels of  the technology stack—standards, networking, compute, storage, applications  
and services.

With ever more data being generated, processed and stored in ever more locations, issues surrounding 
infrastructure management and data security, privacy and governance will become even more important than 
they are today. Let’s hope those issues are addressed sooner rather than later.

IMAGE: GOOGLE
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Survey shows businesses eager to implement 
and invest in edge computing
BY MELANIE WACHSMAN

From real-time analytics to automation 
and to self-driving cars and trucks, edge 
computing is unleashing several new 
capabilities, and companies couldn’t be 
more receptive to it, said ZDNet sister 
site Tech Pro Research. According to 
a recent Tech Pro Research survey, 
52% of  survey respondents currently 
use edge computing technologies, and 
51% said they plan to employ edge 
computing technologies within the next 
12 months.

Currently, companies spend on 
IoT-based technologies like cameras 
and sensors that focus on security, 
monitoring, and equipment automation. 
The ability to monitor and maintain 
equipment located at remote 
sites without traveling to perform 
maintenance, as well as the capability to 
monitor and manage physical facilities 
in real-time, speaks to edge computing’s 
vast appeal.

Edge solutions vary by the market-
place. According to survey respondents, 
52% use edge computing for mobile 
devices and laptops, while 47% use it 
for remote servers and networks.

IMAGE: ERIK UNDERWOOD
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In the future, companies plan to invest in edge technologies that deliver immediate business value to 
organizations. Expect to see more IoT technology implementation of  remote IoT sensors and systems, 
cameras, industrial robots, and equipment that ties into networks. This makes sense as more companies move 
into hybrid computing architectures, and edge computing plugs into these hybrid architectures.

However, survey respondents are evenly split regarding how edge computing affects their data center budgets, 
with 32% of  respondents saying that their data center budget size is unchanged; 32% saying it is shrinking; and 
26% saying it is growing.

This infographic contains more details from the research. For all the findings, download the full analysis: Edge 
computing research report 2018: Implementation and investment growing across industries (available to Tech 
Pro Research subscribers).

FROM CLOUD TO EDGE: THE NEXT IT TRANSFORMATION

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
19

http://www.techproresearch.com/downloads/research-report/
http://www.techproresearch.com/downloads/research-report/


What you need to know before implementing 
edge computing
BY NICK HEATH

Increasing numbers of  organizations are gathering 
and analysing data at the edge of  their networks in 
their quest to improve day-to-day operations.

Whether its for predictive maintenance on lifts 
and aircraft, or analysing data collected to keep oil 
rigs running smoothly, companies are using using 
low-powered edge devices to collect huge volumes 
of  data.

While this data was typically sent to a central 
datacenter for analysis, as the volume of  data 
being collected at the edge has increased, so has 
the need to analyze and prune this data close to 
where it’s collected.

However, deploying devices to the edge of  a 
network can pose some unique challenges  
for businesses.

WHY YOU MIGHT WANT 
TO ENGAGE IN EDGE 
COMPUTING
The reasons for shifting data processing and 
analytics to the edge of  your network go beyond 
resolving issues of  insufficient bandwidth or 
limited connectivity, according to Bob Gill, 
research VP and agenda manager in Gartner’s 
infrastructure strategies group.

He points out that companies should consider 
a edge computing setup where there is a need 
for devices to act upon data in realtime or 
near-realtime, and the time taken to send that data 
to the cloud for processing would be an issue.

“Let’s say there are a whole series of  traffic lights 
in a city, with edge computing one of  the things 
we can do is actually provide intelligence between 
devices, so they can communicate between 
themselves without have to talk to a central 
locale,” he said, highlighting the edge analytics 
carried out by the company Swim as an example.

That doesn’t mean firms are always best off  
relying on the same edge devices gathering the 
data to carry out the analysis. Often they may need 
to offload analysis to a system situated near to the 
edge, according to James Staten, VP serving CIOs 
at analyst Forrester.

“While many companies think that edge analysis in 
the device itself  is good enough, in most cases, no, 
it isn’t,” he said.

“For example, in cars today with all their sensor 
data, to guide drivers and future autonomous cars 
you must aggregate data coming from more than 
just the one car. 
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“This is best accomplished via an edge compute 
device deployed in proximity to where the cars 
are running (in each metro and in multiple metro 
locations optimally) so that analysis of  data 
about experience multiple cars are facing can be 
combined with weather, maps and other cloud-
based data repositories,” he said, adding Dell, 
HPE, Saguna and IBM offer suitable machines for 
carrying out this sort of  analysis near to  
the edge.

Conducting analysis close to where data is gathered 
can also be necessary to comply with strict rules 
on where data is processed, for example to comply 
with data sovereignty stipulations under the 
European General Data Protection Regulation.

FACTORS TO CONSIDER BEFORE EMBARKING ON AN EDGE 
COMPUTING PROJECT
How secure are your edge devices?
Gartner’s Gill highlights the problems with many edge devices running insecure software platforms unpatched 
against known exploits, citing the ease with which CCTV cameras were hijacked by Mirai malware as just one 
example.

“There are a lot of  devices out there that have pretty marginal security and if  what we’re talking about is 
building a critical application that relies on thousands or even millions of  devices, we’ve got to ensure some 
kind of  end-to-end security all the way back into the core,” he said.

“This brings up fascinating questions when dealing with edge device manufacturers about ‘How do we gauge 
the extent to which their security meets our enterprise security? How do we gauge how it fits in with our overall 
identity and access management scheme?’.”

Eric van Hensbergen, who leads the software and large-scale systems research at chip designer Arm, said: 
“Historically at the extreme edge there’s tonnes of  gadgets that you buy that are a couple of  bucks and the 
companies that are making these don’t put an investment into security.”

“There are a lot of devices 
out there that have pretty 

marginal security and if what 
we’re talking about is building 

a critical application that 
relies on thousands or even 
millions of devices, we’ve 

got to ensure some kind of 
end-to-end security all the 
way back into the core.” 

—Bob Gill
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He expects the situation to improve and said that 
Arm is trying to build a certain level of  integrity 
into devices running on Arm-based processors.

Should you let a hyperscale cloud 
provider take care of security and 
maintenance?
In an attempt to secure every part of  the 
infrastructure needed to support an edge 
deployment, major tech firms are offering new services and platforms. One such example is Microsoft’s Azure 
Sphere, which aims to secure connected microcontrollers—of  which there are 9 billion shipping every year—at 
both the board level and network level.

Azure Sphere has three components. The first is customized microcontroller units (MCUs) for IoT devices, 
which are authenticated using certificates encoded in on-board chips.

The second component is the Azure Sphere OS, which runs on the IoT devices and helps secure and 
authenticate the hardware, and which is based on a custom-version of  the Linux kernel.

The third is the Azure Sphere Security Service, a cloud-based offering that keeps devices patched with the latest 
security updates and detects threats to these connected devices for 10 years after their rollout. 

Amazon offers some similar services via AWS IoT Core and AWS Greengrass, and Gartner’s Gill says such a 
service is a viable option for firms considering an edge deployment.

“This points to the advantage of  perhaps using a hyperscale cloud provider and their whole cloud-to-edge 
portfolio,” he said.

Both firms also have digital twin offerings that allow firms to model the relationship between edge devices and 
a physical space.

Don’t forget about physical security
Unlike the multiple layers of  physical security in a datacenter, edge devices will often be in public spaces or 
other locations that are difficult to secure, points out Arm’s van Hensbergen, so firms will need to factor how 
they will handle that insecurity into their plans.

Unlike the multiple layers 
of physical security in a 

datacenter, edge devices 
will often be in public spaces 

or other locations that are 
difficult to secure.
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“There’s a number of  really important considerations, particularly security, that they just have to get right or 
there will be problems,” he said.

CONSIDER IF ANY ANALYTICS SHOULD BE CARRIED OUT 
CENTRALLY
While the term edge computing suggests a certain amount of  data processing will take place at the edge of  the 
network, there may still be benefits in handling some analysis centrally, particularly where it requires a level of  
computing power not available locally.

Gartner’s Gill gives the example of  the Google AIY Vision and Voice kits, which he says run a trained 
machine-learning model locally to handle image and speech recognition, but which also send data back to 
Google’s cloud platform for use in training more accurate machine-learning models.

Minimize maintenance
The remote nature and long lifespan of  many edge devices means that firms are going to want devices and 
supporting infrastructure to be robust enough to minimize hands-on maintenance, says Gartner’s Gill.

“As much as possible we’re trying to make these devices have a greater longevity,” he said, adding many edge 
device manufacturers are working towards five to 10 year lifecycles.
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The key is engineering systems that can be secured and receive new features via software, rather than hardware 
updates, he said.

“When we start getting into the billions of  devices, the task of  managing all those becomes a mess,” he said.

“That’s exactly one of  the things that Microsoft was pushing with the whole Azure Sphere concept...we could 
do system updates on devices like we do with Windows Update.”

Be ready to set up a edge computing center of expertise
Due to the nature of  edge devices, staff  with the relevant expertise to manage the devices’ deployment are 
likely to be spread across different operations, line-of-business and IT departments, according to Gartner’s Gill.

For this reason he recommends the management of  edge deployments be handled by a “center of  excellence”, 
composed of  staff  from across the organization with the relevant expertise.

“It mirrors the shift from IT to the business unit with cloud deployment,” he said.

“We have the same thing here when it comes to who owns the devices at the edge, when it comes to things like 
maintenance and ownership of  the data, that has to be specified and agreed to.”

Ensure a degree of compatibility between different edge deployments
While it makes sense to trial a number of  different technology platforms when piloting edge computing 
deployments, you also want to ensure a level of  compatibility and interoperability between these deployments 
in different parts of  the business once they go live, says Gartner’s Gill.

“Within a retail organization do you really want four completely independent trials that don’t speak to each 
other, using different types of  technology?” he said.

“In a pilot that might make sense to learn the most. When you actually start putting things into production that 
obviously is not to your best advantage.”
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Making the case for an edge computing 
project
BY MARY SHACKLETT

Edge computing is computing that is handled away from central data centers—at or near the source of  data. 
This computing could be on a manufacturing shop floor, in a finance department, at a retail store, or in a field 
service office far away from headquarters.

In almost every case, the method for handling data at the edge is the same. You process the data locally at the 
site; you store the data locally; and at an appropriate time—whether it‘s real time, near real time, or in a batch 
data delivery mode—you upload this data to a more centralized cloud destination or to your own data center.

Legacy edge computing was known as distributed computing. It consisted of  servers and printers and storage 
that were remotely positioned in company departments, away from central IT. This is the kind of  edge 
computing that companies deploy with confidence because they already know how it works, and they have 
many examples of  how it can be used successfully.

A bigger challenge, however, is getting into newer edge technology—like IoT.

“IoT projects often stagnate because decision making is hard; because the dials, knobs, and switches are unseen 
or poorly understood, and decision-makers don’t want to break anything,” said a founder of  an IoT integration 
company.

For CIOs and other IT decision makers, recommending these newer IoT edge projects, which still have so 
many unknowns, can be risky and even career threatening.

What’s the best way to make a case for an edge computing project? Here are 10 questions to consider.

1. DOES EVERYONE SEE A BUSINESS CASE?
If  your industry is agribusiness and you can see how sensors placed on pallets of  produce picked in the field 
can monitor the freshness of  each pallet so you can get produce that is prone to spoilage to market faster, 
there is a business case because it is measurable and you have the potential to reduce waste and improve profit 
margins. The rule of  thumb is this: Promote edge projects only where results are measurable and capture 
business value that everyone will understand and support.
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2. ARE YOU FEELING CONFIDENT IN PROMOTING AN EDGE 
PROJECT?
One of  the most important areas of  edge computing is seeking help from vendors through proofs of  concept 
and no-obligation pilot projects. IT leaders want to be convinced that a new technology works before they 
walk into the CEO’s or CFO’s office. Never approach a CEO or CFO with an edge computing funding request 
unless you’re convinced that the project will deliver what you think it will. The best way to do this is to trial the 
technology first. 

3. WILL THE TECHNOLOGY PAY OFF SOON?
Gone are the days of  waiting one or two years for a return on investment (ROI) from an edge computing 
project. Organizations now look for payoffs within three to six months. If  you’re not convinced that your 
project can show ROI within that time period, reconsider proposing it.

4. IS THE TECHNOLOGY EASY TO USE?
If  technology is being implemented at the edge, it generally means that employees at the edge (not IT) are 
going to be the ones using and managing the technology. If  the users find that the technology is cumbersome 
and difficult, they’ll give up. Adoption of  new edge technology depends upon user acceptance. Don’t even 
consider an edge project if  you don’t have enthusiastic users backing it and if  a proof  of  concept can’t 
demonstrate that the technology is easy to use.

5. HOW SUPPORTIVE IS THE VENDOR?
Edge technology projects require strong vendor support that goes beyond helping you with your ROI formula 
or conducting proofs of  concept. Take a hard look at your vendor’s SLAs before you sign on any dotted lines. 
Does the vendor offer strong project implementation and support?  How strong is the vendor’s post imple-
mentation support? Avoid proposing an edge computing project until you know the answers to these questions 
and are comfortable with them.

6. DOES THE EDGE TECHNOLOGY INTEGRATE WITH YOUR 
EXISTING TECHNOLOGY BASE?
Most edge technology vendors offer open APIs (application programming interfaces) and will tell you that 
their solutions interface with any system, device, or network that uses a common industry interface or commu-
nications protocol. Unfortunately, glitches can still come up during installation and will require extra time to 
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resolve. In other cases, there is IoT equipment (e.g., medical equipment) that might use nonstandard commu-
nications protocols. This equipment must be custom-integrated with your existing systems, and that effort will 
take time as well. If  extra time and effort are needed, you’ll want to include that in your project and in your 
projected ROI.

7. CAN IT SUPPORT THE EDGE TECHNOLOGY?
Before presenting a new edge technology for budget consideration, there should be a plan for how the 
technology will be supported and enhanced once it is installed. Is the technology going to be deployed as a 
totally outsourced solution that the vendor alone takes care of? Or will you expect IT to maintain and enhance 
it? If  the choice is the latter, does IT have the knowledge base to support the technology?

8. WILL IT BE NECESSARY TO REVISE IT ARCHITECTURE?
In most cases, edge computing requires changes in IT architecture. Data is processed and stored locally at 
the edge. It is then transported to intermediary (or perhaps permanent ) clouds. From the cloud, it is often 
transported at an appropriate time to the data center so all data can be consolidated in a central repository. 
Of  course, there are many variations to this theme that companies enact depending on their data needs. This 
impacts IT architectures, which will need to be redefined as more edge technology projects are deployed. 

9. DO YOU HAVE THE COMMUNICATIONS PIPELINES 
NEEDED TO SUPPORT EDGE COMPUTING?
If  you’re going to move payloads of  data between devices, servers, and storage internally—or ship them out to 
clouds or to your central data center—you’re going to require the bandwidth to accommodate these payloads. 
This will require deployment of  data pipelines that can handle the traffic. Schedules will need to be made 
regarding the data that is transported over those pipelines so traffic contention is kept to a minimum. If  in the 
process you discover that more bandwidth will be needed for your project, those costs should also be included 
as an upfront budget expense.

10. CAN YOU BULLETPROOF THE TECHNOLOGY FOR 
SECURITY?
If  you deploy edge technology, and end users are using and maintaining it, security issues that are second nature 
to IT might not be followed. You still have to ensure security. One way is by installing a zero trust network that 
authenticates user identity. A second way is to make sure that physical IT assets are secured in cages, closets, 
and other lockdown areas.
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10 scenarios where edge computing can bring 
new value
BY ALISON DENISCO RAYOME

By 2022, more than half  of  enterprise data will be produced and processed outside traditional data centers and 
clouds—up from about 10% currently, according to a Gartner report.

“The number of  our enterprises who are saying edge is part of  their core strategy has doubled in a year,” said 
Tom Bittman, vice president and distinguished analyst at Gartner. “We think by next year about half  of  enter-
prises will have edge as a part of  their strategy.” 

The rise of  edge computing has helped companies analyze information in near real-time, and create new value 
around Internet of  Things (IoT) devices and data. However, there is no standard formula for implementing 
edge computing, Bittman said. 

“The biggest benefit is to be able to exploit data and insight faster,” said Brian Hopkins, vice president and 
principal analyst at Forrester. “Closing the gap between the way data is generated and where you can use it to 
act in an insightful way creates a competitive advantage.” 

Here are 10 use cases where edge computing can bring new value to your organization.

1. AUTONOMOUS VEHICLES
Self-driving cars need to be able to learn things without having to connect back to the cloud to process data, 
Bittman said. Machine learning techniques such as reinforcement learning don’t rely on training large models 
with big data sets—instead, you can run inferences directly in the car, which is essentially edge computing, he 
added. 

“It’s not in a cloud, it’s not in data centers, it’s right in the computer in the car. Engines can learn how to drive 
themselves without being reliant on connectivity,” Bittman said. 

“You don’t want your autonomous vehicle to be asking the cloud all the time what it’s supposed to be doing, 
or asking a remote server,” said Ian Hughes, senior IoT analyst at 451 Research. “It may communicate infor-
mation to those, it may talk to the infrastructure, it may talk to the other vehicles around it, but most of  its 
processing is done onboard.”
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2. INDUSTRIAL AUTOMATION
Edge computing can help create machines that can sense, detect, and learn things without having to be 
programmed, Bittman said. For example, if  sun shining through a window hits a machine for part of  the day, 
the machine will eventually be able to tell that the temperature change doesn’t mean that something is wrong. 

In industrial processes, machines generally need to be adjusted based on the environment or quality of  
materials coming in, Hughes said. “If  you are monitoring the process closely and locally, you can extend the life 
of  that machine and extend the operational efficiency of  that machine by tweaking what it’s doing,” he added. 

3. AUGMENTED REALITY (AR) AND VIRTUAL REALITY (VR)
AR and VR tools that are used for employee training need to understand the environment around them, 
Hughes said. 

“It has to scan the physical status of  the world where the services are, and keep an internal model of  where 
you are and what you’re looking at,” Hughes said. “You can push that up to the cloud, but it’s a very localized 
thing to be able to do that. And so it’s a high end computing piece, done very, very close to the edge.” 

4. RETAIL
Several retail chains, including Nordstrom, are creating more immersive in-store environments with 
technologies like AR to attract additional shoppers, Bittman said. This requires lower latency, which is where 
edge computing capabilities come in, he added. 

5. CONNECTED HOMES AND OFFICES
Many people use Amazon Alexa or Google Assistant to complete tasks like turning on lights on command, or 
changing the temperature, Bittman said. However, right now those tasks tend to take a few seconds to occur. 
With edge computing, it will be possible for them to happen in near real-time. 

6. PREDICTIVE MAINTENANCE
Edge computing can help detect machines that are in danger of  breaking, and find the right fix before they do, 
Hughes said. Alerts for what is happening with a machine are best done close to that machine, he added. 

FROM CLOUD TO EDGE: THE NEXT IT TRANSFORMATION

COPYRIGHT ©2018 CBS INTERACTIVE INC. ALL RIGHTS RESERVED.
29



7. VIDEO MONITORING
Video cameras can gather gigabytes of  data at a time. Shipping all of  that data to a processor somewhere else 
takes time and money, especially if  you want to use motion detection or facial tracking. But edge computing can 
handle the sort of  detection that would traditionally have to be done on a large-scale computer, Hughes said. 

8. SOFTWARE-DEFINED NETWORKING
Software-defined networking technologies, some of  which will power the move to 5G, require local processing 
to determine the best route to send data at each point of  the journey, Hughes said. 

“Each node and network can make a decision about the quality of  service it needs to give a particular piece of  
information that comes to it, and then route that in a different way,” Hughes said. “It might jump protocols, 
and it might go from Wi-Fi to cellular or back again all over.” 

9. BLOCKCHAIN 
Distributed ledger technology like blockchain requires decentralized computing models, Hughes said. “If  you’re 
going to do your blockchain, you need to be able to process these ledgers locally, and you need to be able to 
house them locally,” he added. “Each node in a blockchain is a compute unit, so blockchain isn’t a centralized 
ledger, it’s a distributed ledger. Therefore it’s edge.” 

10. FOG COMPUTING
Fog computing is an architecture that uses edge devices to connect to a distributed computing model, Hughes 
said. Distributed computing systems are able to harness underused cycles across the edge and the continuum to 
the cloud, he added. 
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10 edge computing vendors to watch
BY CONNER FORREST

Thanks to the Internet of  Things (IoT) 
and advances in sensor technology, data is 
being collected further and further from 
the confines of  a traditional data center. 
As such, that data increasingly needs to be 
processed at, or near, the location where it 
is collected. That’s where edge computing 
comes in.

By bringing the compute power closer in 
proximity to the hardware collecting the 
data, systems can take advantage of  lower 
latency to provide near real-time insights 
for users. This can help speed up data 
analysis, authentication, and more. However, the edge can also be used to filter data sets so only the right data 
gets sent to the cloud or data center for additional processing.

Edge computing leverages data, but it also requires tools like micro data centers, analytics platforms, smart 
routers, gateways, and more. Here are 10 edge computing vendors to watch.

1. MICROSOFT
The three cloud giants (Amazon Web Services, Microsoft Azure, and Google Cloud) are all important to the 
edge computing space, because they are building “edge gateways and edge analytics into their IoT offerings that 
help manage workload distribution across edge and cloud services,” according to Forrester Research analyst 
Brian Hopkins.

Microsoft has 300 patents in the field, with many focused on content streaming. The company also recently 
launched Azure IoT Edge as a Service that comprises container modules, an edge runtime, and a cloud 
interface to ease management.

2. AWS
Amazon Web Services (AWS) also offers a host of  edge computing tools that make it really easy to get 
started. Lambda@Edge, for example, allows users to run serverless functions in response to events without 
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provisioning any servers. The AWS CloudFront infrastructure and GreenGrass IoT service also help build out 
a hearty edge deployment.

3. DELL EMC
Offering both the services and hardware needed for edge deployments, Dell EMC provides its own  
products alongside partner integrations. These tools serve to bolster edge computing solutions for IoT and the 
mobile edge.

“Mobile edge computing is an interesting offshoot from the telcos, who are trying to better monetize their high 
bandwidth cellular networks,” Hopkins said.

4. HPE
While known for its legacy enterprise offerings, HPE recently made a $4 billion investment in its edge network 
portfolio. HPE offers “edge services, mini-data centers, and smart routers,” Hopkins said, which makes them 
appealing as a vendor that can cover a broad number of  tools needed to enable edge computing.

5. FOGHORN
FogHorn is a small-footprint software vendor that focuses on bringing intelligence to the edge for IoT 
deployments. Ian Hughes, senior analyst for Internet of  Things at 451 Research, described the company as 
“edge-first,” and noted that FogHorn has now brought machine learning to the edge as well, which makes them 
interesting to watch.

6. IBM
IBM Research scientists are working on a peer-to-peer mesh networking technology that allows nearby mobile 
devices to communicate without Wi-Fi or cellular. This kind of  mesh technology can leverage IBM’s work in 
edge computing to provide custom alerts and other features.

7. RIGADO
Utilizing its Cascade routers, Rigado offers an Edge as a Service solution with secure connectivity and 
performance monitoring. It’s an out of  the box solution that makes it easy to get started with edge computing. 
Hughes noted that the firm also uses “Ubuntu Snaps to manage customer applications at the edge.”
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8. CISCO
Cisco is another networking giant that is taking edge computing very seriously, with a host of  routers, access 
points, and more. The Cisco Industrial Compute Gateway IC3000, for example, offers built-in security and 
manageability which can help accelerate the translation of  data insights into decision making.

9. CLEARBLADE
Focused heavily on IoT use cases, ClearBlade offers a platform for IoT at the edge that the company claims 
provides 100% uptime. Another unique thing, Hughes said, is that ClearBlades’ “platform allows orchestration 
of  multiple layers and multiple edge computing instances.”

10. SAGUNA
Saguna provides what it calls multi-access edge cloud (MEC) solutions, including an MEC Starter Kit that 
makes it easier for companies to begin with edge computing. The solutions are geared toward communication 
service providers and application developers.
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How edge computing transformed marine 
biology research at Oregon State University
BY MACY BAYERN

With the global Internet of  Things (IoT) market expected to exceed $724.2 billion by 2023, many organizations 
are going to be searching for a way to process all of  their IoT data quickly, and in a manner that allows them to 
derive real business value. But the Hatfield Marine Science Center (HMSC) at Oregon State University already 
found an answer: The Amazon Web Service (AWS) Snowball Edge.

Edge computing is the collection and analysis of  data at the site where the data is generated—at the “edge” of  
the enterprise network. The technology offers a means of  analyzing large volumes of  data in near real-time, 
allowing for organizations to gain data from IoT devices remotely.

The Snowball Edge is a portable device that can transfer such data into AWS for analysis, or process the data 
locally thanks to its onboard compute power. With the ability to store up to 100 TB of  data, the Snowball Edge 
is a durable, portable, secure powerhouse of  a storage device. And HMSC used it to their advantage.

One of  HMSC’s major research projects is the study of  plankton dynamics in the ocean, which involves using 
an underwater microscope to capture continuous images of  the organisms. The biological oceanographers then 
identify the organisms in each frame, which sounds simple, but not when you have 60 or 80 terabytes worth of  
data, said Christian Briseno-Avena, a researcher at HMSC who worked directly with the integration of  AWS 
Snowball to their systems.

“Our original method for capturing oceanic image data involved many small hard drives, and we had to 
hand-carry each one to our computing center and loaded them one at a time. It would take weeks to months 
before we could analyze the images we collected, so it really slowed down our research. It also cost us tens 
of  thousands of  dollars per year,” said Bob Cowen, director of  HMSC, in an Amazon press release. “With 
AWS Snowball Edge, we can now collect 100 TB of  data with no intermediate steps, and we can also analyze 
the images immediately using the onboard compute capabilities. This allows us to do deeper analysis, and we 
can upload all the raw data to the AWS Cloud by simply shipping the AWS Snowball Edge device back. AWS 
Snowball Edge allows us to access AWS storage and compute capabilities in our coastal explorations where 
no internet is available and allows us to move petabytes to the AWS Cloud quickly and easily where we can 
continue to use all the power of  the AWS platform.”
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Briseno-Avena went into detail about how tedious the original process of  collecting data was, explaining how 
the old system was towed behind the ship to collect data in real-time. The data was being stored in boxes and 
boxes of  2 TB hard drives, so the researchers not only had to haul boxes of  these hard drives on and off  the 
ship, but they had to make sure they had enough hard drives to begin with, explained Briseno-Avena.

Edge computing was their answer.

SIMPLIFYING THE PROCESS
“Our goal is to always find a robust, cost-effective solution, because we’re working off  of  grants, and we need 
to make every grant dollar go as far as possible,” said Chris Sullivan, assistant director of  biocomputing at 
HSMC, who also worked alongside Cowen and Briseno-Avena during the project.

“We really wanted to simplify the process, which helps us normalize the data, ensure that everything gets 
processed timely, and manage it in a much better way,” Sullivan added. The main goal was efficiency, since the 
original process was anything but efficient.

With such a high volume of  data, Sullivan, Briseno-Avena, and Cowen’s work was a perfect candidate for AWS 
Snowball Edge. The Snowball allowed them to walk onto the ship with 100 terabytes on a single device, and 
walk out with all of  their data on that same device.

While putting so much information on a single device is both convenient and efficient, it also produces a fair 
amount of  risk, said Sullivan. They were placing a week’s worth of  data on a single device, he explained, so if  
something went wrong, all of  that time, money, and research was for nothing.

“We worked with Amazon and had another group testing to make sure the device was resilient, and robust, and 
all the different things that we needed to ensure that when we put this out there and collected the data on it, it 
was going to come back,” Sullivan said. “We were gonna get our data. It was gonna come back up to Amazon 
and was immediately gonna start kicking off  jobs, and the data was gonna get processed.”

AT WHAT COST?
The major downside, however, to edge computing and cloud processing is expense.

“Every single minute you spend in the cloud, costs you dollars. The type of  equipment that you use changes 
the cost dramatically,” said Sullivan. “Whether or not you can leverage spot instances changes those costs 
traumatically.” And of  course, they couldn’t use spot instances with the work they were doing, so costs were 
already starting to heighten.
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Additionally, classification was eating up dollars. “To actually identify and recognize images and do classification 
of  those images into the different plankton categories that we had, that takes a tremendous amount of  time,” 
said Sullivan. “And so Amazon’s hardware is strictly GPU and PCI bus at this point in time, and that really 
changed our processing time in that classification container. So every minute you spend up there, you’re 
spending dollars. When we were leveraging Amazon to do an entire ship’s worth of  stuff, we were probably 
looking at about 30-40 days worth of  work.”

ADJUSTING TECHNIQUE
This is where IBM stepped in, Sullivan explained. IBM introduced the team to technology in which they placed 
the GPUs directly onto the motherboard, as well as part of  the CPU and memory bus, said Sullivan. IBM’s tech 
would decrease their runtime from 35 days, to about 10 days.

“It was about 4x increase in time,” said Sullivan. “We went 4x faster on this new IBM interconnect. Our 
algorithm ran just the same because these new pieces of  hardware, the software just compiles and works.”

Since the team at HSMC shifted to IBM’s hardware, they needed cloud services that could run it, causing 
them to now use Nimbix cloud services. “[Amazon] was our jumping off  point to use the edge computing 
technology, but because of  the continuing cost in that space we have to be cautious, because I have to make 
sure we answer the scientific question. Science comes first,” Sullivan said.

They are still leveraging Amazon in one area, however: The Snowball Edge. Sullivan pointed out that AWS 
Snowball Edge is rentable. So that’s what the team did, they rented the device, and used other hardware that fit 
their needs.

“I think it’s important to understand that the Snowball still represents a pathway for us to land the data. Even 
if  we were to do processing out at sea with the IBM hardware, trying to do realtime, we still need someplace 
that’s gonna hold 80 terabytes of  data on the fly,” said Sullivan.

“So basically we leverage all this technology and all these resources that Chris allowed us to use to actually 
make this pipeline work for us, not only at this time, but in the future as well,” stated Briseno-Avena. “In a very 
reliable, and in a very cost effective, model.”
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Edge computing: The cybersecurity risks you 
must consider
BY DANNY PALMER

Core to the emerging idea of  edge computing is 
the concept that to cope with the vast amounts 
of  data generated by the sensors, environmental 
monitors and more of  the Internet of  Things, 
computing and network infrastructure will need 
a rethink to allow that data to be analysed and 
processed at the edge of  the network rather 
than dragging it to the back to a datacenter 
hundreds of  miles away.

The idea is that with the processing being 
done so close to where data is generated, such architectures will be able to provide a better experience, better 
efficiency and ultimately allow companies to save money which might have been used for other infrastructure.

But like the IoT, the supposed benefits of  edge computing also come with additional risks: adding more 
data-generating devices to your network in more locations—particularly those that are physically remote or 
aren’t well monitored—can lead to additional cybersecurity headaches.

“Security at the edge remains a huge challenge, primarily because there are highly diverse use cases for IoT 
and most IoT devices don’t have traditional IT hardware protocol. So the security configuration and software 
updates which are often needed through the life-cycle of  the device, may not be present,” says Barika Pace, 
research director at analyst house Gartner.

“This is why when we talk about security in edge computing, tracking the threat landscape becomes more 
challenging,” she adds.

Essentially, edge computing shares the same security problems as the Internet of  Things—the devices are often 
small, often not built with security in mind, and may not ever receive updates.

Combined, these issues lead to the threat of  cyberattacks, potentially providing attackers with an easy entry 
point into the network which can then be exploited to gain access to core systems the edge devices eventually 
connect to. 

Essentially, edge computing 
shares the same security 

problems as the Internet of 
Things—the devices are often 

small, often not built with 
security in mind, and may not 

ever receive updates.
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Those looking to deploy these devices should 
therefore take time to ask themselves about the 
security of  the product and the network before 
rushing to deploy them.

“Are these systems designed to talk to each other 
over controlled networks that are carefully secured 
by the operator, or are they appropriately safe 
that they can be deployed and effectively talk to 
each other over the internet?,” says Dave Palmer, 
director of  technology at cyber defence company 
Darktrace. “Or is it the kind of  product which is 
rushed into the market to be first?”

Devices deployed as part of  edge computing infra-
structure aren’t just at risk of  digital attacks either: 
physical security needs to be a consideration in 
addition to cybersecurity.

“From a cyber-physical perspective you’re not only 
protecting the data, now we’re getting to a state 

where we’re protecting the physical. Protecting the 
physical means that our jobs have got a lot bigger,” 
says Pace.

“So when we think about attacks when somebody 
can physically tamper with a device, now we’re not 
dealing with threats just in the digital space, but 
physical consequences which could harm safety.”

The obvious response is to make the devices 
harder to attack, but that creates another problem 
says Palmer.

“As soon as you start trying to design a system 
to be resistant to an attacker attempting to gain 
physical access, you usually end up designing 
something that isn’t edge computing anymore—
because if  the data doesn’t reside on the device, 
but a cloud or a datacentre, the data lives 
somewhere else,” he says.
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For those producing the devices, there should be a relatively simple answer: “Employing security by design 
is the basic to securing devices on the edge,” says Pace. However, as demonstrated by the sheer number of  
security issues in Internet of  Things devices, this still isn’t close to being applied.

It could be that the only way to ensure the integrity of  edge computing is to have someone physically visiting 
the devices on a regular basis—a timely and not cost-effective process which undermines the benefits of  
deploying hand-off  sensors in the first place.

Ultimately, if  an organisation does want to deploy edge computing, it’s not the sort of  thing which should be 
rushed or taken lightly, because if  you do it on the cheap, you may find that your devices are full of  security 
holes that it might not be possible to fix. 

“It might well make sense to pick something which may not have all the features or the best price, but is the 
one that definitely offers ten years or longer of  guaranteed support and security fixes in a timely manner—and 
that you can deploy them over the networks rather than having to physically go and visit them,” says Palmer.

“That’s an amazingly important set of  features and characteristics. It’s those sort of  features that some don’t 
think about, but that really they should because edge computing systems are likely to be long-lived,” he says.
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