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Executive Summary

2012 began with a report from IDC stating “Signature based tools (anti-virus, firewalls and 

intrusion prevention) are only effective against 30-50 percent of current security threats.  

Moreover, customers expect the effectiveness of signature-based security to continue to 

decline rapidly.”1 Much of this can be attributed to how attacks have evolved to specifically 

counter those defenses. To address this exposure, IDC recommended that organizations 

consider “a shift in security posture toward being more proactive.”2    

As 2012 comes to a close, IDC’s recommendation still holds true. A more proactive security 

posture requires advanced planning for the threats to come in the new year. To help you 

achieve this goal, we tapped our Websense® Security Labs™ researchers to predict the key 

threats you should prepare for in 2013. 

After careful analysis of technology, security intelligence and threat trends, they produced 

the following seven predictions you can use to review current defenses, identify security 

gaps and prepare new safeguards. 

 

 1  Attacks will continue to exploit legitimate web platforms. This includes hundreds 

    of new content management systems and service platforms, in addition to the IIS  

   and Apache exploits of the past.

 2  More cross-platform threats will involve mobile devices. More than mobile-threat  

   hype, there are specific emerging desktop, cloud and other technologies that will  

   add to this growth.

 3  Legitimate mobile app stores will host more malware. The success of mobile  

   devices, the mobile app sales model and the pure volume of apps are creating a   

   new area of risk.
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 4  Successful “hacktivism” incidents will decrease. Increased awareness, and the  

   resulting improvements in defensive measures, will result in fewer successful hack- 

   tivism incidents, although attacks will increase in sophistication.

 5  Government-sponsored attacks will increase. In the wake of several public  

   cyberwarfare events, a number of contributing factors will drive more countries   

   toward cyberwarfare strategies and tactics.

 6  Threats will become more “virtual aware.” As network and security vendors apply  

   virtual machines for applications, servers and sandboxing, cybercriminals will cus- 

   tomize their threats accordingly.

 7  Email threats will evolve to new levels. Domain generation algorithms and other  

   emerging techniques bypass current security, and professionals are becoming the  

   preferred targets. And malicious email attachments are making a comeback.

Overall, the sheer volume of attacks will continue to increase even while the average inci-

dent size declines. Based on customer feedback from private consultations, this report also 

includes several Spotlight articles on the broader topics of mobile security, email security 

and Java exploits. This additional information may assist organizations in setting priorities 

and planning security projects in these key areas.

This report was prepared with Websense Security Labs, whose researchers scrutinize much 

more than malware using the Websense ThreatSeeker® Network. Among the largest threat 

intelligence networks of its kind, ThreatSeeker Network unites more than 900 million global 

endpoints to analyze the content of up to 5 billion requests each day. Websense Security 

Labs researchers in the Americas, Europe, Middle East, Africa and Asia Pacific use the Net-

work to track and investigate the complexities of web, email, data theft, social media and 

mobile attacks worldwide. 

Executive Summary
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Our Predictions

Attacks Will Continue to Exploit Legitimate Web Platforms 

This will require administrators to pay greater attention to 

updates, patches and other security measures. 

Cybercriminals require virtual real estate on the Internet  

to execute various aspects of their attacks. And the use of 

legitimate sites enables them to more easily evade com-

mon web security measures, such as reputation analysis 

techniques. They have found a rich resource of exploitable 

web properties in content management systems (CMS) 

such as WordPress, phpBB, Mambo and Joomla.

The dominant popularity of WordPress made it a primary target in 2012. But the CMS 

marketplace more than doubled in 2012, with well over 1,000 CMS options to choose from 

today. This highly competitive space is driving frequent feature updates, which often in-

troduces new vulnerabilities that vendors respond to with security patches and updates.  

However, many CMS customers are usually more focused on content than technology, and 

they often fail to implement the patches and updates.

By leveraging vulnerabilities in the expanding sea of CMS platforms, cybercriminals can 

gain access to abuse all or part of the site to host malware, a fake anti-virus page, or some 

other component of their attack. These systems will continue to appeal to cybercriminals 

until the CMS market, and its users, mature. Owners of these sites need to accept neces-

sary security maintenance responsibilities, and users of these sites must consider strong 

web security measures.

As a footnote, the Websense 2012 Threat Report noted that 8 out of 10 compromised  

websites reside on compromised hosts. The social responsibility of hosting a secure  

web environment is critical to the future success of online communications, commerce  

and culture.

Prediction     1        2        3        4        5        6        7
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More Cross-Platform Threats Will Involve Mobile Devices  

More cross-platform threats will involve mobile 

devices. Web-based exploit tool kits are be-

ing used across PCs, Macs, Android and iOS.  

We have recently seen in-the-wild Java-based 

malware for both PCs and Macs. A number of 

proof-of-concepts for abusing HTML5 have 

also come forth. But the risk for 2013 is even 

greater as making phone calls is only the fifth 

most common use for mobile phones. Primarily 

used for various forms of data access, these devices are connecting to services and plat-

forms of all kinds.

Many improvements have been made to ease the work for legitimate developers to pro-

duce applications that can support a wider variety of devices and platforms. Unfortunately, 

this benefits cybercriminals as well, since they operate under similar constraints as legiti-

mate developers and focus on the most profitable platforms. With these development  

barriers removed, new threats will be released for secondary target platforms with increas-

ing frequency.

This also means that mobile threats will be able to leverage a huge library of code originally 

designed for other platforms, such as obfuscation techniques, fragmented attacks and  

others. This could allow attackers to focus on only a few unique capabilities to add to an  

attack, such as methods to leverage location-based services within mobile devices.

Prediction     1        2        3        4        5        6        7

Our Predictions
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Prediction     1        2        3        4        5        6        7

Our Predictions

Internet
Browsing

Social
Networking

Playing
Music Gaming

Making a
Phone Call

24.81
17.49 15.64 14.44 12.13

Minutes
Per Day

How Smartphones are Used

For the top three platforms worldwide, here is a breakdown of how this threat 
for mobile devices increases:

Windows 8: Microsoft’s efforts to produce an extremely developer-

friendly platform will be embraced by the cybercriminal community, and 

vulnerabilities will be exploited. If they deliver on their promise, the rate 

of threat growth on Microsoft mobile devices will be the highest.

Android: Due to the openness of the platform, attack techniques used 

on PCs will continue to migrate to the platform. Google’s increased ef-

forts to minimize the pain for developers to support new versions of the 

Android OS, and their significant market share, will also draw a greater 

number of cyberthreats. 

iOS: Due to the less open platform, vulnerabilities will not pose any 

significant risk. However, given the strong penetration of iOS in profes-

sional environments, IT should consider this a prime platform for  

targeted attacks.
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Legitimate Mobile App Stores Will Host More Malware in 2013 

Legitimate mobile app stores will host more malware in 

2013. The number of apps hosted by Apple and Android 

are approaching 1 billion each. Plus, a growing number of 

developers are being attracted to produce mobile apps by 

the success of the mobile app sales model, and the chang-

es being made by mobile OS vendors to simplify applica-

tion development. Old apps are being updated with new 

features, new device capabilities are being leveraged and 

those who have tasted success are producing even more apps for the market. As a result, 

legitimate application stores have been flooded with an ever-increasing volume of apps to 

security test and validate.

Cybercriminals are also developing new methods to evade detection using both new and 

traditional techniques to mask their true intention and behavior. This is another way that 

malicious apps are slipping through current validation processes. 

Also, users will continue to blindly authorize any permission an app requests, much as users 

accept license agreements without reading them or software installation dialog boxes with-

out considering the potential consequences. 

It is expected that the use of jailbroken devices and shopping through non-sanctioned app 

stores will continue to pose significant risk, particularly to organizations that support bring 

your own device (BYOD) policies. IT will need to implement policies and solutions to ban 

jailbroken devices and monitor both inbound and outbound communications for malicious 

activity. Websense customers should also block access to sites in the “Unauthorized Mobile 

Marketplaces” category to mitigate these risks. 

Prediction     1        2        3        4        5        6        7

Our Predictions
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Increased Awareness Will Result in Fewer Hacktivism Incidents  

Organizations have become increasingly aware that 

they could become targets of hacktivists despite 

very indirect connections to events or organizations 

coming under hacktivists’ scrutiny. Even a simple do-

nation to a group that assists an unpopular person, 

political issue, government or business activity could 

invite an attack. Driven by highly publicized events of 

unsuspecting and poorly guarded victims in recent 

years, organizations have invested in the deployment of increasingly better detection and 

prevention policies, solutions and strategies.

As the bar rises, fewer hacktivists will possess the necessary skill to penetrate a target 

network and wreak the desired level of havoc without taking greater risks. So, while the 

number of hacktivism events will decrease, the sophistication of the remaining attacks will 

become increasingly complex.  

Basic DDOS-style hacktivism attacks will continue at 2012 levels, although the levels of  

success will decline as organizations recognize the benefits of tighter defensive measures.

Prediction     1        2        3        4        5        6        7

Our Predictions
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Government-Sponsored Attacks Will Increase  

Those governments currently involved in cyberwar-

fare are unlikely to significantly decrease their efforts 

in 2013. But the possibilities have now been exposed 

for everyone to see, even if they can’t agree which 

government did what. So, while the effort involved to 

become another nuclear superpower may be insur-

mountable, almost any country can draft the talent 

and resources to craft cyberweapons.  

Easy access to examples of the most sophisticated malware and other threats will help  

new cyberattack teams ramp up more quickly. And if access to the code for past attacks 

like Stuxnet, Flame, Shamoon and others is not enough, there are exploit kits and other 

black market resources they can acquire more easily than refined plutonium. Indeed, those 

who use these outside resources may be better positioned to leverage opportunities such 

as zero-day vulnerabilities supported by exploit kits that are often updated several times 

each week.

Targeted attacks for military, political and even commercial advantage have been increas-

ing for some time. In 2013, governments will be more capable than most because they can 

leverage information gained through both the Internet and more traditional espionage 

networks. To secure their networks, government agencies must understand the complete, 

multi-stage threat cycle and ensure that current defenses are doing all they can at each 

potential stage of an attack. An in-depth review exercise against the threat cycle will help 

them identify security gaps, that can help focus resources and limited budgets on the 

greatest points of weakness.

Prediction     1        2        3        4        5        6        7

Our Predictions
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Threats Will Become More “Virtual Aware”

When pure signature-based defenses began to 

prove less effective, the security industry invested 

in behavior analysis methods, resulting in the vari-

ety of background sandbox techniques used today.  

These techniques essentially execute the suspect 

file in a virtual environment where the file’s behavior 

is monitored for indications of malicious intent, at 

which point a new defense signature or pattern  

can be provided to protect users. 

But cybercriminals have found several ways to easily bypass such passive defenses. Flame 

was a good example; it simply did nothing for several minutes, long beyond the time when 

many sandbox security solutions would stop for evidence of malicious behavior. Even solu-

tions that used background sandboxing as their core defense technology failed in the face 

of Flame. Other security bypass methods are more complicated, and attempt to identify 

the presence of a virtual environment to sense if the attack should continue, or if some  

innocent activity should be simulated.

However, as more organizations use virtual environments to host key applications and  

support mission-critical operations, attacks are taking new steps to avoid detection while 

identifying valuable assets. This involves identifying whether the environment is virtual, and, 

if it is, identifying whether it is a security sandbox of some sort or a virtual business server.  

Some potential methods actually attempt to identify the specific security sandbox just as 

past attacks have targeted specific AV vendors.

While such attacks are complex and relatively new, this will provide a new revenue opportu-

nity for exploit kit providers who have the means to invest both in the necessary R&D and a 

growing market demand for this complex capability.

Prediction     1        2        3        4        5        6        7

Our Predictions
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Email Attacks Will Evolve to New Levels 

Attack trends will continue into 2013 with adverse conse- 

quences for those who fail to update their email security  

strategies to deal with emerging threats.

•	Malware	attachments	are	coming	back.	Malware	distributed		

 as email attachments has been on the decline since 1999,   

 when security solutions applied email reputation and other  

 methods. Yet this attack method will increase in 2013 due to 

the surprising level of success witnessed during a spike in such activity in 2012. Cybercrimi-

nals likely used these events to test public statements by security analysts that traditional 

defenses were now showing only a 30–50 percent chance to detect emerging threats.

	 •	There	will	be	more	bot-generated	email	threats	designed	to	bypass	defenses	using	 

  domain generation algorithms (DGA) and other advanced techniques to obfuscate the  

  threats, with more created using exploit kits. Used in both mass market and targeted  

  attacks, these techniques also pose increased risk to other messaging platforms such  

  as IM, social media and mobile apps. A proactive defensive measure would involve re- 

  evaluating defenses aimed at early stages of such attacks, such as spam filters, as well  

  as the breadth of real-time email defenses that protect when users click on embedded  

  web links that may be part of a “point-of-click” timed attack. 

	 •	Email	threats	will	increasingly	target	professionals. 

  - Two-thirds of phishing attacks take place on Mondays and Fridays, the two days  

   when workers are historically less focused. This improves the chances of an employee  

   missing any signs that the email is a fraud.

  - Email security systems are designed to analyze email for threats when email is  

   received by the server, not when email is opened by the recipient. An attacker  

   can therefore avoid detection by compromising a web page after sending email  

   containing a link to that web page. 

Prediction     1        2        3        4        5        6        7

Our Predictions
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Security is a Moving Target

In mid-2012, IDC predicted that mobile phone sales would 

reach 1.8 billion units by the end of 2012.3 That amount was 

considerably higher than previous predictions; it anticipated a 

late-year surge in sales due to buyers waiting for the econo-

my to change, for the holidays to arrive, or for Apple, Google 

and others to introduce their fall lineup of mobile devices. 

That predicted amount was more than four times the esti-

mated combined sales of desktops and laptops for the same 

period (351 million units).4   

Adding to the proliferation of mobile devices, sales of media 

tablets, such as the iPad, were predicted to reach 107 million units by the end of 2012 — 

about 1 for every 2 laptops sold.5  

The breakdown for the smartphone component of mobile device sales, by operating  

system, is shown in Table 1.

Mobile Security 

3 IDC press release, Jun. 6, 2012,  http://www.idc.com/getdoc.jsp?containerId=prUS23523812
4 IDC press release, Mar. 20, 2012,  http://www.idc.com/getdoc.jsp?containerId=prUS23371512
5 IDC press release, Jun. 14, 2012, http://www.idc.com/getdoc.jsp?containerId=prUS23543712

Table 1 Source: IDC Worldwide Mobile Phone Tracker, June 6, 2012
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Mobile Security 
Security is a Moving Target

Mobile devices have become so powerful they risk greater exposure to cross-platform 

threats, including the Java-based threats discussed in detail later in this report. Strong 

competition and a cloud-based maintenance and delivery model also means that features 

and capabilities are changing more rapidly than ever before. The introduction of new capa-

bilities is followed by new applications, which feed continuous changes to the mobile work, 

play and threat landscapes — along with the inherent risks we must mitigate.
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The Mobile Work Landscape

While the debate over only supporting company-provided  

devices or BYOD continues, there is even more debate over 

how to secure them once that choice is made. A March 2012 

survey by InformationWeek showed that 86 percent of organi-

zations surveyed were open to BYOD in the workplace, yet  

69 percent reported that they had yet to define solutions,  

polices and other criteria to secure these devices while still  

embracing the benefits of mobility.6  

Much of this confusion stems from an initial focus to secure 

the mobile device, which has driven interest in mobile device 

management (MDM) solutions. But research in 2012 indicated 

that user preference was shifting from notebooks to tablet PCs.7 This requires rethinking 

the role of the mobile device in the workplace.  How well would you sleep at night know-

ing that your organization’s notebooks were reliant on little more than MDM capabilities for 

protection? Yet, before you begin thinking of mobile devices as computing devices, note 

that there are still differences. While IT needs to consider the breadth of security needs for 

mobile devices — such as malware, web, email and data — those solutions need to be con-

sidered in light of a more mobile user with multiple devices.

Mobile Security 
1        2        3        4        

6 InformationWeek, Mar 5, 2012, http://reports.informationweek.com/abstract/18/8792/Mobility-Wireless/ 
 research-2012-state-of-mobile-security.html      
7 PCWorld, Jul 3, 2012, http://www.pcworld.com/article/258763/tablets_will_outship_notebooks_by_2016_ 
 research_firm_says.html
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Consider these two facts: Someone in America loses a mobile phone every 3.5 seconds,8   

and the United States Federal Communication Commission reports that 1 in 3 robberies 

nationwide involve the theft of a mobile phone.9   

Clearly, there is a very real danger of confiden-

tial data stored on mobile devices falling into the 

wrong hands. Now consider an employee who 

uses a PC, a company-issued tablet and a per-

sonal mobile phone, and who regularly receives 

reports and other sensitive, work-related attach-

ments via email. Obviously, that employee needs 

access to email and attachments on the PC, for 

which there are well-established means for ensuring security. But what means exist to con-

trol access from the mobile devices? Certainly, you could enact policies to control access 

to the email. That way, either both mobile devices, or just the personal mobile device, could 

receive an alternative message to inform the user that the email had been sent, but is not 

accessible on that device due to security reasons. Business strategists must consider ques-

tions such as, “Does the need for access from the mobile device outweigh the risk of data 

loss?” Fortunately, there are solutions available that provide more options for control, with 

policies that consider factors beyond just the user and the content.

Mobile devices also contribute to the ongoing network security challenge regarding SSL/

TLS communications. As more traffic moves through encrypted tunnels, many traditional 

enterprise security defenses (such as firewalls, IDS/IDP, network AV and passive monitor-

ing) are going to be left looking for a threat needle in a haystack. Because these defenses 

cannot always inspect the encoded traffic, blind spots are created that provide huge door-

ways for cybercriminals to walk through.

8 SmartMoney, Mar. 23, 2012, http://blogs.smartmoney.com/paydirt/2012/03/23/lost-phones-cost-americans- 
 30-billion-a-year/
9 NY times, Apr 9, 2012, “National Database Planned to Combat Cellphone Theft”, http://www.nytimes.com/  
 2012/04/10/technology/national-database-planned-to-combat-cellphone-theft.html

Mobile Security 
1        2        3        4                       The Mobile Work Landscape
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The Mobile Play Landscape

Securing mobile devices is further complicated as the separation between professional and 

personal time continues to erode. Indeed, nowhere is this more apparent than with mobile 

devices that are used to stay connected to everyone, everywhere and at all times. This goes 

beyond phone calls and text messages, as mobile devices also connect us through social 

media (apps) and networks. The choices for social networking have also increased dramati-

cally as the ranks of Facebook, Twitter, Linked-In and the others giants of 2011 have been 

joined by the explosive growth of services such as Instagram, SocialCam, Pinterest and 

Viddy. The challenge grew in 2012 as dozens of regional, cultural, language, hobby, politi-

cal, dating, religious and other emerging virtual communities contributed to an increasing 

number of attack vectors, each with its own technical and social engineering vulnerabilities 

and opportunities for mobile cybercrime.

Cybercriminals follow the popularity of such sites closely. During the first half of 2012, they 

created toolkits to generate spam attacks that focused on specific social networks.  

Pinterest, for example, had operated as an invitation-only, image-sharing social media site 

since 2009.10 It saw dramatic growth from 1 million users in July of 2011 to 20 million users 

by mid-2012, making it the third largest social network behind Facebook and Twitter. That 

was enough for cybercriminals to create several spamming toolkits for Pinterest.11 On the 

next page ia a screen shot of one toolkit that creates automatic “likes” for “pins” when the

10 Forbes, Jul 2, 2012, http://www.forbes.com/sites/investor/2012/07/02/why-pinterest-could-be-the-next- 
 social-media-giant/
11 Websense Security Labs Blog, May 4, 2012, http://community.websense.com/blogs/securitylabs/ 
 archive/2012/05/04/pinning-down-pinterest.aspx 

Mobile Security 
1        2        3        4                     

http://community.websense.com/blogs/securitylabs/archive/2012/05/04/pinning-down-pinterest.aspx
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Mobile Security Mobile Security 

victim views the page, which triggers an email to the pin creator, possibly a hacker, say-

ing you “liked” it. Unfortunately, it also provides them with a link to your confidential profile 

information. Attacks like these could even be triggered when using a mobile device.

Not only spammers find such communities rich for their purposes; so do hackers and  

other cybercriminals. In March 2012, Pinterest was the target of injected JavaScript code 

(possibly created by such spamming tools) that changed many of the pins on a user’s  

page into ads.12  

12 Gigaom, Mar 17, 2012, http://gigaom.com/2012/03/17/and-now-spammers-have-discovered-pinterest-too- 
 pinterest-comes-under-spam-attack/

1        2        3        4                                        The Mobile Play Landscape
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The Mobile Threat Landscape

IDC forecast that Android would hold a 61 per-

cent market share by the end of 2012, followed 

by iOS with 21 percent. This alone would make 

Android devices the biggest target for mo-

bile threats. The attractiveness of the Android 

platform is heightened by the availability and 

popularity of unofficial app marketplaces that 

provide an easily leveraged attack vector with 

below-standard security checks.13 

The ability to exploit these platforms is also a significant contributing factor. According 

to the US-CERT National Vulnerability Database14 in summer 2012, many of the over 100 

iPhone vulnerabilities listed were discovered during the first half of 2012. The numbers for 

Android were about double. As these devices have grown in popularity and vulnerability 

awareness has increased, the number and complexity of attacks has increased significantly. 

As they did in 2011, most Trojan threats to mobile devices continue to pose as apps in 

unofficial marketplaces, often posing as a legitimate game or other app that is usually only 

available on the official marketplace. Users should be suspicious of apps that demand more 

permissions than their promised function would require. But many mobile devices do not 

notify users of an app’s permission needs (e.g., iPhone), or allow users to limit notifications 

(e.g., Blackberry). And on mobile devices that do highlight important permission informa-

tion, users typically accept them as quickly as they do the license agreement, without really 

taking the time to read or understand either. And developers of even well-meaning apps

Mobile Security 
1        2        3        4        

13 Websense Security Labs Blog, Apr 12, 2012, http://community.websense.com/blogs/securitylabs/ 
 archive/2012/04/12/the-server-of-android-malware-quot-golddream-quot-is-still-alive.aspx
14 National Institute of Standards and Technology website, National Vulnerability Database, http://nvd.nist.gov/ 

http://nvd.nist.gov/
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may be duped by offers to pay for every download if they will only include a small research, 

customer experience monitor or other marketing intelligence capability with their app.15 

Keeping with the general cybercrime trend toward targeting high-

value data, mobile device threats in the first half of 2012 used social 

engineering tactics to trick users into revealing passwords and other 

personal information. This includes specifically asking for mobile 

phone numbers in scams such as the Olympic Lottery phishing scams.  

It is important to note that this was a cross-platform phishing threat, 

because users checking email on any device could be deceived into 

revealing their mobile information.

But no mobile device is safe, as 

evidenced by an August 2012  

attack targeting BlackBerry 

devices, despite their 6 percent 

market share. An email masquer-

ading as an official BlackBerry ID 

notification was distributed with 

an attached “document” that 

included instructions on how to 

use the new ID.16 Not surprisingly, 

the attachment was malware.

The real surprise was that this 

was an old-style email attack; 

while today’s blended threats 

Mobile Security 
1        2        3        4                                    The Mobile Threat Landscape

15 Websense Security labs blog, http://community.websense.com/blogs/securitylabs/archive/2011/02/16/  
 beware-of-embedded-spyware-of-mobile-apps.aspx
16 Websense Security Labs Blog, Aug 22, 2012, http://community.websense.com/blogs/securitylabs/archive/  
 2012/08/22/benefits-of-your-blackberry-id-in-this-attached-malware.aspx

http://community.websense.com/blogs/securitylabs/archive/2012/08/22/benefits-of-your-blackberry-id-in-this-attached-malware.aspx
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and more complex attacks often embed links and use redirects or other methods to evade 

detection, this was simply an email with a malicious attachment. It contained no link to any 

hacked or compromised site. Yet, simple as the attack was, VirusTotal.com reported that 

most anti-virus products were unable to identify the attachment as malware at the time of 

the attack.

A similar tactic was used around the launch of the iPhone 5, taking 

advantage of the excitement and hype typically surrounding the 

introduction of new devices and services. Many people received an 

email with a malware attachment under the guise of a UPS notifica-

tion concerning delivery of their new iPhone 5.17  

It should also be noted that cybercriminals are embracing mobile 

devices for monitoring and controlling their attacks as well. For 

example, the popular BlackHole exploit kit is now available through 

a web-based interface optimized for smartphones.  

Mobile Security 
1        2        3        4                                    The Mobile Threat Landscape

17 Websense Security labs Blog, Sep 18, 2012, “Watch out for malicious UPS/FedEx notifications when waiting  
 for iPhone 5”, http://community.websense.com/blogs/securitylabs/archive/2012/09/18/watch-out-for- 
 malicious-ups-fedex-notifications-when-waiting-for-iphone-5.aspx

www.virustotal.com
http://community.websense.com/blogs/securitylabs/archive/2012/09/18/watch-out-for-malicious-ups-fedex-notifications-when-waiting-for-iphone-5.aspx
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Jailbreaking

The jailbreaking of mobile devices creates 

additional opportunities for mobile threats. 

Jailbreaking can prevent effective manage-

ment and monitoring of the device to ensure 

compliance and protection, yet continues to 

be very popular. In just one case, the group 

behind the Absinthe 2.0 jailbreak tool for 

iOS 5.1.1 reported it was used to jailbreak  

1 million devices over the first weekend after 

its release in May 2012, which occurred only 

a few weeks after the iOS 5.1.1 release.18 And 

many jailbreak kits to support the iOS 6 re-

lease in September 2012 were available the 

first weekend after its release.

Websense strongly recommends that orga-

nizations follow the growing trend to ban 

jailbroken devices from access to their networks. This is due to the risks they pose, and the 

easy availability of tools for jailbreaking the most popular mobile operating systems. Fea-

tures and tools to enforce the ban should be among the “must haves” on your MDM and 

mobile security checklists.

Mobile Security 
1        2        3        4                                        

18 iDownloadBlog, May 28, 2012, http://www.idownloadblog.com/2012/05/28/absinthe-2-0-proves- 
 jailbreaking-is-as-popular-as-ever/
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Phocus on Phishing

As web-based threats and the use of links in email 

attacks have grown in notoriety, organizations have 

shifted much of their attention to educating the public 

on these advanced threats. As a result, many organiza-

tions have become complacent or have overlooked the 

fact that email remains a significant threat vector. (In 

fact, many web-based threats involve an email compo-

nent; if properly addressed, many of today’s multistage 

attacks could be stopped early.)   

According to Websense Security Labs:

 •	Two-thirds	of	phishing	emails	sent	in	the	third		

  quarter of 2012 were sent on Mondays and Fridays  

  when users are more distracted, have their guard  

  down and are more likely to make mistakes.

  Phishing Phavorites

Email Security 

Source: 
Websense Security Labs, 

Sep 2012
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	 •	As	of	mid-2012,	the	most	popular	“Subject”	headings	in	phishing	emails	pertained	to 

   security themes, which often cause the reader to panic. This causes readers to focus  

  on the message of the email, distracting them from many of the clues that could alert  

  them to the fraudulent nature of the email.

	 •	Spam,	often	used	as	the	first	stage	in	many	attacks,	can	reach	a	quarter	of	a	million		

  emails per hour to ensure penetration before signatures and other updates can be  

  created by vendors or deployed by customers.19 

To conduct phishing activities, cybercriminals often plan around predictable themes such 

as the World Cup, elections, tax time or other publicized events. Other socially engineered 

themes take advantage of unpredictable opportunities, such as an earthquake or the death 

of a celebrity. Other than an increase in professionally themed attacks, little has changed in 

phishing messaging.

However, in a world with so many blended threats designed to attack in multiple stages  

using email, cybercriminals developed a number of interesting technical modifications to 

their attacks in 2012.

Email Security 
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19 Websense Security Labs Blog, Sep 24, 2012, http://community.websense.com/blogs/securitylabs/archive/ 
 2012/09/24/bbb-malicious-spam-flood.aspx

Source: Websense Security Labs, Sep 2012
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There are three general strategies cybercriminals typically follow in email attacks:

 1  Spam the threat to as many people as possible and hope for the best.

 2  Spam the threat to as many people as possible and use bad spelling and other  

   errors as a built-in filtering process to increase the percentage of gullible people  

   in the response group.

 3  Target the threat and the mailing to the group or region most susceptible to the  

   theme and offer.

The first strategy is still quite popular due to the low cost of spamming. But the second 

strategy was developed to help attackers avoid wasting time with scam-savvy people. To 

filter out those recipients who are paying too much attention to be duped, we have seen a 

resurgence of phishing emails composed with many spelling and grammatical errors.20 

The third strategy is seeing the most growth. It involves phishing emails increasingly tar-

geted in ways you may not have considered before. In one case, citizens in a small county 

on the West Coast of the United States were targeted with messages pretending to be 

from their cell phone provider, chosen because it was the predominant cell phone provider 

in that area.21 Latin America and other parts of the world have been experiencing increased 

regional phishing attempts targeting local users and using local themes such as a popu-

lar bank.22 In a world where the differences are being blurred between email and social 

networking and PCs and smartphones, more of these threats are being designed to take 

advantage of the user regardless of the device used to access email.

Email Security 

20 Microsoft Research, June 2012, “Why Do Nigerian Scammers Say They are From Nigeria?”, http://research. 
 microsoft.com/apps/pubs/default.aspx?id=167712
21 Seaside Signal, Mar 20, 2012, “Sheriff’s office warns of electronic phishing scam”, http://www.seasidesignal. 
 com/regional/article_3fcf6acc-1e15-5e96-bfa5-c9bbd69bfae9.html
22 Infosurhoy.com, Jun 8, 2012, “Cyber attacks on the rise in Latin America, Caribbean”, http://infosurhoy.com/ 
 cocoon/saii/xhtml/en_GB/features/saii/features/main/2012/06/08/feature-01

Phocus on Phishing



26

Email Security 
1        2        3               

Time-Delay Malicious Links Target Networks

A disturbing twist on targeted attacks has emerged this 

year — one that directly affects professionally managed 

networks. When cybercriminals target a business or gov-

ernment agency, they know they will have to contend with 

email, gateway and endpoint defenses that are managed 

by a professional IT department. They realize that the latest 

patches and defenses may be applied to analyze incoming 

messages for malware, malicious links and other triggers in the email that would indicate 

a fraudulent message. In 2012, cybercriminals identified a major exploitable design flaw in 

these defenses. 

An embedded link is, at best, only evaluated when the email containing it enters an orga-

nization’s email system — not when it is clicked on by the recipient. A cybercriminal takes 

advantage of this email security shortcoming by infecting a link’s destination web page 

after the link safely gets past email security defenses — and before the recipient clicks on it. 

Here is how a cybercriminal would build such a “point-of-click” attack:

 1  Find a site or URL that can be easily compromised, yet leave it as is.

 2  Craft an email that will not trigger spam, AV or other security measures based on  

   its content, which includes a link to the currently safe URL. This email could simply  

   be a copy of a legitimate message with this link being the only alteration.

 3  Send the email over the weekend or late at night, so email defenses will approve  

   the email and deliver it to the user’s mailbox.

 4  Compromise the URL before the business opens and the employee has had a   

   chance to open the email and click the link.



27

Web gateway security, including real-time analysis of content and threats, will provide an 

additional level of defense for network-connected users by assessing the link if users click 

on it while behind the organization’s gateway. But remote users, or those checking email on 

mobile devices, are typically defenseless against point-of-click attacks. Consider the impli-

cations: If the email in our example appeared to be an internal notification about a payroll 

issue that could easily be rectified by confirming “a few simple pieces of information,” then 

non-networked users could find their personal accounts stolen before they even make it  

to the office. 

The emergence of these tactics was a key factor behind the email URL Sandboxing capabil-

ities recently released by Websense. Any suspicious links in email are automatically modi-

fied and routed through cloud-based defenses to be analyzed in real-time. So when users 

click on the link, the system can determine if a threat exists now — not when the email was 

received. This ensures reassessment of the link at the point of click, even on a mobile device.

Email Security 
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New Twists on Popular Favorites

Of course, there are a number of traditional phishing favorites, although most have under-

gone some changes — some minor and some major.

Nigerian 419 phishing attacks have demonstrated several new twists. One involved the in-

clusion of photos of money and a passport to provide the semblance of legitimacy.23 Minor 

twists like this are easy for the wary user to identify — the aforementioned passport was an 

obvious fake, for example. But other versions 

of the Nigerian-themed scam have become 

quite complicated, which can begin to con-

fuse users and make them careless.

One such example actually begins with a 

Craigslist ad, requesting help finding a spe-

cific low-end laptop for someone’s son who 

is performing humanitarian work in Nigeria.24  

Once you respond, the scam moves into 

email, where you communicate directly with 

the humanitarian worker’s “father,” a doctor 

in Utah, through email. There is a promise 

to pay you in advance through PayPal if you 

agree to buy and mail the laptop to the son 

in Nigeria. The next step of the attack con-

tinues in email, becoming a mix of personal 

messages and fake PayPal communications. 

One of these “confirms” that someone has

Email Security 
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23 Websense Security Blogs, Apr 15, 2012, http://community.websense.com/blogs/securitylabs/archive/2011/  
 04/15/boxes-of-money.aspx
24 Websense Security Blog, Aug 9, 2012, http://community.websense.com/blogs/securitylabs/archive/2010/ 
 08/09/nigerian-scams-meet-phishing.aspx

http://community.websense.com/blogs/securitylabs/archive/2011/04/15/boxes-of-money.aspx
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25 Websense Security Labs Blog, Mar 1, 2012, http://community.websense.com/blogs/securitylabs/archive/ 
 2012/03/01/who-already-won-the-olympic-games-2012.aspx

put money in PayPal for you — but the money won’t be released until you respond with a 

shipping tracking number to confirm you have sent the laptop.

 

 

Sport themes also continue to be a favorite for both web and email phishing. The Olympics 

scams kicked off early this year with ticket-related phishing emails pretending to be from 

the National Lottery in the United Kingdom.25 Such attacks are not limited to global sport-

ing events; they may take the form of popular 

regional sporting events as well. Users need 

to be continually reminded: “If it sounds too 

good to be true, then it isn’t true.”  



30

Spear-Phishing is No. 1 Fear

At a mid-2012 CSO conference, attendees  

were asked about their top security concerns; 

“Spear-phishing!” was an almost unanimous 

response.  This was not due to a spike in new 

activity or recent media hype; it was because 

spear-phishing was the one real, in-the-wild 

threat they felt least prepared for.

It is important to keep in mind that while a 

phishing email threat may pretend to be from  

a specific organization (e.g., PayPal, National 

Lottery), a spear-phishing email might be  

sent to a specific organization, targeting its  

employees (and possibly just a select group of employees). Spear-phishing, in other words, 

is extremely targeted. Like other phishing emails, spear-phishing emails typically include 

links, at least one of which will typically lead the recipient to a phishing web page, the  

attack’s next stage.

There are a number of other reasons behind the CSOs’ concern about spear-phishing. For 

example, most security solutions are designed around a “sacrificial lamb” model where some 

user, somewhere, must become the first victim. Even behavioral and next-gen technology 

lacks enough information in the early stages to tell if the “result” will be bad, so they have 

to wait for something “bad” to happen. Only then do they evaluate the events that led up 

to the first breach. For normal mass-market threats, the chance that someone in your own 

organization will be the first victim is small. For a spear-phishing attack, it is 100 percent.

Email Security 
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Key capabilities that can mitigate the threat from spear-phishing emails include: 

	 •	Real-time analysis, which is the only way to affect a real-time defense.

	 •	 Inline	defenses,	which	can	implement	the	defense	at	the	first	sign	of	attack.

	 •	Preparing	for	time-delayed	malicious	links	in	email.

	 •	Ensuring	both	email	and	web	security	are	integrated	to	coordinate	defenses.

	 •	Using	security	that	integrates	email	and	web	data	loss	prevention	(DLP)	features.
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Mid-Year Wake-Up Call

Java was released in 1995 to provide devel-

opers a platform where they could develop 

and maintain a single application, yet offer 

it to users of a wide variety of operating 

systems. Today, Java can be found on 1.1 bil-

lion PCs, 3 billion mobile devices and every 

Blu-Ray player in the world. The Java plat-

form has also been embraced to simplify 

development and maintenance of programs 

operating in almost any appliance or device 

with a computer chip. These include ATMs, car navigation systems, medical devices, vend-

ing machines, parking payment stations, home automation systems—virtually everywhere.

Another attraction of the Java platform was its security benefits, particularly because 

Java applications would be executed within a Java Virtual Machine. In theory, this would 

prevent an attacker from gaining access to the system or device because the application 

is contained, and granted access only to those resources it needs to function. Such secu-

rity capabilities are especially valuable where Java applications can be executed remotely. 

Unfortunately, as we saw during the mid-2012 threat season, Java is as exploitable as other 

popular applications, platforms and operating systems. Indeed its very popularity, com-

bined with its capabilities, make it a high-value target for cybercrime.

Java Exploits
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A Cross-Platform Threat

Like any business people looking for great-

er return on investment (ROI), cybercrimi-

nals see multi-platform threats as a way 

to reach more people with a single attack. 

Java is only the latest platform to offer 

them access to multiple operating systems. 

Microsoft Word Macro viruses provided 

an early multi-platform attack opportunity 

in the mid- to late-1990s, when Microsoft 

Office became available for non-Windows 

operating systems. More recently, numer-

ous vulnerabilities in Adobe products were exploited to attack Adobe Flash, Reader and 

Acrobat users across Windows, Macs and other operating systems.26 

In these early generation threats, users could be made aware and educated on how to 

minimize the risk when using the affected application. It was obvious if you had to launch 

Acrobat, MS Word or another application to access a document. But Java, designed to be 

unobtrusive, is typically installed and forgotten. Users are rarely aware whether something 

is using Java, and few are certain if they have the most recent version or a patch. Java vul-

nerabilities thus provide a unique opportunity to cybercriminals.

Not all Java vulnerabilities are the same; many behave inconsistently or work only under 

certain conditions. But several very stable and reliable Java vulnerabilities have been found 

that are easy to exploit; perfect for an attacker who wants to compromise as many com-

26 Websense Security labs, Dec 7, 2011, http://community.websense.com/blogs/securitylabs/archive/2011/12/ 
 07/cve-2011-2462-adobe-reader-vulnerability.aspx
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http://community.websense.com/blogs/securitylabs/archive/2011/12/07/cve-2011-2462-adobe-reader-vulnerability.aspx
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puters as possible. They usually operate across multiple platforms such as Windows,  

Mac and Linux. For example, Java was used in the Flashback malware outbreak in March 

2012, the first major and widespread malware for Mac.27 The Flashback attack leveraged 

multiple vulnerabilities in Java as part of a “drive-by” attack that automatically installed  

the malware on unsuspecting visitors of compromised websites. Over 600,000 Macs  

were infected by Flashback.

Patching is an obvious way to minimize vulnerabilities. For example, many of the com-

promised websites we see used in attacks are the result of unpatched SQL systems. And 

patches in Adobe and other popular programs would protect users from many of the  

vulnerabilities used in drive-by attacks.  

However, in the case of Java, patching isn’t necessary if you simply uninstall it.

Java Exploits 
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27 Websense Labs Security Blog, Mar 12, 2012, http://community.websense.com/blogs/securitylabs/archive/  
 2012/04/12/flashback-mac-malware.aspx

http://community.websense.com/blogs/securitylabs/archive/2012/04/12/flashback-mac-malware.aspx
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Giving Up Java

Although Java is installed on over 3 billion devices 

worldwide, it is not used as extensively as first pre-

dicted, nor as much as many people have believed. 

Due to its unobtrusive nature, many people have 

simply assumed that it has been improving their 

web experience, driving interactive web pages or 

otherwise providing essential services. But very few 

websites require Java today, and all of the top-rated 

sites are completely functional without it. 

Our recommendation is to uninstall Java from users’ 

systems. The prudent first step would be to simply 

disable Java in browsers and test key websites for any decrease in functionality. In most 

cases, the users will not notice any difference, allowing you to proceed to remove Java 

from their systems. However, if there are sites, cloud services or applications that require 

Java, we strongly suggest that you disable Java in the primary browser and install an alter-

native browser that would be used exclusively for accessing those resources. 

Java Exploits 
1        2                     
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Information security continues to grow more complex, and 2013 will be no exception.  

This report has provided more contextual information along with traditional security pre-

dictions, to help security personnel evaluate their current security measures and develop 

action plans to tighten defenses and prepare them for the coming threats.

This report may also be useful for educating those who are less aware of security issues 

around emerging technologies such as mobile devices. It may also help raise awareness 

for those who have misinterpreted the lack of “I Love You” or other global viral events in 

recent years to indicate a declining risk of cyberattack.

In the end, this report is focused on key changes to be faced in 2013. It is important to  

remember that these predictions are not about “replacement” threat techniques, but  

“additional” threat techniques that will be added to the cybercriminal’s arsenal. Some  

represent new ways of conducting an attack, while most will be used as one part of a 

multi-stage, blended attack.

For a more comprehensive review of your current security posture and your state of pre-

paredness for future attacks, we recommend reviewing the multiple stages of attacks as 

discussed in the Websense® 2012 Threat Report. You’ll find that an attack can be stopped 

at any stage, and a comprehensive defense plan will ensure measures are in place to  

address an attack at every stage. 

Summary




