
Summary

One of the largest teaching hospitals in the Northeast had been attacked by three different
computer viruses in six months. The IT team realized that their sole line of defense at the
time, anti-virus software, was leaving them open to malware and other vicious threats.
With almost 30,000 inpatients, more than 500,000 outpatient visits, and more than 16,000
surgeries performed annually, this compromised security posture was unacceptable. The
hospital now relies on Bit9 Parity to identify, block and mitigate threats that arise from the
Internet, e-mail and social networking tools.

The Challenge

As one of the largest tertiary care facilities in the Northeast, this hospital is known for its
top-of-the-line heart, orthopedic, gynecological, and pediatric care.The IT team manages
thousands of Windows XP desktops and laptops that have anti-virus software loaded onto
them.But anti-virus alone was no match for the three computer viruses that attacked the
network within a six-month span.A majority of the PCs were potentially compromised.While
the malware luckily did not involve a data breach, the IT team spent over six hours investigat-
ing and that meant six hours of downtime for clinical users.Not only was this cleanup process
expensive, but the fact that the viruses were able to spread so quickly put the hospital’s
reputation at risk.

Large Teaching Hospital
in the Northeast
Bit9 Parity Suite helps medical center IT team to identify malware
and lock down PCs and workstations before patient care and
privacy are impacted.

INDUSTRY
Healthcare

CUSTOMER
Large teaching hospital in the Northeast

ENVIRONMENT
Thousands of users on thousands of
PCs that share the network with critical
care devices

BUSINESS CHALLENGE
Needed an automated and cost-effective
solution that would keep business operations
up and running and secure patient care
and data privacy,while protecting against
zero-day threats and other malicious code.

SOLUTION
Bit9 Parity

kEY BENEfITS
• Integrates with existing anti-virus software
so no need to rip and replace.

• Affords complete visibility across the
enterprise to identify threats before they
can impact life-saving machines attached
to the network.

• Able to lock down PCs to stop the
unauthorized download of software and
e-mail attachments as well as dangerous
site surfing.

• Application whitelisting provides a com-
prehensive inventory of applications across
the thousands of machines in use across
the entire enterprise so IT can determine
which to allow and which to block.

C
A

SE
STU

D
Y

LA
R

G
E

TEA
C

H
IN

G
H

O
SP

ITA
L

IN
TH

E
N

O
R

TH
EA

ST



The IT team realized that they needed another, stronger line of defense to complement
their anti-virus software.They required an automated and cost-effective solution that would
proactively detect and stop zero-day threats and other malicious code before it could impact
business operations.That product would, if a virus did make its way onto a PC, be able to
mitigate the problem before it could infect the rest of the network and potentially affect
devices associated with patient care.

The hospital also demanded complete visibility into the network and control over endpoints
to make sure that everything is running smoothly.They wanted a tool that would let them
essentially lock down PCs so that users could not download dangerous software, open
unknown attachments, or allow malicious sites to attempt to download damaging code.

The Solution

The hospital loaded Bit9 Parity on thousands of PCs and put a majority of them in“lock-down”
mode.The IT team now depends on Bit9, in conjunction with its existing anti-virus software,
to thwart attacks and have had incredible success thus far.

Rather than having to clean up once a virus has infected the network, the IT team has been
alerted to potential threats for those machines operating in“visibility”mode, and has been able
to act accordingly, quarantining affected machines and keeping the virus from spreading.This
has ensured that patient care and data privacy are well guarded and that business operations
stay up and running.

IT used Bit9’s application whitelisting tool to take an inventory of all applications running in the
environment and then deleted those that were deemed unsafe.The team also uses application
whitelisting to ensure that users cannot load unauthorized software onto the PCs.This alone
goes a long way toward avoiding the viruses that come with rogue applications.

In addition, they use Bit9 to filter the downloads that users encounter on the Internet and
via e-mail.That way, a user can’t unwittingly allow hackers to infiltrate the network via mali-
cious code on sites or in attachments.Users no longer have the ability to intentionally or
unintentionally access harmful software that could breach patient privacy or attempt to steal
confidential information.This level of visibility and control is exactly what the organization
requires to maintain security and compliance.

Bit9’s ease of use, automation, and the integration with the hospital’s existing antivirus software
are also incredibly appealing to IT.

The combination of Bit9 Parity and the existing anti-virus software has given the hospital the
exact level of protection needed to save it from having to combat attacks and instead focus on
deploying life-saving technology.
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