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Proactive Regulatory Compliance  
for the Healthcare Cloud

Transform the Cost, Quality and Delivery of Patient Care
Protecting patient data is a top priority for healthcare IT. Yet current approaches to 
security and compliance often are proving inadequate for healthcare providers and  
emerging entities—such as accountable care organizations (ACOs) and healthcare 
information exchanges (HIEs)—working to increase collaboration and patient-data 
sharing. With fewer resources and increasing government requirements and industry 
standards to meet, healthcare organizations need a proactive approach to managing 
compliance, security and IT changes.

Healthcare IT must be able to easily and continually assess, remediate and verify changes 
to systems to meet governance, risk and compliance requirements—without negatively 
impacting care. Existing error-prone, manual processes and legacy IT infrastructure 
frequently are insufficient to inform healthcare IT of potential privacy and security risks.  
IT leaders require affordable, automated solutions that provide proactive, continuous 
regulatory compliance without creating gaps in the plan–do–check–act (PDCA) cycle—
also known as the Deming Cycle process. A highly efficient way for healthcare providers 
to achieve proactive regulatory compliance for the cloud throughout the PDCA cycle is 
through virtualization, the foundation for cloud computing.

Accommodate Change
Healthcare providers that prepare for dynamic market fluctuation will gain competitive 
advantage as the industry continues to rapidly change. Their IT infrastructure and applications 
must therefore operate with agility. Yet knowing where to start optimizing can be difficult 
in today’s healthcare IT environments, which are becoming a heterogeneous mix of physical 
and virtual systems. 

Physical IT systems often are brittle and inflexible, typically requiring multiple solutions  
to meet each computing silo’s compliance and security needs. In contrast, virtualization 
increases agility by enabling dynamic and flexible computing systems. However, 
virtualization requires an organization to rethink its traditional, well-understood 
compliance approach—for example, for discovery and inventory, chain of custody, 
segregation of critical assets, and software licensing. An IT organization that enables 
healthcare transformation through virtualization and cloud computing can reduce 
people, process and technology investments in security and compliance, improve 
visibility into its environment, and facilitate change management. 

Overcome Compliance Challenges with Virtualization and VMware 
VMware® virtualization and cloud infrastructure solutions are integrated with proactive 
compliance capabilities that enable healthcare providers to automate the PDCA cycle. 
VMware uses automation to continually inspect, discover and lock down healthcare  
IT environments, in contrast to antiquated scanning methodologies or separate tools  
and processes that run at intervals and create gaps in the compliance process. Built on 
VMware vSphere®, the industry-leading virtualization infrastructure platform, VMware 
solutions for security and compliance are customer-proven to transform the cost,  
quality and delivery of patient care. 

VMware vCenter™ Configuration Manager™ automatically assesses and reports on the 
compliance status of virtual infrastructure and applications, as well the impact of planned  
or unplanned changes. It provides out-of-the-box compliance policies for the most 
common healthcare requirements and business standards, including HIPAA, PCI DSS  
and SOX. Using dashboards to assign policies, providers can conduct comprehensive 

KEY HIGHLIGHTS

•	VMware	offers	an	integrated	
solution,	combining	the	best	
virtualization	platform	with	
automated	security	and	
compliance	capabilities	to	
transform	the	cost,	quality		
and	delivery	of	patient	care.

•	VMware	solutions	for	security	
and	compliance	fully	support	
key	federal	and	state	government	
healthcare	mandates,	system	
requirements	and	industry	
standards.

•	Practical	to	implement,	VMware	
security	and	compliance	solutions	
are	the	most	effective	way	to	
manage	change.

•	By	using	VMware	View	at	the	
point	of	care,	providers	better	
protect	regulated	data	such	as	
PHI	because	data	remains	in	the	
secure	HIPAA-certified	datacenter.

VMWARE SECURITY AND  
COMPLIANCE SOLUTION BENEFITS

•	Cost	reduction	

•	Proactive	compliance

•	Improved	security	

•	Automated	operations

•	Support	for	government	mandates	

•	Support	for	industry	standards
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change tracking and continuously assess their compliance position (see Figure 1). The 
solution offers a simple, one-click method for quickly remediating issues and bringing  
a system back into compliance. It includes verification to complete the compliance life 
cycle—and then begins again as soon as the previous cycle concludes. By quickly, 
continuously and automatically baselining, reviewing and remediating all systems  
in the IT environment, providers can more easily comply with regulations. 

Healthcare IT can further automate and simplify operations management in dynamic 
virtual and cloud environments by integrating performance, capacity and configuration 
management with VMware vCenter Operations Manager™. It delivers codified knowledge 
through policy-driven configuration management—whereby approved operating system 
images and software packages and patches are added and removed—reducing provisioning 
time and operational costs while helping to enable compliance. The solution includes a 
dashboard that visually highlights overall system health, so providers can easily monitor 
deltas. Recently introduced free compliance checkers in vCenter Operations Manager 
give providers capabilities to assess configuration compliance in existing environments. 
With VMware solutions, healthcare IT gains advantage from the integration of all of these 
capabilities, proactively supporting thorough security and compliance coverage at lower 
cost (see Figure 2).

Figure 1. VMware virtualization solutions include comprehensive change tracking for virtual, physical and non-x86 
computing environments, monitoring more than 80,000 configuration variables.

Figure 2. The integrated VMware solution combines the best virtualization platform with automated compliance 
capabilities to transform the quality and delivery of patient care while reducing costs.

WHAT TO CONSIDER?

•	In	the	United	States,	for	example,	
providers	must	comply	with	the	
Health	Information	Technology	
for	Economic	and	Clinical	Health	
(HITECH)	Act,	part	of	the	
American	Recovery	and	
Reinvestment	Act	(ARRA).	

•	Mandatory	public	breach	
notifications,	more-stringent	
agency	oversight	and	increasing	
fines	from	the	U.S.	Department		
of	Health	and	Human	Services	
(HHS)	are	raising	boardroom	
awareness	of	the	importance	of	
compliance	with	the	Healthcare	
Insurance	Portability	and	
Accountability	Act	(HIPAA).	

•	Healthcare	IT	leaders	must	
adhere	to	financial	and	other	
industry	requirements	such	as		
the	Payment	Card	Industry	Data	
Security	Standard	(PCI	DSS),	the	
Sarbanes-Oxley	Act	(SOX),	the	
Defense	Information	Systems	
Agency	(DISA)	standards,	ISO	
27002	and	Basel	III.	

•	Providers	must	also	respond		
to	patient	and	clinician	demands	
for	higher-quality	and	more-
affordable	care.	
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Enable Secure, Always-Available Patient-Care Applications 
VMware solutions improve care quality by maximizing the availability of critical patient-care 
applications. Clinicians have location-aware anytime, anywhere access to patient data with 
the VMware AlwaysOn™ Point of Care solution, which includes VMware View™ desktop 
virtualization infrastructure. Built on KLAS Rated1 vSphere, VMware Point of Care solutions 
feature centralized control of desktops and mobile devices, enabling IT teams to set user 
and group policies for information and application access. 

By leveraging VMware View at the point of care, providers can help protect regulated 
data such as personal health information (PHI) from leaving the secure HIPAA-certified 
datacenter. Safeguarding PHI and single sign-on (SSO) for authentication allow clinicians 
and caregivers to protect patient data against loss or exposure and help to support 
HIPAA compliance.

Using advanced features in vSphere and vCenter Site Recovery Manager™ (SRM), IT leaders 
can improve clinician access to critical applications by enabling zero-downtime maintenance, 
fault tolerance, automated failover, centralized security, and disaster recovery—without 
duplicate hardware. SRM automates disaster-recovery procedures, streamlining processes 
and more effectively protecting them in the event of a natural or man-made disaster. 
Solutions such as SRM help providers meet and exceed The Joint Commission certification 
(TJC) from the Joint Commission on Accreditation of Healthcare Organizations (JCAHO). 
VMware solutions also help to eliminate the need for a change-management database 
because proactive compliance better enables support for anytime, anywhere access  
to care data.

VMware delivers significant security innovations to provide an additional layer of protection 
to healthcare IT. With VMware vShield™ solutions, providers have a single comprehensive 
framework for securing virtual datacenters and cloud environments at all levels from the 
datacenter to the end user, including host, network, application, data and endpoint. VMware 
solutions centralize security across the virtual datacenter, secure the edge of the virtual 
datacenter, protect applications from network-based threats, and offload antivirus and 
antimalware processing for endpoints. 

With additional integrated capabilities that support application mobility and portability, 
VMware solutions also transform IT delivery and enable your cloud—the right cloud model 
(public, private or hybrid) to meet unique business and patient-care needs. VMware solutions 
are built in cooperation with many of the leading healthcare independent software vendors 
(ISVs)—providers of electronic medical records systems, imaging systems and other 
application platforms—to help allow for seamless delivery of critical-care applications. 
With VMware, compliance is integrated, making it easier and less expensive to protect 
highly sensitive data while demonstrating meaningful use.

1 ©KLAS Enterprises, LLC. All rights reserved. www.KLASresearch.com.

PROTECT PHI  
WITH VMWARE VIEW

Using	VMware	View	to	centrally	
control	data	in	the	datacenter	is	the	
simplest	and	most	effective	way	for	
providers	to	protect	PHI,	because	
data	stays	in	the	datacenter	rather	
than	residing	on	a	laptop	that	could	
easily	be	removed	from	the	clinical	
environment.
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Best Practices for Security and Compliance Automation
VMware makes proactive regulatory compliance for the healthcare cloud possible  
by coupling proven technology with the right approaches to aligning people and 
transforming processes. VMware Professional Services experts use a best-practices 
methodology to provide proactive insight that eliminates the need for expensive,  
time-consuming fixes that might compromise patient care (see Figure 3). 

VMware has designed its comprehensive approach, based on customer experiences, as  
a phased process to maximize the benefits of virtualization and prepare a path to private 
and hybrid cloud computing adoption. Technology implementers benefit from VMware 
account management, education and certification services, which help to address all 
requirements. Providers gain the cost justification they need to extend compliance 
automation throughout the IT environment and into the cloud.

Deliver Proactive Regulatory Compliance for the Healthcare Cloud 
VMware solutions deliver security and compliance benefits while reducing costs and keeping 
data and applications highly available. With continuous support for the entire PDCA cycle, 
providers can respond faster to changing federal and state government mandates, system 
requirements and industry standards. They can also eliminate traditional scanning and other 
tools that run at intervals and create compliance gaps. By leveraging best practices–based 
professional services, program management and proven industry-leading software, VMware 
enables healthcare providers to design and execute compliance and security strategies for 
maximum protection, ROI and scalability. To learn more about proactive regulatory 
compliance solutions for your healthcare cloud, call VMware at (877) 4-VMWARE or  
(650) 427-5000, or visit http://www.vmware.com/go/healthcare.

Figure 3. VMware experts further proactive regulatory compliance for the cloud.

WHY VMWARE? 

•	More	than	350,000	customers	

•	KLAS	Rated2	VMware	vSphere	

•	Support	from	and	partnerships	
with	leading	healthcare	
application	providers

•	Extensive	partner	network

•	Proven	results	with	healthcare	
provider	organizations	

•	Open,	standards-based	
technology
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