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The Changing Landscape

electronic healthcare records are in the news, but they’re not as new as

youmight think. My first involvement with electronic healthcare records was in

1976, with the American College of Surgeons’ end-stage renal disease information

system. This kept records of every U.S. citizen who had been diagnosed with

end-stage renal disease. It provided information regarding patient demographics,

primary diagnosis, lab orders, lab results, treatment plans, drugs prescribed,

physicians seen and patient visit history. That made it one of the federal govern-

ment’s first electronic health data systems. The system provided a data mine of

valuable clinical information that improved patient services and clinical treat-

ment.

I was impressed that the federal govern-

ment, through the Social Security Adminis-

tration, was taking an active part in

improving healthcare for its citizens.

Interestingly, at the time neither the govern-

ment nor the healthcare organization stor-

ing this data had any requirements for

securing the data. There was no data en-

cryption, no encrypted backup tapes and no

means to audit who saw the information.

Now after many years of various government agencies, private industry and

medical institutions’ attempts at improving healthcare through electronic data

services, the message we are hearing is protected health information (PHI) needs

to be secured, managed and audited. The public feels healthcare is broken. Health-

care costs are out of control. Patient information has been lost. Access to medical

records has been compromised. Healthcare services are disproportionate based

on geographic location and patient financial stature.

These are the reasons why the electronic healthcare record (EHR) is now center
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stage in the eyes of the administration. That attention will require ITmanagers in

healthcare institutions to have a renewed focus on data security. Encrypted trans-

mission and storage of data, stricter andmultilayered authentication and audit

ability—all these will become part of the healthcare IT landscape as wemove to-

ward ubiquitous EHR.

But that’s just the tip of the iceberg. The administration and Congress see the

need for EHR systems but cannot provide a roadmap to get there. They are de-

pending onmajor healthcare and computer hardware vendors to provide the inte-

grated EHR solutions but don’t have a clue as to how it can be done. They enact

laws to fine and punish providers who experience breaches in their PHI data but

provide no solutions or, more importantly, funding to help healthcare institutions

secure PHI. Healthcare reformwill cost healthcare institutions a significant

amount of money in their information systems departments that has yet to be

addressed by the executive branch or Congress.

HEALTHCARE IT DATA REQUIREMENTS

In 1996, Congress passed the Health Insurance Portability and Accountability

Act (HIPAA). This lawwas enacted to protect patient identities, medical records

(paper and electronic), health insurance information and protected health infor-

mation. All clinical institutions, hospitals, health insurance companies and

healthcare vendors must meet HIPAA compliance requirements.

Even though HIPPA has strict compliance requirements, not many noncompli-

ant institutions have been held accountable in the years since the lawwas enacted.

Most clinical institutions are still playing catch-up in assuring that their IT sys-

tems for managing EHR and PHI data are HIPPA-compliant.

If HIPAA has been a gradual change, the federal government’s latest moves

have been a shock to the system. On Feb. 17, President Barack Obama signed into

law a $787 billion economic stimulus package called the American Recovery and

Reinvestment Act (ARRA). The key healthcare component of ARRA is Title XIII

of Division A and Title IV of Division B of the act—the Health Information Tech-
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nology for Economic and Clinical Health (HITECH) Act. That is the law that will

put accountability into HIPPA, or what I refer to as the “teeth” to HIPPA compli-

ance. The lawwill also allow the present administration to set its foundation for

healthcare reform.

The federal arm of the HITECHAct is the Department of Health and Human

Services (HHS). The enforcement of the HITECHAct statutes started Aug. 18. In

other words, HITECH is now in force.

With the HITECHAct now signed into law, Obama stated his case on June 15

at the annual conference of the AmericanMedical Association in Chicago (italics

mine):

“Now, …..How do we permanently bring down costs andmake qual-

ity, affordable healthcare available to every single American? That’s

what I’ve come to talk about today. … Fix what’s broken and build on

what works. If we do that, we can build a healthcare system … a sys-

tem that gives Americans the best care at the lowest cost.

“First, we need to upgrade our medical records by switching from a

paper to an electronic system of record-keeping. And we’ve already begun

to do this with an investment we made as part of our Recovery Act.

“You shouldn’t have to tell every new doctor you see about your

medical history or what prescriptions you’re taking. You shouldn’t

have to repeat costly tests.All that information should be stored securely

in a private medical record so that your information can be tracked from

one doctor to another—even if you change jobs, even if youmove, even

if you have to see a number of different specialists. That’s just com-

mon sense.”

The key words are information to be stored securely in a private medical record.

Those words will keep every healthcare CIO from sleeping well at night. Although

the words seem so simple, the ability for clinical institutions to actually accom-

plish this is incredibly difficult.
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THE NEW BASICS FOR HEALTHCARE IT

Starting with “stored securely,” it doesn’t take long for a CIO to realize that EHR

and PHI security is the proverbial onion that must be peeled. The onion layers

include the following issues:

� Data encryption

� Secure storage

� Strong authentication

� Role-based privileges

� Reporting

� Audit logging

The costs of these requirements are not specifically addressed in the healthcare

reform bill, making the task of complying with the HITECHAct costly for clinical

organizations that have not made any progress on these layers.

Secured storage of EHR and PHI will require healthcare institutions to provide

data encryption at the server and PC levels, secure storage and encrypted backup

storage. If you are a CIOwho has not already encrypted all of your EHR and PHI

data, you are late to the dance.

Data encryption at the server and PC level:Healthcare CIOs should already have

implemented hardware encryption wherever possible. However, now that the

HITECHAct is law, encryption is not an option.

Secure storage:Many disk vendors are offering hardware encryption for PC

disks. The cost is reasonable. It can save a clinical organization liability for the

EHR data stored on a PC in the event the PC is lost or stolen. Software encryption

vendors offer good choices as well.

Encrypted backup storage: InMay 2008, a backup tape of patient data was stolen

from an employee of a North Carolina clinical practice organization who was on

his way to deliver the tape to a secure off-site data storage facility. The backup tape,

which contained patient information including names, addresses, Social Security

numbers, employers, insurance companies, policy numbers and family members,
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was not encrypted. The liability impact to the clinical practice was overwhelm-

ing—notification to the police, the North Carolina Department of Justice and the

Consumer Protection Division, as well as to 40,000 North Carolina residents, was

a significant financial burden to the organization. Future litigation is still undeter-

mined.

Most backup tape vendors offer hardware data encryption for tapes that pro-

vide a best-practice level of security for data storage and can accomplish encrypted

backups without sacrificing backup speed and performance. The “common sense”

solution for encrypted backup tapes is far less costly than any litigation.

So if you are a CIOwho hasn’t implemented EHR or PHI data encryption, the

only things you will need are time andmoney—but realize you will find neither of

these in the HITECHAct. There is no funding targeted to securing EHR and PHI

data within the HITECHAct, which does not require a clinical institution to en-

crypt data but does require the institution to “secure” the data and provide notice

of the breach of unencrypted PHI. So it is very important to pay attention to the

fine print of the HITECHAct. The following is a small excerpt from the HITECH

Act that specifically points out an institution’s requirements when a breach of PHI

occurs (italics added):

H. R. 1—146 PART 1—IMPROVED PRIVACY PROVISIONSAND

SECURITY PROVISIONS … if the unsecured protected health in-

formation ofmore than 500 residents of such State or jurisdiction is, or

is reasonably believed to have been, accessed, acquired, or disclosed

during such breach. …

Written notification by first-class mail to the individual (or the

next of kin of the individual if the individual is deceased). …

NOTICE TO SECRETARY.—Notice shall be provided to the Sec-

retary (HHS) by covered entities of unsecured protected health in-

formation that has been acquired or disclosed in a breach. ….

The Secretary shall make available to the public on the Internet

website of the Department of Health and Human Services a list…….
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(f ) CONTENTOFNOTIFICATION.—Regardless of the method

by which notice is provided to individuals under this section, notice

of a breach shall include, to the extent possible, the following:

1. A brief description of what happened, including the date of the breach

and the date of the discovery of the breach, if known.

2. A description of the types of unsecured protected health information that

were involved in the breach (such as full name, Social Security number,

date of birth, home address, account number, or disability code).

3. The steps individuals should take to protect themselves from potential

harm resulting from the breach.

4. A brief description of what the covered entity involved is doing to investigate

the breach, to mitigate losses, and to protect against any further breaches.

5. Contact procedures for individuals to ask questions or learn additional in-

formation, which shall include a toll free telephone number, an e-mail ad-

dress,Web site, or postal address.

These are just a few of the requirements under the HITECHAct that a clinical

institution will have to comply with when it discovers a breach of EHR or PHI

data. So the short list for healthcare CIOs is: Encrypt everything and hire a lawyer.

Secure storage is part of what Obama referred to as “common sense.” If you

are a CIOworth your salt, you have already securely stored your EHR data using

solid “best practice” solutions. Make sure when purchasing any EHR solution that

the vendor supports your storage requirements. �
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Authentication

one of the most difficult issues for a healthcare CIO is authentication. Unlike

most industries where a single login gets you complete access to applications and

databases, healthcare systems require levels of authentication. For example, not

everyone within a clinical institution has the authority or privilege to write a pre-

scription. A good EHR systemwill have authentication levels based on roles so

only an authorized physician can write a prescription. This means that when

physicians log into an EHR system, their authentication provides them access to a

restricted area of code that allows the processing of a prescription. That is what is

sometimes referred to as role-based authentication.

Let’s walk through a basic patient en-

counter at a typical healthcare service

provider:

The front-desk receptionist logs a patient

into the EHR system, verifies the patient’s ap-

pointment time and demographic informa-

tion, and starts the process within the EHR

system that alerts the clinicians that the pa-

tient has arrived for the appointment. A

nurse calls the patient and escorts him to an

exam room. Typically, patient vital informa-

tion is taken (blood pressure, weight and temperature). The nurse usually con-

firms the patient’s medication list and then enters all this information into the

EHR system. The clinician next sees the patient and reviews the appointment in-

formation, probably reviews the patient medical history within the EHR system

and performs the patient exam. The clinician will then process orders in the EHR

system (labs, X-rays, MRI, prescriptions).

Sounds simple? Not quite. Each individual servicing the healthcare needs of this

patient requires authentication levels within the EHR systems. The front-desk
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person is not allowed to see patient medical history. The nurse is restricted from

processing prescriptions, as well as many orders. The clinician would also have

restrictions based on his authority for what procedure could be ordered for the pa-

tient.What’s worse is that typically, clinical EHR systems (lab, pharmacy and X-

ray) are from different vendors and require separate logins. So a simple medical

encounter now becomes an authentication nightmare for IT.

EHR systems will need to require role-level authentication, in which the user’s

healthcare role determines his level of authentication within the EHR system. I am

not aware of present-day EHR systems that provide that sophisticated authentica-

tion. You will not find that level of authentica-

tion withinMicrosoft Active Directory

authentication. Lightweight Directory Access

Protocol (LDAP) may offer something close,

but it requires a third-party “authentication

authority” to cross entities and platforms.

Many legacy EHR systems are not LDAP-com-

patible, so a complete solution is not available.

One potential mechanism is Kerberos au-

thentication, provided byMIT. Kerberos offers

basic authentication across nodes with a certi-

fication “ticket”—transmission of data is encrypted and access to servers can be

mutually authenticated, but there is no multilevel authentication. In addition, the

application running on the server being accessed has to be Kerberos-capable.

Originally known as Project Athena, Kerberos has become a consortium in

which evenMIT is losing interest. Its original mission, “to establish Kerberos as

the universal authentication platform for the world's computer networks,” is

noble, but in the two decades of Kerberos availability, acceptance at the EHR soft-

ware vendor level has been limited. Microsoft, which embraced Kerberos authen-

tication underWindows 2000, is nowmoving away from it.

The vision I see for healthcare vendors and institutions for authenticating users

to EHR systems is Security AssertionMarkup Language (SAML). SAML is an
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XML standard, as defined by the Organization for the Advancement of Structured

Information Standards (OASIS), that allows secure domains to exchange user au-

thentication, entitlement and attribute information and authorization data. Using

SAML, an information systems healthcare provider could contact a separate

healthcare identity provider to authenticate users who are trying to access secure

EHR or PHI content. The major hardware and software vendors are investing

time and development into SAML for authentication. IBM,Microsoft, SunMi-

crosystems Inc. and Oracle Corp. are Foundational Sponsors for OASIS.

I believe this will be the mechanism needed

for healthcare vendors and services providers

to meet Obama’s goals for privacy and porta-

bility. I have not seen anything else being de-

signed as an authentication standard that

comes close to what is being presented by

OASIS.

HHS has assigned the Health IT Standards

Committee with making recommendations to

the National Coordinator for Health Informa-

tion Technology on standards, implementa-

tion specifications and certification criteria for the electronic exchange and use of

health information.

Interestingly, in its Aug. 20 update report, “Privacy and Security Standards Ap-

plicable to ARRARequirements,” the Health IT Standards Committee board is

recommending to the HHS the implementation time of 2013 for OASIS SAML

V2.0, and an implementation goal of 2011 for the Kerberos Network Authentication

Service (V5). �
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Certifiably Secure

once all the best practices for securing EHR and PHI are implemented and the

CIO believes all HIPAA, ARRA andHITECHAct requirements have beenmet,

who certifies the work? Similar to having a building inspector certify and approve

the work a plumber or electrician has performed on one’s home, what certification

organizations is the government using for the stamp of approval on a healthcare

institution’s efforts in managing and securing EHR and PHI?

There are two independent organizations that provide IT healthcare certifica-

tion: the Certification Commission for Health Information Technology (CCHIT)

and The Joint Commission.

Founded in 2004, CCHITwas created by the American Health Information

Management Association, the Healthcare Information andManagement Systems

Society and the National Alliance for Health Information Technology as a non-

profit organization whose mission is accelerating the adoption of health IT.

The Joint Commission was formed in 1951 by the American College of Surgeons,

the American College of Physicians, the American Hospital Association, the

AmericanMedical Association and the CanadianMedical Association as an inde-

pendent, not-for-profit organization whose primary purpose is to provide volun-

tary accreditation for patient safety and quality health services.

CCHIT and The Joint Commission have roles associated with certification

within ARRA, as stated:

“The National Coordinator, in consultation with the director of the

National Institute of Standards and Technology, shall keep or recog-

nize a program or programs for the voluntary certification of health

information technology as being in compliance with applicable certi-

fication criteria adopted under this subtitle.”
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THE ROLES OF CCHIT AND THE JOINT COMMISSION

Now the key phrase in ARRA is “volunteer certification of health information

technology.” Healthcare institutions need to know that it’s volunteer certification

as opposed to required certification.

On Oct. 26, 2006, then-HHS SecretaryMike Leavitt designated CCHIT as a

Recognized Certification Body (RCB). Although CCHIT is an RCB for HHS, the

HITECHAct does not specifically state that an EHR systemmust be certified by

CCHIT in order for a healthcare institution to be eligible for any of the funding

available under ARRA. As posted on the CCHITwebsite, 198 ambulatory EHR

vendor products and 17 in-patient EHR vendor products voluntarily met the re-

quirements of the CCHIT certification through 2008.

On Oct. 7, CCHIT released its 2011 EHR certification. The 2011 EHR certification

is called CCHIT Certified 2011, and a modular release is named Preliminary

ARRA 2011. Preliminary ARRA 2011 is aimed at certifying EHR systems to reflect

the federal government’s EHR 2011 and 2012 requirements contained in ARRA

and the HITECHAct. Please take note that this is the preliminary certification

process, not the final ARRA certification process.

CCHIT’s Oct. 7 release is the first official EHR certification process approved by

the Office of the National Coordinator (ONC), as required by the HITECHAct. It

should be considered a landmarkmoment for establishing specific functional and

interoperability requirements for all EHR technology. The Joint Commission is the

oldest healthcare accreditation organization. Since the early 1980s, the commis-

sion has incorporated information management, including the use of EHR, in its

accreditation standards. Its accreditation process focuses on operational systems

critical to patient safety and quality of care. Accreditation is voluntary and in-

cludes information management, EHRmanagement and PHImanagement under

the requirements of HIPAA. The Joint Commission’s accreditation requires a

healthcare organization to hold an on-site survey by the commission’s survey team

once every three years.

In 1996, long before the creation of CCHIT in 2004, the commission incorpo-

rated the HIPAA PHI requirements across the board in all of its accreditation pro-

http://www.cchit.org/media/news/2009/09/certification-commission-launching-2011-certification-programs-october


grams. Although The Joint Commission is not specifically recognized by HHS as

an RCB, it is considered the primary authority for quality of patient care and pa-

tient safety in the U.S. and Canada.

The major difference between the two organizations when it comes to accredita-

tion and certification of EHR and PHI is that The Joint Commission treats EHR

and PHI as just a portion of its accreditation and certification of the overall deliv-

ery of healthcare, whereas CCHIT focuses solely on the performance of EHR in

the delivery of health services. Simply put, CCHIT looks at the EHR system and

verifies that it meets requirements for managing patient information, whereas the

commission looks at the EHR system and verifies that the healthcare organization

is using it correctly in providing patient care. These are two distinctly different ac-

creditation and certification processes.

In addition, The Joint Commission has a better way of dealing with a healthcare

organization’s use of paper health records, homegrown EHR systems and noninte-

grated clinical systems. The CCHIT certification process does not cover paper

health records. It doesn’t have a certification process that approves different clini-

cal systems integrations, such as whether vendor A’s pharmacy system integrates

with vendor B’s in-patient system.

THE FAST AND THE FURIOUS

During the 30 years I have been in the computer industry, I have witnessed a

significant amount of “certification” processes. I have never seen a certification

process move at the speed that the federal government, specifically HHS, is pro-

gressing with electronic medical records certification under ARRA. In one re-

spect, this is a very good thing. Timing is everything, and healthcare services do

need to be improved. Speed can sometimes mean recklessness. It is somewhat

ironic that for a few centuries, getting anything accomplished inWashington,

D.C., always required patience. HHS and its RCB, as well as the EHR vendors,

are trying to accomplish an awful lot in a very short period of time.

On Sept. 3, CCHIT held a “Town Call” meeting with more than 700 attendees,
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mostly EHR vendors and developers. The purpose of the meeting was to gather

feedback on the CCHIT 2011 certification process. Lots of information regarding

this meeting can be seen at www.ehrdecisions.com. One of the most interesting

highlights of the meeting was a poll of 367 EHR vendors, in which 58 stated they

would apply for CCHIT 2011 certification in October 2009 and 70 vendors said

they would apply for the CCHIT Preliminary 2011 certification, also in October.

The certification process wasn’t released until Oct. 7, but all those vendors were

committed to doing whatever it takes to get that HHS RCB Certification approval

for their respective EHR products. That will be a lot of work in a very short period

of time.

SHOW ME THE MONEY

In the ARRA, there is approximately $19 billion in funding to establish centrally

linked health data infrastructure for the purpose of containing the health informa-

tion of each American citizen by 2014. The specifics of who gets this money, and

how do they get this money, are still a work in progress.

Under the ARRA, managed through HHS, there is a HITECH Priority Grants

Program for the establishment of Health Information Technology Regional Exten-

sion Centers that will provide “technical assistance, guidance and information on

best practices to support and accelerate health care providers’ efforts to become

meaningful users of Electronic Health Records (EHRs).” It appears there is ap-

proximately $598 million available in funding for these regional centers. So does

this mean the funding is for these new regional centers, or does any of this funding

actually go to the healthcare institution to purchase EHR systems? I am not sure.

This particular funding was also confirmed by aWhite House press release on

Aug. 20, in which Vice President Joe Biden announced the availability of grants

worth nearly $1.2 billion to help hospitals and healthcare providers implement

and use EHRs with $598 million for regional centers and $564 million to states

and qualified state designated entities “to support the development of mechanisms

for information sharing within an emerging nationwide system of networks.”
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What I believe most healthcare institutions are looking for is the government to

simply tell themwhat they have to do to get funding to purchase an EHR system.

Something like this: Healthcare organizations with a certain number of in-patient

beds, Joint Commission certification and a certain number of outpatient visits a

month will receive a specific amount of funding for an HHS-approved, CCHIT-

certified EHR system.

SIX STEPS TO SANITY

So what does all this mean for the poor healthcare CIO? How do the ARRA, the

HITECHAct, HIPAA, the HHS, the ONC, CCHIT and The Joint Commission

affect your organization’s ability to acquire some of the potential $19 billion in

government healthcare funding? This is what I recommend:

1. Make sure you have a good legal counsel who understands IT healthcare,

HIPAA, ARRA and the HITECHAct. Major questions like the exact require-

ments for funding eligibility and procedures to obtain that funding are still

under development. Follow the legal counsel’s advice on what IT security initia-

tives to focus on. From that advice, you will knowwhere to spend IT funds.

2. Use your congressmen and senator’s office for healthcare funding assistance

under the ARRA. Find out how they can help your healthcare organization ac-

quire ARRA funding.

3. If your organization is looking to purchase an EHR system, go first to the

CCHITwebpage and consider only vendors that are certified by CCHIT under

its 2011 release. Remember, CCHIT does not have a 2009 certification process.

This means no EHR vendor can provide 2009 voluntary certification from the

approved Health and Human Services Recognized Certification Body. The

CCHIT 2011 certification delivery date of Oct. 7 addresses preliminary require-

ments for EHR systems under the ARRA. This means you and the EHR ven-
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dors need to hurry up.If an EHR vendor tells you its product will be CCHIT 2011

certified, tell the company to show you the CCHIT stamp of approval.Without

this certification, funding for your EHR systems under the ARRAwill most

probably not be approved.

4. Use your organization's prior Joint Commission accreditation process to show

that you are meeting the HIPAA requirements for IT EHR and PHImanage-

ment.

5. As a CIO, you should make sure that your organization’s senior management re-

alizes that under ARRA there is no guarantee of any healthcare funding arriv-

ing soon. Unfortunately, this is the clearest, most concise information anyone

can ascertain out of the present state of the ARRA.

6. Finally, as a healthcare CIO, for the next the years you better hold on, because

it’s going to be a bumpy ride. �
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