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HP TippingPoint  
Next-Generation Intrusion  
Prevention System (NGIPS)
Advanced Protection Against Advanced Threats

Threats Are Becoming More Sophisticated and Targeted

There’s no question that we’re seeing a huge increase in the severity and 

the number of advanced threats attacking networks, applications, and 

data.  The recreational hackers of yesterday have been largely replaced 

by well-funded and sophisticated crime organizations (or nation states) 

capable of launching advanced, targeted attacks that can quietly invade 

and infiltrate your network.  Using your own assets, these attackers 

patiently collect sensitive data, and then, in small batches, they bundle 

the data and send it out to a command and control server where it can be 

quickly captured, and then easily converted into a very large payday for 

the hackers.  All at a significant cost to you.

The Solution:  HP TippingPoint’s Next-Generation Intrusion 
Prevention System (NGIPS)

To stop these and other types of advanced, targeted threats, 

organizations need the scalable, industry- leading protection offered 

by HP Enterprise Security Products’  Next Generation Intrusion 

Prevention System.  Our NGIPS, in addition to protecting your vulnerable 

applications from exploit, provides additional security features such as 

application level visibility and control, contextual awareness correlated 

with outside sources of information, and the ability to inspect and block 

inbound / outbound content and executables. Finally, our NGIPS is 

engineered to be an agile and upgradeable engine to protect against 

future threats as the landscape evolves.  

Here’s an overview of the security features and functionality built into the 

HP TippingPoint NGIPS: 

 Application Awareness and Full Stack Visibility – Through 

services from our industry-leading HP DVLabs research organization, 

such as Application DV (AppDV), and Reputation DV (RepDV), 

HP TippingPoint Next Generation Intrusion Prevention System 
(NGIPS) is published by HP. Editorial supplied by HP is 
independent of Gartner analysis. All Gartner research is © 2012 
by Gartner, Inc. All rights reserved.  All Gartner materials are 
used with Gartner’s permission. The use or publication of Gartner 
research does not indicate Gartner’s endorsement of HP’s products 
and/or strategies. Reproduction or distribution of this publication 
in any form without prior written permission is forbidden. The 
information contained herein has been obtained from sources 
believed to be reliable. Gartner disclaims all warranties as to the 
accuracy, completeness or adequacy of such information. Gartner 
shall have no liability for errors, omissions or inadequacies in the 
information contained herein or for interpretations thereof. The 
opinions expressed herein are subject to change without notice. 
Although Gartner research may include a discussion of related 
legal issues, Gartner does not provide legal advice or services and 
its research should not be construed or used as such. Gartner is a 
public company, and its shareholders may include firms and funds 
that have financial interests in entities covered in Gartner research. 
Gartner’s Board of Directors may include senior managers of 
these firms or funds. Gartner research is produced independently 
by its research organization without input or influence from these 
firms, funds or their managers. For further information on the 
independence and integrity of Gartner research, see “Guiding 
Principles on Independence and Objectivity” on its website, http://
www.gartner.com/technology/about/ombudsman/omb_guide2.jsp. 

Source: HP

http://www.gartner.com/technology/about/ombudsman/omb_guide2.jsp
http://www.gartner.com/technology/about/ombudsman/omb_guide2.jsp
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Defining Next-Generation Network Intrusion Prevention

we identify and classify applications in real time and then 

take action to block attacks and/or families of attacks by 

geographic origin or destination, at the application layer, 

independent of port or protocol. 

 Context Awareness – Provides increased confidence and 

visibility into alert severity by evaluating user information, 

geographic location, reputation awareness, and ThreatLinQ 

intelligence.  Then, by integrating that information into a 

single console provided by the HP TippingPoint Security 

Management System (SMS), you get more actionable event 

data and better policy decision making.     

 Content Awareness – We prevent the spread of malware by 

inspecting inbound and outbound communications for content 

and executables, giving you the ability to identify and stop 

malicious traffic that may be communicating with command-

and-control servers or attempting to steal user information.  

 Agile Engine – We easily integrate new services from HP 

DVLabs such as AppDV, WebAppDV and RepDV to ensure 

you’re protected against new types of threats.  New defense 

techniques are dynamically incorporated into the NGIPS 

providing you with investment protection and reduced 

capital expenditures.  

Advanced targeted threats are evading first-generation network 
defenses. Intrusion prevention capabilities must be upgraded to 
prevent damage to business operations and reputations.

Overview

Threats continue to advance, and network security defenses 
must evolve to become effective against advanced targeted 
threats. Enterprises should require vendors to add next-
generation intrusion prevention features to network security 
products.

Key Findings

•	 Advanced	targeted	threats	are	using	evasion	techniques	and	
new delivery methods that are penetrating existing network 
security defenses.

•	 Specialized	threat	detection	products	are	demonstrating	
techniques that can identify advanced threats.

Recommendations

•	 Current users of network intrusion prevention systems 
(IPSs): Highly	prioritize	next-generation	network	IPS	
capabilities at refresh time.

Gartner RAS Core Research Note G00218641, J. Pescatore,  

G. Young , 7 October 2011

 Standard, First Generation IPS Capabilities – 

TippingPoint has a long history of providing in-line, real 

time vulnerability threat protection featuring high inspected 

throughput and low latency.

What Makes HP TippingPoint’s NGIPS Solution Better?

In addition to our award-winning NGIPS device, HP TippingPoint 

provides industry-leading security intelligence research through 

our unique HP DVLabs organization. Our DVLabs team defines, 

develops and delivers our NGIPS security services, including 

Reputation DV, Application DV, Web Application DV, Digital 

Vaccine Toolkit, and our Digital Vaccine filter service.   When 

combined with our Security Management System (SMS) and our 

Global ThreatLinQ security portal, you get instant visibility into 

the global threat environment and integrated event data, resulting 

in better policy decision making, better device management, and 

a better security posture for your network.  

In short, we deliver NGIPS functionality… and a whole lot more. 

The balance of this document provides additional information 

about NGIPS functionality and will leave you with a deeper 

understanding of how an NGIPS can help protect your network, 

applications, and data against the new breed of attacks. m
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•	 Current users of next-generation firewalls: Look at next-
generation	network	IPS	as	an	additional	defense	layer.

•	 Enterprises evaluating network IPS and firewall offerings for 
deployment in 2012 or later: Develop a migration strategy to 
products that can identify and mitigate advanced threats.

What You Need to Know

The	first	generation	of	network	IPSs	focused	on	vulnerability-
seeking attacks but must evolve to handle advanced targeted 
threats.	Enterprises	should	evolve	their	firewall	and	network	IPS	
strategies to migrate to next-generation solutions.

Strategic Planning Assumption

By	year-end	2014,	20%	of	network	IPS	installations	and	40%	
of new next-generation firewall purchases will include next-
generation	network	IPS	features.

Analysis

Increasingly sophisticated targeted threats and the growing 
business use of cloud-based services are driving the need 
for network security controls to evolve. Threats are focusing 
on	installing	targeted	malicious	executables	onto	user	PCs,	
which use advanced techniques to avoid detection and use 
botnet delivery mechanisms to perform multistage attacks. 
Simply	stopping	attacks	that	are	looking	for	unpatched	servers	
is no longer sufficient in this environment. To meet these 
challenges,	network	IPS	must	evolve	into	what	Gartner	calls	
"next-generation	network	IPS"	similar	to	how	we	defined	"next-
generation firewall" several years ago.

Network	IPS	has	not	made	major	advances	for	more	than	
three years, and attacks are taking advantage of that. Although 
signature	quality	and	accuracy	have	improved,	network	IPS	
is mostly based on detecting and blocking attacks that exploit 
known vulnerabilities, using deep inspection of the traffic 
stream. Network intrusion prevention products must add 
advanced threat detection and blocking capabilities to address 
the changing threats. If existing network intrusion prevention 
vendors	do	not	make	these	changes,	penetration	of	IPS	will	
flatten, and enterprises will demand price concessions to reduce 
first-generation	network	IPS	costs	substantially,	and	they	will	
focus on other security solutions to deal with the new threat 
environment.	Gartner	also	believes	that	small	vendors	in	the	
specialized	threat	detection	area	will	evolve	to	become	next-
generation	network	IPS	vendors.

What Is a Next-Generation Network IPS?

Network	IPS	came	about	early	in	the	past	decade	when	attacks	
evolved beyond simple protocol abuse that stateful firewalls 
could detect and block, and began to include payloads that 
would attempt to exploit systems that were misconfigured 
or	were	missing	patches.	Deep	packet	inspection	IPSs	have	
evolved to efficiently and effectively detect and block these 
forms	of	attacks,	but	attackers	have	adjusted	their	strategies.	
Advanced targeted threats — often called "advanced persistent 
threats"	(APTs)	—	often	use	custom	malicious	executables	
that do not rely on missing patches or that take advantage of 
vulnerabilities for which no patch currently exists.

Gartner	defines	"network	intrusion	prevention"	as	an	in-
line security control that implements attack detection and 
mitigation between networks of different trust levels in real 
time.	We	use	the	term	"next-generation	network	IPS"	to	
indicate	the	necessary	evolution	of	network	IPS	to	deal	with	
changes in the way business processes use IT and in the ways 
attacks try to compromise business systems. At a minimum, 
a	next-generation	network	IPS	should	have	the	following	
attributes:

1	 Support	an	in-line	bump-in-the-wire	configuration	without	
disrupting network operations.

2 Act as a platform for network traffic inspection and 
intrusion detection and enforcement, and at a minimum, 
offer the following features:

•	 Standard first-generation IPS capabilities — It 
should support vulnerability-facing signatures and 
threat-facing	signatures.	An	IPS	engine	that	can	
perform detection and blocking at wire speeds, and 
rapidly develop and deploy signatures, is a primary 
characteristic. Integration can include features such as 
providing suggested blocking at the firewall, based on 
IPS	inspection.

•	 Application awareness and full-stack visibility — It 
should identify applications and enforce network 
security policy at the application layer, independent 
of the port and protocol, rather than only ports, 
protocols and services. Examples include the ability to 
block families of attacks, based on identifying hostile 
applications.



H
P

 TippingP
oint N

ext G
eneration Intrusion P

revention S
ystem

 (N
G

IP
S

)t  l  5Source:	Gartner	(October	2011)

•	 Context awareness — It should bring information 
from	sources	outside	the	IPS	to	make	improved	
blocking decisions, or to modify the blocking rule 
base. Examples include using directory integration to 
tie decisions to user identities, and using vulnerability, 
patching state and geolocation information (such as 
where	the	source	is	from	or	where	it	should	be	from)	
to make more effective blocking decisions. It could also 
include integrating reputation feeds, such as blacklists 
and whitelists of addresses.

•	 Content awareness — It should be able to inspect and 
classify inbound executables, and other similar file 
types,	such	as	PDF	and	Microsoft	Office	files	(which	
have	already	passed	through	antivirus	screening),	as	
well as outbound communications. It should also make 
pass, quarantine or drop decisions in near real time.

•	 Agile engine — It should support upgrade paths for 
the integration of new information feeds and new 
techniques to address future threats.

Examples	of	enforcement	by	a	next-generation	network	IPS	
include blocking or alerting on executables that have passed 
through blacklists, using a variety of inspection techniques and 
reputation feeds, or raising the severity of an alert, based on 
correlation of multiple sources of information brought into the 

IPS.	Much	of	today's	advanced	malware	uses	multiple	vectors	
for infecting endpoints, communicating to external command-
and-control centers, and then performing the actual theft of 
data.	Next-generation	network	IPS	should	correlate	alerts	across	
multiple vectors to better identify these attacks without relying 
on single signatures.

Since	advanced	attacks	frequently	communicate	out	to	
command-and-control	centers,	next-generation	network	IPS	
should inspect outbound communications to identify malicious 
or suspicious communications and protocols, looking at 
the source, destination, protocol and/or payload. There are, 
currently,	specialized	threat	detection	products	from	vendors	
such	as	Damballa,	Fidelis	Security	Systems,	FireEye,	Trend	
Micro	and	others	that	have	begun	to	address	this	need.	Figure	1	
contrasts	first-generation	and	next-generation	network	IPSs.

The additional inspection and correlation load of next-
generation	network	IPS	will	require	robust	processing	
capabilities	over	that	of	first-generation	IPS.	Encryption	and	
advanced	evasion	techniques	are	increasingly	utilized	by	
advanced threats, which are also increasing the processing load. 
While the standard x86 multicore architecture can provide 
increasingly high levels of price/performance, purpose-built 
hardware	solutions	will	play	a	major	role	in	dealing	with	
encryption and other advanced evasion techniques.

Figure 1.     Example of a Next-Generation Network IPS
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What Is a Next-Generation Network IPS Not?

There are network-based security product spaces that are 
adjacent	to	next-generation	network	IPS,	but	they	are	not	
equivalent:

•	 First-generation IPS —	Some	products	may	be	merely	
relabeled as a next-generation product as a part of marketing.

•	 Small or midsize business (SMB) multifunction firewalls or 
unified threat management (UTM) devices — These single 
appliances host multiple security functions. While they 
invariably	include	first-generation	firewall	and	IPS	functions,	
they do not provide the advanced functions detailed above 
and generally are not integrated, single-engine products.

•	 Network-based data loss prevention (DLP) appliances — 
These perform deep packet inspection of network traffic, 
but focus on detecting previously identified types of data 
transiting the inspection point. They implement data security 
policy with no real-time requirement, and cannot enforce 
wire speed network security policy.

•	 Secure Web gateways (SWGs) — These focus on enforcing 
outbound user access control and inbound malware 
prevention	during	HTTP	browsing	over	the	Internet,	through	
integrated URL filtering and through Web antivirus, as 
well as through non-signature-based malware detection in 
advanced	offerings.	SWGs	do	not	provide	IPS	functions	
across	all	protocols	and	are	optimized	for	user-to-Web	
interaction.

•	 Next-generation firewalls — Next-generation network 
IPS	will	be	incorporated	within	a	next-generation	firewall,	
but most next-generation firewall products currently 
include	first-generation	IPS	capabilities.	Many	IPS	vendors	
have announced next-generation firewall product plans. 
Gartner	believes	the	high	end	of	the	security	market	will	
tend	to	continue	to	use	separate	firewalls	and	IPSs,	driven	
by complexity, desire for "defense in depth" and network 
operational	considerations.	Mainstream	enterprises	over	time	
will refresh existing next-generation firewall deployments 
with	future	versions	with	next-generation	network	IPS	
capabilities.

While these products may be network-based and use similar 
technology, they implement security policies that are the 
responsibility and authority of different operational groups 
within	most	businesses.	Gartner	believes	these	areas	will	not	
converge	before	IT	and	security	organizational	responsibilities	
have radically changed.

Gartner	believes	that	next-generation	network	IPSs	will	be	
able to incorporate user identity information at the group level 
(that	is,	shadowing	Active	Directory)	to	make	better	blocking	
decisions, but they will not be routinely used for enforcing 
granular user-level enforcement decisions, or be a substitute for 
identity and access management. This integration or "context 
awareness" will be used for active control, while security 
information	and	event	management	(SIEM)	products	will	use	
similar integration for better reporting and visibility.

Next-Generation Network IPS Adoption
Large	enterprises	will	implement	next-generation	network	IPS,	
or	replace	an	existing	IPS	with	a	next-generation	network	IPS,	
as they identify requirements for increasing "lean forward" 
detection and blocking capabilities, or as they become 
dissatisfied with their current deep inspection capabilities. 
Early-adopter demand has already driven some vendors to 
add features for botnet detection and other next-generation 
capabilities, but more mainstream demand will increase during 
the	next	two	years.	Next-generation	network	IPS	adoption	can	
also be triggered when "feeder" sources of information, such 
as directories or vulnerability data, are implemented and make 
implementation viable.

Next-generation	network	IPS	will	generally	be	staffing-neutral	
when	existing	IPS	deployments	are	replaced.	Alternatively,	
they	may	actually	lead	to	an	ROI	improvement,	in	which	
the additional configuration work will offset the time that 
operators	already	spend	in	chasing	low-confidence	alerts.	Some	
organizations	with	large	budgets	may	use	next-generation	
network	IPS	as	an	additional	layer	inside	an	existing	firewall	
and intrusion prevention devices, which will lead to staffing 
and operational cost increases.



H
P

 TippingP
oint N

ext G
eneration Intrusion P

revention S
ystem

 (N
G

IP
S

)t  l  7

Gartner	believes	that	changing	threat	conditions	and	changing	
business and IT processes will drive network security 
managers	to	increasingly	look	for	next-generation	network	IPS	
capabilities	at	the	next	firewall	or	IPS	refresh	cycle.	The	key	to	
successful market penetration by next-generation firewall and 
next-generation	network	IPS	vendors	will	be	to	demonstrate	
first-generation	IPS	features	that	match	current	first-generation	
capabilities, while including the extra detection capabilities at 
the same or only slightly higher price points.

Gartner	believes	that	less	than	1%	of	Internet	connections	today	
are	secured	using	next-generation	network	IPS-like	capabilities.	
However, the success of advanced targeted threats in evading 
existing	IPS	products	and	causing	significant	enterprise	damage	
will	drive	rapid	demand	for	better	IPS	capabilities.	By	year-
end	2014,	20%	of	network	IPS	installations	and	40%	of	new	
next-generation firewall purchases will include next-generation 
network	IPS	features.

Since	threats	will	continue	to	evolve,	Gartner	believes	that	"next"	
next-generation	network	IPS	requirements	will	arise	by	2015.	
In	particular,	the	need	for	network	IPS	not	only	to	work	on	live	
traffic data but also to inspect stored traffic data as new attack 

methods become known will be key. Today, network forensics 
products provide this capability for purely historical analysis. As 
the costs of both storage and rapid analysis of large sets of data 
continue to decrease, there will be greater integration between 
network	IPS	and	recorded	network	traffic.

Evidence

Primary	evidence	sources	were	multiple	discussions	with	
Gartner	clients	who	have	been	impacted	by	advanced	targeted	
threats.

Secondary	evidence	sources	were	discussions	with	network	
security	vendors	as	part	of	Gartner	Magic	Quadrant	reports	on	
firewalls	and	IPSs.

Criterion:	Analyst	opinion	of	what	product	changes	are	needed	

in	network	IPS	to	deal	with	advanced	targeted	threats.	m
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About HP
HP creates new possibilities for technology to have a meaningful impact on people, businesses, governments 

and society. The world’s largest technology company, HP brings together a portfolio that spans printing, personal 

computing, software, services and IT infrastructure to solve customer problems. More information about HP 

(NYSE: HPQ) is available at http://www.hp.com.

About HP Enterprise Security

HP is a leading provider of security and compliance solutions for modern enterprises that want to mitigate risk in 

their hybrid environments and defend against advanced threats. Based on market leading products from ArcSight, 

Fortify, and TippingPoint, the HP Security Intelligence Platform uniquely delivers the advanced correlation, 

application protection, and network defense technology to protect today’s applications and IT infrastructures from 

sophisticated cyber threats. Visit HP Enterprise Security at: www.hpenterprisesecurity.com.

For more information on HP TippingPoint Next-Generation Intrusion Prevention solutions, visit  

http://www.hpenterprisesecurity.com/ngips

http://welcome.hp.com/country/us/en/prodserv/printing_multifunction.html
http://welcome.hp.com/country/us/en/computers.html
http://welcome.hp.com/country/us/en/computers.html
http://www8.hp.com/us/en/software/enterprise-software.html
http://www8.hp.com/us/en/services/it-services.html
http://www8.hp.com/us/en/solutions/solutions-detail.html?compURI=tcm:245-785656
http://www.hpenterprisesecurity.com/ngips

