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RFID technology as a security enabler in the Internet of Things

A few years ago, it was hard to believe that physical objects could be connected 
to the Internet in the same way as a file uploaded to a server, with their own IP 
addresses, but this is becoming a reality by the development of new low-cost 
technologies that could easily become widespread. One of the technologies that 
allows this is UHF radio frequency identification (RFID) technology, which has the 
advantage of being low cost, but promises computational resources that, in a 
couple of years, may be adequate to overcome problems linked to information 
security.

In this virtual world, objects become recognisable and acquire intelligence 
through being able to communicate data about themselves and access 
information from others. For example, items located in a fridge could “talk” to 
the fridge and report their expiry dates or that they are almost finished and so 
have to be replaced, perhaps by automatic ordering from the supermarket using 
the Internet. In this case the object needs to be connected to a network.

Even people may be connected to the network. For example, in a hospital each 
patient may have an UHF RFID bracelet that connects him to the hospital’s network 
and in which a chip stores all his medical information. Using the “smart” bracelet, 
the doctor might know in real time which patient needs medicine and what the 
treatment is achieving. Moreover, if the bracelet is integrated with a sensor, such 
as a heart monitor, the real-time response could help to prevent a possible heart 
attack. Indeed, the doctor may notice the onset of this attack even before the 
patient notices it. In this case, it is the patient who is connected to the network.

As the example above illustrates, objects and people can interact by being 
connected to the network. This also allows every object or person to be tracked 
or identified. This is sometimes called the Internet of Things, or IoT.

However, even if UHF RFID technology promises many advances in automation, 
it is not yet widespread. For example in the supply chain, many retailers still just 
use barcodes instead of RFIDs. This approach is efficient in terms of its low cost 
compared with RFID, but is very limited from the point of view of security and 
efficiency. In fact, barcode technology suffers from the following disadvantages 
when compared with UHF RFID technology:

n  Slow scanning of the products: the reader can only read barcodes one at a 
time and there may be millions of items to be read in a supply chain system;

n  If a product is in the wrong place, the operator cannot easily identify it. This 
may lead to errors during the inventory process;

n  A barcode reader requires a line-of-sight to read each product, making the 
inventory process less efficient;

n  A barcode reader can read products only at short distances.

Enhancing security of radio  
frequency identification to connect 
safely to the Internet of Things
UHF radio frequency identification (RFID) promises vastly improved data collection and the analysis of 
physical objects from consumables to patients. Before its full potential can be exploited, it is critical 
that security surrounding its use is effectively implemented to ensure the data itself is not exploited

Box with UHF RFID label being scanned
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All of these disadvantages could be overcome by UHF RFID technology. In fact, 
it has the following advantages over barcodes:

n   Many tags can be identified at the same time, promoting speed and efficiency 
in the inventory process;

n  Each tag can contain information stored in its chip;
n  The reading distance for a UHF tag is greater than that for a barcode;
n  RFID does not require line-of-sight;
n  RFIDs can support secure cryptographic protocols.

Due to these advantages, UHF RFID is a very promising technology that 
is envisioned to replace barcodes and to be extensively used for inventory 
management, supply chain logistics and retail operations. In fact, this 
technology is able to revolutionise the applications of supply chain management 
and inventory control, improving business efficiency.

RFID tags are not just for supply chain; by attaching tags to objects it is possible 
to perform services for identification, tracking, and localisation, and to provide 
location-based services. However, the use of this technology creates privacy 
and security risks. The privacy protection and security of RFID systems is 
a major challenge for researchers and engineers. Firstly, RFID is commonly 
a low-cost technology, which does not allow the use of the most powerful 
processors required to apply efficient, high specification security measures. 
Secondly, the current scientific literature and RFID standards are still very poor in 
terms of providing practical security for tagging and logistics, although there is 
standardisation in this area.

EPCGlobal and the International Organisation for Standards (ISO) have defined 
standards for tags, readers, and protocols to allow communication between 
them. The latest standard is EPC Class 1 Generation 2 (EPCGen2). The goal of 
this standard has been to support efficient tag reading, flexible bandwidth use, 
the ability to read and write tags and, finally, to provide building blocks for basic 
security, such as a 16-bit Pseudo-Random Number Generator (RNG) and a 
16-bit Cyclic Redundancy Code (CRC-16). These developments are welcome, 
but they are not yet sufficient to satisfy the security and privacy requirements of 
a generic RFID system.

A generic tracking and identification scenario

Next we describe our design for a secure identification and tracking system for 
objects or persons using UHF RFID technology. It requires all the advantages of 
RFID, but must take into consideration the problems that arise from demands for 
security and privacy. 

First of all, it will be assumed that the communication channel between the reader 
and the back-end server is secure, while the UHF wireless communication channel 
between tag and reader is potentially accessible to attackers. It is to this latter 
communication channel that the security protocols must be applied to provide 
mutual authentication, confidentiality and privacy protection.

The UHF RFID system is composed of the following components:

n  An RFID tag attached to the object to be tracked, identified or connected to 
the Internet. It is composed of a chip that stores information and security keys 
and an antenna that exchanges signals with the reader;

n  An RFID reader that “talks” to the tag and passes information to the back-end server;
n  A back-end server that has a MySQL database for dynamically storing tag 

events of interest; it is accessed by readers to identify and track objects to 
which tags are attached.

This technology is 
able to revolutionise 
the applications of 
supply chain 
management and 
inventory control, 
improving business 
efficiency
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Figure 1: Antenna, 
reader and tag 
RFID system with 
database and 
middleware system 
integrated in the 
computer

Open source middleware is deployed between the hardware interface and the 
software interface to filter the events of interests (see Figure 1).

An example scenario consists of three rooms with an item located in each room 
(see Figure 2). In each room there is a reader, with the job of identifying which 
items are present in the respective rooms.

In Room 1, is Reader 1 and Item 1, Mouse. In Room 2, is Reader 2 and Item 
2, PC, while in Room 3 there is Reader 3 and Item 3, Hard Disk. The aim of the 
readers is to determine the items present in the rooms and update the database 
with any movement of the items between the various rooms, thereby tracking 
them. Suppose, for example, that item Mouse is moved to Room 2. Then the 
reader in Room 1 no longer registers the presence of the object while the reader 
in Room 2 observes a new object and identifies it as item Mouse. The readers 
communicate this to the computer database, which update the item’s status to 
show that it is no longer in Room 1, but is now in Room 2.

In summary, in this scenario the UHF RFID tags 1, 2 and 3 are attached 
respectively to the following items: Mouse, PC and Hard Disk; the UHF RFID, 
Readers 1, 2 and 3 (inclusive of antennas) located in the Rooms 1, 2 and 3, with 
the aim of recognising the items in the respective rooms; and finally middleware 
and a MySQL database installed in the back-end server. 

The output of the implemented RFID system scenario might be as seen in 
Figure 3. The operator can see that the first event, updated in the database, is 
that Reader 1, located in Room 1, has identified Item 1 (Mouse) at 15:12:59 on 
07/06/2012. A second later, Reader 2, located in Room 2, has identified Item 2 
(PC). Another second after that, Reader 1 has again identified Item 1 (Mouse) to 
be in Room 1 because this item had been moved out of the read range of all the 
readers and then returned. Reader 3, located in Room 3, has identified Item 3 

Figure 3: Typical MySql database output from Figure 2Figure 2: A scenario for tracking and identifying items  
deployed in three different rooms
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Privacy breaches 
are one of the  
major social 
problems about 
which citizens are 
concerned

(Hard disk) at 15:13:02 on the same day. Two seconds later, Reader 2, located 
in Room 2, has identified Item 1 (Mouse); this means that Item 1 has been 
moved from Room 1 to Room 2, and so on.

This system is tracking the objects. However, there is no entity authentication, 
privacy or integrity protection. This would be of concern for sensitive and/
or valuable objects and especially if the tags related to people. Therefore 
an improved system should satisfy security requirements including mutual 
authentication, confidentiality and data integrity.

TRAP-2.5 as a principal security component of the system

To meet the security requirements, first it is necessary to solve the authentication 
problem by, for example, employing the TRAP-2.5 protocol. This uses mutual 
authentication, so that any attacker equipment that pretends to be a reader 
is rejected by the tag, as it does not know the secret authentication key of 
an authorised reader. The confidentiality problem is solved through the use of 
pseudonyms exchanged over the wireless reader-tag interface; the pseudonyms 
can only be mapped to the right EPC code by an authorised database that 
knows the mapping.

Furthermore, by using an EPCGen2-compliant CRC-16 technique, data integrity 
can be preserved. Thus, Reader 1 and the Mouse item to which was attached 
the UHF tag, can authenticate each other. Upon successful authentication and 
identification, the tag will exchange its EPC code, but in pseudonym form in 
order to preserve confidentiality. At this point, Reader 1 recognises that the item 
Mouse is in Room 1 and updates the database with this event. In this way the 
operator can know where the item is located at any time, thereby tracking it. 
When, the item is ready to leave the RFID system, e.g. it is sold, the operator 
can use the option “KILL” present in the TRAP-2.5 protocol, in order to protect 
the privacy of the consumer by disabling the tag. “KILL” is password protected 
and disables the tag’s antenna, rendering it inoperative.

Today, privacy breaches are one of the major social problems about which 
citizens are concerned. Privacy attacks come from the fact that, once out of 
the distribution chain, tags may continue to operate, now as objects in the 
possession of citizens who are often ignorant of this activity. The potential 
danger comes from the fact that there might be tracking attacks or social 
engineering attacks on the possessor of the tag.

A further threat could be from the illegal acquisition of data from labels when the 
goods are in the possession of the citizen; he could have paid for them by credit 
card thereby connecting his identity with them. The attacker might be able to 
illegally track items that a person owns for marketing purposes. In fact, it might 
be possible to interrogate all tags that are attached to a person’s clothing and 
then use this information to create a profile of the person.

Other worrying cases include inserting tags into banknotes or identity 
documents for the purpose of defeating counterfeiting and facilitating checks. 
The disadvantage of this is the potential for a breach of privacy since, without 
additional security measures, a malicious user could gain unauthorised access 
to the tags contained in the notes and find out the amount of money a person 
is carrying, or information contained in his documents. Some of the methods 
used to prevent the violation of privacy include: authentication, pseudonyms (a 
set of identifiers that an RFID tag uses interchangeably), physical tag shielding 
(to avoid certain undesired reading) and, finally, the use of the “KILL” function to 
permanently disable the tag.

The TRAP-2.5 protocol was created to preserve information security on the 
wireless communication channel between the tag and the reader, and to 
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be compliant with the EPCGen2 standard. TRAP-2.5 uses a 16-bit RNG 
and 32-bit keys. It provides reasonably strong privacy protection since only 
authorised and authenticated readers can access the information contained in 
the tag and thereby identify the tag (by its EPC code) and track the object to 
which the tag is attached. Also, the tag’s EPC code is never transmitted, thus 
promoting confidentiality, as there is only an exchange of pseudonyms which are 
updated with every authentication. Furthermore, this updating provides mutual 
authentication and forward secrecy, as the attacker cannot desynchronise the 
updating process of the key stored in the tag. In addition, when a tag’s key has 
been compromised, the attacker cannot identify the tag in previous protocol 
streams as the protocol parameters are pseudo-random. The tag transmits 
specific pseudo-random parameters to the back-end server. The parameters 
contain the obscured tag ID and are successfully used by the back-end server to 
recover the tag ID, even in the presence of active attackers.

Conclusion

The aim of this article was to describe the design of an RFID system for identification 
and tracking of items that could be applied in various scenarios (e.g. laboratories 
and hospitals) and which place an emphasis on information security. The goal 
was to preserve the integrity, privacy, confidentiality and authenticity of information 
exchanged in the wireless communication channel between tag and reader. For 
such a scope, the EPCGen2-compliant protocol TRAP-2.5 was designed recently, 
and it is used here. It has several advantages compared to other protocols available 
in the scientific literature, including enabling mutual authentication, preserving 
privacy, confidentiality and integrity, and being resistant to synchronisation, 
impersonation, and related-key and exhaustive key-search attacks.

Since it is compatible with EPCGen2, TRAP-2.5 may already be applied in 
the radio interface of any RFID system in order to increase the security of the 
system. In fact, today the biggest problem among various RFID manufacturers 
is not focusing on the security, only ensuring efficiency and speed of reading. 
In many cases, the RFID system security is guaranteed only through password 
access to memory, but there is no authentication between the reader and the 
tag. So any attacker could impersonate the tag to the reader or vice versa and 
steal the information exchanged. This could be very dangerous if the information 
exchanged is sensitive.

We have reached a threshold point with EPCGen2 compliant RFID security. The 
only way to increase security is to provide new security tools which are more 
sophisticated and powerful and can be integrated not only in RFID hardware 
but also represented in the standards. Only in this way could RFID technology 
be used for the exchange and management of sensitive data both in anti-
counterfeiting and in the Internet of Things (IoT). 
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