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Internet of Things (IoT)
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The Internet of Things (IoT) is composed of sensor-embedded devices and machines 

that exchange data with each other and the cloud through a secure network. 

Often referred to as “things” or “edge devices”, these intelligent machines 

connect to the internet either directly or through an IoT gateway, 

enabling them to send data to the cloud. Analyzing this data can reveal 

valuable insights about these objects and the business processes 

they’re part of, helping enterprises optimize their operations.

Devices in IoT deployments can span nearly any industry or use case. 

Each one is equipped with sensors, processing power, connectivity, 

and software, enabling asset control and other remote interactions 

over the internet. Unlike traditional IT assets, these edge devices are 

resource-constrained (either by bandwidth, storage, or processing 

power) and are typically found outside of a data center, creating unique 

security and management considerations. 

Devices: Building blocks of 
the Internet of Things (IoT)

Devices: Building blocks of the Internet of Things (IoT)
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IoT GatewaySensor-enabled machines 
with embedded processing

Application

Insights

Cloud IoT servicesSecure connectivity

Example: Connected Factory Assembly Line

In a factory, sensors are placed within assembly line machines to alert management 

to operating conditions that may indicate future failures. As a result, the factory can 

prevent unexpected downtime and productivity loss, eliminate process inefficiencies, 

increase employee safety, and more.

Devices: Building blocks of the Internet of Things (IoT)



Challenges of 
managing large-scale 
device deployments
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1. Source: Gartner Inc., February 2017 

Challenges of managing  
large-scale device deployments

Gartner estimates that by the year 2020, there will be 20.4 billion Internet 

of Things (IoT) devices connected and communicating—an 82% increase 

from 20181. This explosive growth will come from businesses making 

existing devices “smart” by adding connectivity and processing power 

to them, and from fleets of new smart devices scaling up to the tens of 

thousands and beyond.  

Device management, as it pertains to IoT deployments, involves the 

oversight of four key components: setup, connectivity, day-to-day 

operations, and maintenance. Whether device counts are small or large 

(greater than 1,000), each component is comprised of activities that 

must be carried out on an ongoing basis to maintain system uptime 

and performance. As device counts grow exponentially, organizations can 

inevitably find it difficult to keep up with the volume and added complexity 

of managing these activities. 

https://www.gartner.com/newsroom/id/3598917
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Setup Connectivity Operations Maintenance

Ongoing activities Device registration, provisioning, 

authentication, and configuration

Maintaining continuous,  

secure connectivity

Device monitoring, diagnostics, and 

power management

Security updates, repairs, and  

device replacements

Challenges as 

device counts scale

 ■ Insufficient number of staff with 
knowledge of IoT devices and 
their unique characteristics.

 ■ Staying current with ever-
changing device landscape and 
new technologies, implementing 
as necessary.

 ■ Configuring multiple groups of 
devices with different profiles.

 ■ Maintaining economical 
connectivity throughout remote, 
global, locations via hundreds 
of mobile network operators 
(MNOs).

 ■ Navigating fragmented, telecom 
landscape with multiple, global, 
cellular providers.

 ■ Insufficient number of staff 
capable of overseeing day-to-day 
operations of devices.

 ■ Geographically distributed 
devices that require additional 
logistics and coordination.

 ■ Overseeing multiple groups 
of devices with different 
configuration profiles.

 ■ Insufficient number of staff that 
can physically maintain and/or 
replace failing devices.

 ■ Managing software updates as 
they are released, across multiple 
sights and regions.  

Challenges of managing large-scale device deployments

Management Activities and Challenges as Devices Scale 



Benefits of a device  
management strategy
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Benefits of a device  
management strategy

Without a well-ordered system for managing devices, businesses can’t 

acquire the insights that lead to improved efficiency, cost reductions, 

and other benefits promised by IoT. As device numbers increase, 

organizations must pause to proactively plan for growth.  

An end-to-end device management strategy can be valuable for 

charting next steps. By outlining requirements for setup, connectivity, 

operations, and maintenance, businesses can improve the probability 

of success for their IoT deployments. 

Benefits of a device management strategy
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Unified processes 

across the organization, 

preventing duplication 

Maintenance or 

strengthening of 

competitive standing 

against other 

businesses bolstering 

their own IoT efforts

Clarity around the types 

of solutions (technology 

and other) needed to 

support device growth

Core benefits of an effective device management strategy include:

Benefits of a device management strategy

Avoidance of under 

or over-investment in 

new hardware or in 

maintenance of  

existing devices

Automation of  

labor-intensive and  

time-consuming  

processes



Deploying an end-to-end 
IoT solution on AWS
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Deploying an end-to-end 
IoT solution on AWS

Amazon Web Services (AWS) can help organizations manage large-scale device 

deployments. By integrating AWS services with offerings from AWS Partner Network 

(APN) partners Bsquare, Eseye, and Intel, businesses can deploy a fully-managed, 

end-to-end device management solution from a single console that includes:

 ■ Edge-to-cloud hardware

 ■ Secure and reliable connectivity

 ■ A broad and deep set of cloud services spanning storage, 

analytics, and more

 ■ A software-as-a-service (SaaS) solution that allows you to 

make IoT data actionable

 ■ A software-as-a-service solution that allows you to make 

IoT data actionable
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Bsquare: Device management software and professional services

Intelligent device

Intel: Hardware powering IoT solutions from edge to cloud
Eseye: 

Global cellular connectivity
Bsquare DataV

Gather device data

Intel-based IoT gateway Eseye AnyNet Secure

Aggregate edge device data Securely connect to AWS

AWS and APN Partner services

AWS IoT services

AWS compute, storage, 
and analytics services

Secure data ingestion

Analyze and visualize

Drive business insights 
and monitor device status

Compute and storage-
optimized instances

Amazon Elastic 
Compute Cloud

(Amazon 
EC2)

Amazon
Redshift

Amazon 
EMR

AWS 
Lambda

Amazon
DynamoDB

Amazon 
Machine 
Learning

Amazon
Quicksight

AWS IoT Analytics

++

+

Deploying and end-to-end IoT solution on AWS

Bsquare: Device management software and professional services
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Operating system for 

microcontrollers that makes 

small, low-power devices 

easy to program, deploy, 

secure, connect, and manage. 

Managed cloud service that 

lets connected devices easily 

and securely interact with 

cloud applications and other 

devices. 

Amazon 
FreeRTOS

AWS  
IoT Core

Deploying and end-to-end IoT solution on AWS

Easily onboard, organize, 

monitor, and remotely 

manage IoT devices.

Fully managed service 

that helps secure fleets 

of IoT devices through 

continuous auditing. 

AWS IoT  
Device Defender

AWS IoT Device 
Management 

AWS Services

AWS offers IoT-specific services that enable organizations to extract value from their connected 

devices and scale to meet ongoing growth. These services can be deployed independently, or 

alongside other AWS services to help businesses build agile, device management solutions. 
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Other AWS Services

Serverless compute service 

that runs code in response 

to events and automatically 

manages the underlying 

compute resources.

Amazon Machine Learning 

is a service that makes it 

easy for developers to create 

machine learning (ML)  

models and generate 

predictions for an application. 

AWS  
Lambda

Amazon Machine 
Learning

Deploying and end-to-end IoT solution on AWS

Provides a managed Hadoop 

framework that makes it easy, 

fast, and cost-effective to 

process vast amounts of data 

across dynamically scalable 

Amazon EC2 instances.

Business analytics service 

that makes it easy to build 

visualizations, perform  

ad-hoc analysis, and quickly 

get business insights from 

your data.

Amazon  
Quicksight

Amazon  
EMR
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Bsquare helps businesses extract value from their connected physical assets by 

using the data they generate to improve existing business processes and discover 

new opportunities. Bsquare’s DataV IoT solution is a set of ready-to-use, modular 

applications that not only manage device lifecycles, but also turn data from sensors 

and operational systems into usable, actionable information. 

Bsquare addresses the gap between available services and what businesses 

require at deployment by providing a complete solution for managing large-scale 

device deployments. Bsquare layers its DataV device management software over 

AWS IoT services, such as AWS IoT Core and AWS Device Management, and then 

integrates them with connectivity services and hardware. Part IoT service, part 

prebuilt applications, part IoT services, Bsquare’s fully managed solution allows 

organizations to jumpstart their device management efforts. 

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Bsquare

APN Partner solutions: Bsquare

Device management software and professional services

With Bsquare,  
AWS customers can:

 ■ Quickly pilot an IoT device deployment 

for faster ROI

 ■ Lower costs and risks associated with a 

do-it-yourself approach

 ■ Accelerate time to insight and innovation

 ■ Consolidate AWS console information 

into a single management view

 ■ Integrate hardware, connectivity, and 

cloud services into one managed solution
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 ■ Bsquare DataV Manage application provides automated, 

remote device configuration and monitoring functionality

 ■ AWS IoT, storage, and analytics services simplify device 

management and make it easier to drive value from 

device data

 ■ Bsquare integration services makes sure that devices, IoT 

gateways, and cloud services work in unison

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Bsquare - Case Study

Solution

When a Fortune 100 company looked to replace its existing mobile device 

management (MDM) system with one that was more scalable, flexible, 

and configurable, it began a search for an experienced solution provider. 

The company needed to dynamically deliver a high volume of content to 

50,000 consumer-facing IoT devices across North America and Europe, 

while also ensuring devices remained secure and compliant.

Challenge

Bsquare: Case Study
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Benefits

The company selected Bsquare for the full range of IoT device 

management capabilities offered by DataV Manage, in addition to 

Bsquare’s experience integrating its solution into business’ existing 

systems. Bsquare’s ability to leverage the scale, security, and availability of 

AWS IoT services was another factor influencing the company’s decision. 

Why Bsquare and AWS?

 ■ Frees company resources from the burdens of ongoing 

device management activities 

 ■ Enables smarter operational decisions, based on data 

from their connected devices

 ■ Improves device health and reliability

Why Bsquare and AWS?

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Bsquare - Case Study
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Eseye provides the easiest, one-stop, global cellular connectivity solution available 

for AWS IoT customers today. By providing access to more than 400 global cellular 

networks through one company and one contract, Eseye helps organizations avoid 

many of the challenges when faced with  navigating the fragmented world of 

telecom suppliers.

Eseye’s AnyNet SIM (Subscriber Identity Module) is equivalent to having multiple 

SIM cards in each device, allowing dynamic routing based on signal performance. 

This capability enables businesses to reliably and cost-effectively connect devices 

to each other, to corporate networks, and to the cloud—even for geographically 

distributed assets that periodically enter “dead zones” when limited to a single 

provider’s coverage.

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Bsquare

APN Partner solutions: Eseye

Secure global cellular connectivity for devices

Eseye allows AWS customers to:

 ■ Remove significant layers of technical 
and management complexity by allowing 
you to work with one company for global 
connectivity

 ■ Connect devices securely in more places, 
more of the time

 ■ Get up and running quickly within your 
AWS account, by just powering on a device

 ■ Utilize zero-touch remote management 
and security to reduce TCO

 ■ Automatically automate a SIM when a 
machine is registered as a new “thing” 
within an AWS IoT service
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Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Eseye - Case Study

Solution

Globally, more than 780 million people don’t have access to clean water. 

Although government agencies and individuals provide funding for water 

systems, there is often little to no money devoted to ongoing maintenance 

of water-delivery infrastructures. eWATER, a London-based startup with a 

mission to provide an affordable, sustainable solution to help the world’s 

poorest populations access clean water supplies, set out to solve this major 

health challenge.

Challenge

Eseye: Case Study

eWATER turned to Eseye to implement a solution that would incorporate 

cell phones, now omnipresent throughout even the poorest countries, and 

leverage Eseye’s access to global cellular networks. Starting with pilot projects 

in Gambia and Tanzania, residents could access water at village taps using NFC 

(near-field communication) tags.

 ■ To purchase water credits, NFC tags, provided by eWATER,  
are pressed against cell phones running the eWATER app

 ■ Credits for water use are wirelessly transferred to the NFC tag.

 ■ The tag is pressed against a water tap containing an eWATER device. 

 ■ A valve on the device opens, and clean, fresh water is delivered.

How it works:
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Benefits

 ■ Initial projects delivered clean water, on a 24/7 basis, to 

approximately 13,000 people

 ■ As many as 10 million people may have access to the solution 

over the next five years through the instillation of 100,000 

more taps.

 ■ Previously unemployed people are now earning money, 

maintaining franchises in their villages.

To ensure taps are working and maintained, devices at each tap connect 

over cell networks to a cloud-based eWATERcare application, which 

receives usage and sales data in real time.  

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Eseye - Case Study
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The Intel® IoT Platform is an end-to-end family of products that works with third-

party solutions to provide a foundation for seamlessly and securely connecting 

devices, sending trusted data to the cloud, and delivering value through analytics. 

Within this platform, Intel offers technology that powers hardware products 

spanning from edge devices out to the cloud, including sensors, gateways, and a full 

line of scalable processors.

Whether you’re looking to make existing things smart, or start from scratch and 

build intelligence into new things from the ground up, Intel IoT solutions provide a 

scalable edge-to-cloud solution for IoT deployments.

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Intel

APN Partner solutions: Intel

Security-enhanced, innovative edge-to-cloud IoT platform

Intel IoT technology  
allows AWS customers to:

 ■ Simplify the deployment of 
smart devices

 ■ Deliver advanced security for 
devices and device data from 
edge to cloud

 ■ Scale IoT deployments at 
their own pace
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APN Partner solutions: Intel

Intel processors enable 

devices to perform compute 

functions locally, including both 

analytics and other application 

requirements of IoT deployments.

Processors

Intel IoT Gateways aggregate 

data from devices, perform device 

attestation to confirm security, 

and act as the intermediary 

between devices and the cloud.

Gateways

Intel-based IoT sensors collect 

data from devices and their 

operating environment.

Sensor  
technology

Intel hardware is designed for 

increased security at every layer 

and includes seamless device 

pre-configuration capabilities

Security and zero-
touch provisioning

Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Intel
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Deploying and end-to-end IoT solution on AWS - APN Partner solutions: Intel - Case Study

Solution

Enel is an Italian multinational manufacturer and distributor of electricity 

and gas that serves 61 million customers. With increasing global energy 

demands, Enel is constantly looking for ways to help their customers live 

safely and comfortably while minimizing the costs and environmental 

impacts of their homes.

Challenge

Intel: Case Study

 ■ Sensors on door locks, power plugs, windows, energy meters, 

and other devices send data to Intel-based IoT gateways in 

homes.

 ■ Intel-based IoT gateways verify device security, then transfer 

data to AWS using encryption at all points of connection.

 ■ Enel uses AWS compute, storage, IoT, and analytics services 

to offer customers energy management, home safety, and 

surveillance services.

How it works:
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Benefits

 ■ Customers can remotely lock doors, turn electronics 

on and off, and perform other actions on devices in 

their homes remotely

 ■ Energy demand management systems reduce 

energy consumption, lowering customer costs and 

environmental impact

 ■ Drives new revenue, improved customer retention, 

and upsell opportunities for Enel

Case Study



Getting started
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Getting started

 ■ AWS IoT Webpage 
Learn more about AWS IoT services that can help you extract value from 
connected devices. 

 ■ Video: IoT State of the Union – re:Invent 2017 
Watch this re:Invent presentation to learn about IoT trends and discover 
how customers are using AWS IoT to solve business challenges. 

 ■ Whitepaper: The Core Tenets of IoT 
Read about the four tenets of IoT (agility, scale, cost, and security) and how 
AWS services can help you develop an IoT strategy. 

 ■ Campaign Landing Page 
Learn how APN Competency Partners can help you implement a device 
management strategy today.

https://aws.amazon.com/iot/
https://www.youtube.com/watch?v=gAi18SbtWwU
https://d0.awsstatic.com/whitepapers/core-tenets-of-iot1.pdf
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