	New attacks reveal fundamental problems with TCP
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A pair of security experts are now discussing several fundamental issues with the TCP protocol that can be exploited to cause denials of service and resource consumption on virtually any remote machine that has a TCP service listening for remote connections.

The problems, which were identified as far back as 2005, are not simply vulnerabilities in products from one or two vendors, but are issues with the ways in which routers, PCs and other machines handle TCP connection requests from unknown, remote machines. The attacks can be carried out with very little bandwidth, such as that available on a cable modem, and there don't appear to be any workarounds or fixes for the problems at this point.

"So far there hasn't been a lot of activity on mitigation strategies," said Robert E. Lee, chief security officer of Outpost24, a Swedish vulnerability assessment firm. Jack Louis, a senior security researcher at Outpost24, developed the attacks. Louis discovered the TCP problems and he and Lee have developed an attack framework for the issues. The framework, called Sockstress, enables them to plug in the various attack types at will. "We've been talking to a major router vendor and a supplier of operating systems, but it hasn't gotten very far."

Lee and Louis, who will present their findings at the T2 Conference in Helsinki in mid-October, are not releasing the details of the flaws, but Lee said that they evolve from the way that Web servers and other machines handle the three-way TCP handshake at the beginning of a new connection. Their attacks enable them to consume all of the resources of a given TCP service. In some cases, the attacks can cause the remote machine to reboot.

Lee said that Louis discovered the issue when the pair were doing large-scale penetration tests that required them to scan tens of thousands of IP addresses. To make life easier, Louis wrote a tool called Unicornscan , which is a distributed TCP/IP stack that can be used for TCP scanning. It was while reviewing packet dumps from scans with the tool that Louis noticed some anomalies.

"We noticed that certain systems would start resending certain packet responses continuously until they were rebooted," Lee said. "That was the light bulb going off. We said, There's some sort of state mechanism that we're triggering here."

Many TCP servers use a technique known as a SYN cookie in order to prevent attackers using spoofed IP addresses from launching SYN flood denial-of-service attacks against them. The cookie is essentially a chosen TCP initial sequence number that is calculated using some specific hashed metadata that reflects the details of the specific TCP connection. Once the client returns a correct packet to the server, the server knows that the client isn't using a forged IP address.

Sockstress computes and stores so-called client-side SYN cookies and enables Lee and Louis to specify a destination port and IP address. The method allows them to complete the TCP handshake without having to store any values, which takes time and resources. "We can then say that we want to establish X number of TCP connections on that address and that we want to use this attack type, and it does it," Lee said.

Lee and Louis have been able to execute a number of different attacks, which consumer various resources on the server, including memory, kernel timers and counters, and applications. Lee said that when and if specific vendors develop workarounds for the issues, they will release details of those issues.

"The best advice I have right now is don't allow anonymous connections. Make whitelist so only certain IP addresses can come in," Lee said, acknowledging the impracticality of that for a Web server or mail server or virtually any other TCP-enabled device. "There's no real workaround right now."

http://security.blogs.techtarget.com/2008/10/07/can-kaminsky-prevent-partial-disclosure/
	Browser attack technique poses serious threat


A pair of application-security experts have found that a known browser attack technique has more far-reaching implications than previously thought, and say that attackers using the technique can force users to click on essentially any content they choose.

"We can do this with any button on any page anywhere," said Jeremiah Grossman, chief technology officer of WhiteHat Security Inc., who, along with Robert Hansen, identified the serious implications of the technique recently. The pair had planned to deliver a talk on their findings at the Open Web Application Security Project (OWASP) conference in New York this week, but voluntarily canceled the presentation after showing their research to officials at Adobe Systems Inc., who became very concerned about the effect the attack could have on Adobe's customers.

The problem behind the technique, which Grossman and Hansen dubbed clickjacking, has been known for some time in the Web application security community. It is not a JavaScript issue, but instead involves the way in which browsers themselves function. The technique enables the attacker to dictate what links a user clicks on. However, the researchers found that the problems behind the attack are more widespread than security experts thought. Grossman and Hansen have been working with Adobe on the issue and also have spoken with Microsoft and Mozilla about how the attack affects browsers. But, there appears to be a general consensus that there is no easy fix.

"This issue has been long known. The Web security community knows about it," Grossman said. "But it has been for the most part underestimated as far as its potential impact. The browser vendors know what the problem is. But they don't know how or if they're going to address it. It's not a simple patch. It's probably a re-architecting of the browser security model. It's not just an Adobe bug. It's something that affects everyone."

Grossman said that he and Hansen, an independent security researcher, hope to release the details of their attack along with proof-of-concept code sometime soon, once Adobe has time to address the issue in its software. Grossman would not say which Adobe application the issue affects.

Although they decided not to deliver their original talk at OWASP this week, Grossman and Hansen gave a stripped-down version of the speech instead, omitting many of the details they had planned to include while still trying to get across the seriousness of the issue. 

"The audience got the idea that this is bad, but we didn't talk about the specifics," Grossman said. "That will come later. The vendors thought they needed more time."

For the time being, the researchers suggested that concerned users start using Lynx, a text-only browser. 

