Experimental malware uses inaudible sound to defeat network air gaps

Researchers built a covert acoustical mesh network and used audio signals to transmit data between laptops
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IDG News Service - In a development likely to concern those who believe that a system that's not connected to a network is safe from surveillance, researchers have demonstrated that microphones and speakers built into laptops can be used to covertly transmit and receive data through inaudible audio signals

Michael Hanspach and Michael Goetz, two researchers from the Fraunhofer Institute for Communication, Information Processing and Ergonomics (FKIE) in Germany, tested the feasibility of creating a covert acoustical mesh network between multiple laptops that's used to exchange data using near ultrasonic frequencies. The two researchers presented their findings recently in a paper published in the Journal of Communications.

Their experiments showed that messages can be transmitted using audio signals in the low ultrasonic frequency range at around 20,000 Hz between two Lenovo T410 business laptops over a maximum distance of 19.7 meters and at a rate of 20bps.

The Lenovo T410 laptops were placed in direct line of sight to each other and the volume levels were adjusted to make the transmission inaudible to observers. The transmission frequencies could be increased to more than 20,000 Hz for increased stealthiness, but the transmission range would decrease, the researchers said.

The data was transmitted using two different acoustical modem software applications called Minimodem and Adaptive Communication System (ACS) modem, the latter delivering the best results. On the network layer, the researchers used an ad-hoc routing protocol called GUWMANET (Gossiping in Underwater Mobile Ad-hoc Networks) that was developed by FKIE for underwater communication.

The researchers built an acoustical mesh network of five laptops that relayed messages to each other using audio transmissions in order to show that an attacker can jump network air gaps to extract data from computers infected with malware that are isolated from the Internet and other untrusted networks.

Common sources of noise present in the environment, like human speech, are filtered out and do not affect the communication, Hanspach said Tuesday via email.

Every laptop needs to be in direct line of sight to at least another laptop that acts as a node in the network, but according to the researcher, this is a very common setup in labs and open-plan offices.

Human movement around the laptops can have an adverse effect on connectivity, but if a transmission fails, it can just be sent out again, the researcher said.

The biggest limitation is the low transmission rate -- 20bps -- which cannot be used to transfer large amounts of information in a reasonable period of time. However, it's still enough to transmit small pieces of valuable information like log-in credentials and encryption keys stolen by malware running on the air-gapped computer and can also be used to relay commands back from the attacker.

